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Introduction
After 9/11 the whole world is living under a great threat of terrorism. The attack
on the New York City showed that from now on no one is safe and that the
countries have to take this problem seriously. Since 2001 the global war on
terrorism, famously proclaimed by George W. Bush1 and supported all over the
world, is officially on. However, the intensity of the hostilities, including the
responses on the governmental actions, varied through the years and from region
to region
After 2001, the attention of terrorists shifted from the USA to Europe with the
terrorist acts happening in the underground of Madrid in 2004 and London in
2005. Then there was a standstill on a global perspective for a couple of years
before the new actor came into play – the Islamic State of Iraq and Syria (ISIS)
which has committed or inspired 143 attacks in 29 countries since its creation in
20132 (ISIS has transferred into the Islamic State (IS) in June 2014 by proclaiming
itself a caliphate). For example, the IS, which is a prohibited organization in the
Russian Federation, admitted its responsibility for such resonant cases as Paris
attacks in 2015, Nice attack in July 2016, Istanbul bombing of the tourists’ places
of interests in January 2016, Brussels attack in the airport and subway in March
2016, Berlin Christmas market attack in 2016, numerous incidents in the UK in
the spring and the beginning of the summer of 2017 (for instance, Westminster
attack in March, Manchester Arena bombing in May, London attack in June) and
Barcelona attack in August 2017.
These are only the recent cases of terrorist attacks that caused public outcries
and intense debates on how to make the societies safer and eliminate the terrorist
threat. The shaping of the political agenda caused by the acts of terrorism is of
particular interest for this paper: to be more specific, the transformations of the
public policy aimed at combating terrorism. As the anti-terrorist laws are one of
the most influential and effective responses that a government can propose in
this battle, it is quite understandable why the significant bulk of literature is
dedicated to counter terrorism legislation: Yogev Tuval3 explored these kinds of
laws in the US and UK, Dmitriy Polianskiy in Russia4, Kevin Horbatiuk in
Germany5. Moreover, anti-terrorist laws are being researched all over the globe.

Text of George Bush’s speech // The Guardian [Electronic Resource]. – URL:
https://www.theguardian.com/world/2001/sep/21/september11.usa13 (accessed: 03.03.2018).
1

Lister T., Sanchez R., Bixler M., O’Key S. ISIS Goes Global: 143 Attacks in 29 Countries Have
Killed
2,043
//
CNN
News
[Electronic
Resource].
–
URL:
https://edition.cnn.com/2015/12/17/world/mapping-isis-attacks-around-the-world/index.html
(accessed: 03.03.2018).
2

3

Tuval Y. Anti-terrorism legislation in Britain and the US after 9/11. The Israel Democracy Institute
[Electronic Resource]. – URL: https://en.idi.org.il/articles/6936 (accessed: 03.03.2018).
Полянский Д. Терроризм как политические явление в современной России. Дисс. … канд.
полит. наук. Ставрополь., 2006. 170 с.
4

5

Horbatiuk K. Anti-terrorism: The West German Approach // Fordham International Law
Journal. Vol. 3. Is. 2. 1980. P. 167-191.
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For instance, Saba Noor6 devoted her paper to counter terrorism legislation in
Pakistan, Andreas Banoutsos7 studied Greek laws and Nathan Hancock8
Australian ones. In most cases, such researches are descriptive and lay
emphasis on presenting the legislation novelties.
The scientific novelty of the research can be traced in a way that not only does it
aim to study, compare and analyze anti-terrorist legislations of two EU countries
and Russia (previously such surveys were mainly conducted in the US, Canada
and Australia, comparing them with European practices) but also it applies the
advocacy coalition framework to the counter terrorist policies. Previously, this
framework was used to various other policy spheres, in most cases it was used
to the environmental9, nuclear10 and intelligence11 policy fields.
In recent years, the current debate on the counter terrorist laws is centered on
the problem of the human rights and how do the new legislative measures comply
with the proclaimed individuals’ freedoms. One of the examples that resulted in a
strong public outcry was the implementation of the antiterrorism data-sharing law
by the European Parliament – Passenger Name Record law (PNR) in April 2016.
The PNR is a set of data which holds all the information on a created flight
reservation (not only names but also payment history as well as the pre-ordered
meal plan during the flight12). The need of the new norm was explained by the
growing terrorist threat and was presented as being an effective way to track and
prevent the future attacks13. Jan Philipp Albrecht, a member of the European
Parliament, questioned the necessity of such a bill, stating that it is highly unlikely
that the PNR would be really helpful as similar data-sharing programs already
exist (Advanced Passenger Information). Moreover, he pointed out that such a
norm would be incompatible with the European civil liberties14.

6

Noor S. Evolution of counter-terrorism legislation in Pakistan // Conflict and Peace Studies. Vol.
1, #1. 2008. 17 p.
7

Banoutsis A. Mapping the Development of Anti-Terror Legislation in Greece in the Aftermath of
9/11. Research Institute for European and American Studies, Brunel University. 2006. 71 p.
8

Hancock N. Terrorism and the Law in Australia: Legislation, Commentary and Constrains.
Department of Parliamentary Library. 2002. 73 p.
9

Monpetit E. Scientific Credibility, Disagreement, and Error Costs in 17 Biotechnology Policy
Subsystems // Policy Studies Journal. Vol. 39. No 3. 2011. P.513-533.
10

Nohrstedt D. The Politics of Crisis Policymaking: Chernobyl and Swedish Nuclear Energy Policy
// Policy Studies Journal. Vol. 36. No 2. 2008. P. 257-278.
11

Nohrstedt D. Shifting Resources and Venues Producing Policy Change in Contested
Subsystems: A Case Study of Swedish Signals Intelligence Policy // Policy Studies Journal. Vol.
39. No 3. P. 461-484.
Kostaki I. European Parliament Approves PNR on Historical Vote. Information Agency “New
Europe” [Electronic Resource]. – URL: https://www.neweurope.eu/article/european-parliamentapproves-pnr-historical-vote/ (accessed: 25.03.2018).
12

13

Ibid.

Even After Paris: EU’s Planned Blanket Retention of Air Passenger Data Is ‘Wrong’. Information
Agency “Deutsche Welle” [Electronic Resource]. – URL: http://www.dw.com/en/even-after-paris14
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Such rhetoric can also be found in Russia: in April 2016 legislators Irina Yarovaya
and Viktor Ozerov proposed a set of laws with the main goal to combat terrorism
more merciless. The bill contained the provisions, according to which the carriers
have to collect all the data on the calls, voice mails, text or image messages that
their users produced, keep it for 3 years, and provide it gratuitously to the lawenforcement agencies (without court orders). The same implies for the Internet
providers. And the second amendment was that if carriers encrypt the information
that is contained in the messages that their users send, they have to provide the
respective governmental bodies (mainly, FSB) with the keys to decrypt those
messages15.
These norms were the reason for an intense discussion when members of
interest groups tried to influence the enactment of the law, arguing that the cost
of communication will increase dramatically and also that such provision as giving
the encoding keys to the government, will violate the Constitution16.
All mentioned above shows the relevance of the research which is, thus, proved
by two facts: terrorism is always a global issue that is a top priority on the agenda
of policy-makers and today the legislation changes happen constantly as this
problem is extremely timely: the terrorist acts are organized all over the world
(mainly, Europe), taking new forms (mowing down the crowds17, for example)
which force governments to introduce and adopt new ways of dealing with it.
So, the growing tendency of the governments to alter their existing anti-terrorist
laws is clearly seen. However, the questions here are what exactly has driven the
changes, what were the underlying and hidden reasons for the revisions and
amendments of certain pieces of legislation and alterations of the laws and how
the laws were transformed. The presented study aims to contribute to filling the
current gap in research.
Therefore, the research question of the paper is: what are the social and political
factors that influenced the anti-terrorist legislation development. The object of the
research is the anti-terrorist legislation; the subject is the factors that caused
changes in the legislations.

eus-planned-blanket-retention-of-air-passenger-data-is-wrong/a-18221264
25.03.2018).

(accessed:

Как работает закон Яровой? // Медуза [Electronic Resource]. – URL:
https://meduza.io/feature/2017/02/13/zakon-yarovoy-prinyat-bolshe-polugoda-nazad-kak-onrabotaet (accessed: 25.03.2018).
15

Archangelskaia E., Sucharevskaia A. The Yarovaya’s Code: The Consequences of the New
Antiterrorist Law for the Internet Users / RBK [Electronic Resource]. – URL:
http://www.rbc.ru/technology_and_media/24/06/2016/576c0a529a79471bc44d2b57 (accessed:
25.03.2018).
16

London Attack: What We Know So Far / The Guardian [Electronic Resource]. – URL:
https://www.theguardian.com/uk-news/2017/mar/22/attack-houses-parliament-london-what-weknow-so-far (accessed: 05.03.2018).
17
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The goal of the research is to identify and analyze the social and political factors
that contributed to the legislation development in three cases: the UK, Germany
and Russia. The objectives of the research are:
1. To explore the notion of terrorism in legal and scientific discourse;
2. To select the theories that explain the changes and alterations in the
legislation development and to formulate hypotheses about the external and
internal factors on their basis;
3. To select the country cases and identify the trends in their legislation
development;
4. To find out what are the measures of combating terrorism at international
level and whether they influence the national legislation development in the
selected countries;
5. To identify the significance of the internal factors that had an influence on
the anti-terrorist legislation development through comparison.
In order to answer the research question of the research, one must closely
examine the literature on the political decision-making because it provides
explanations on how legislation development happens, how the final choice for a
policy is made and which factors influence this process. Social scientists have
developed numerous theories that provide explanations to the questions of how
the policy processes flow and why certain policies became bills and others did
not. Examples are: policy window theory of change promoted by John Kingdon,
political elites theory by C. Wright Mills, Clarence Stone’s regime theory, prospect
theory developed by Amos Tverky and Daniel Kahneman, agenda-setting theory
of Maxwell McCombs and D. Shaw, Saul Alinsky’s grassroots theory18 etc.
Two theories are of particular importance for my research. The former is the
theory of interdependence, developed by Robert Keohane and Joseph Nye, and
the latter is the advocacy coalition framework, introduced by Paul Sabatier and
Hank Jenkins-Smith. According to the interdependence theory, the world politics
is so complex and interconnected that governments are no longer able to deal
with certain problems on their own and therefore, they start to cooperate via
international organizations which become ones of the most powerful players on
the global arena. By cooperating, states have to fulfill some obligations imposed
on them, also concerning the legislation development. They do so because the
resolution of an issue will be beneficial for both (or more) parties and vice versa,
noncompliance to the agreed upon rules will be harmful and may even be
dangerous for all members19. Application of this concept will help in
understanding whether the laws were changed being put under the influence of
the international community.

18

Stachowiak S. Pathways for change: 10 theories to inform advocacy and policy change efforts.
Center for Evaluation Innovations: ORS Impact. 2013. P. 7-20.
19

Keohane R., Nye J. Power and Interdependence: World Politics in Transition. Boston: Little
Brown and Company, 1977. 300 p.
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The main idea of the advocacy coalition theory (ACT) is that in the state’s political
system there are competing groups which struggle with each other in their
attempts to influence policy outcomes including legislation development. The
most important characteristic that unites discrete actors into a coalition is the
shared beliefs on a certain issue. In order to alter some policy, the belief system
must be altered as well. This can happen through different mechanisms: policyoriented learning, external or internal shocks and negotiated agreements
between the coalitions. Advocacy coalition framework puts a great emphasis on
the role of scientists, policy analysts and public organizations, making them
important actors in the policy processes. Therefore, under the ACF perspective,
the actions of all the participants of policy decision-making must be examined20.
Through such an analysis the change drivers of the changes will be identified and
the impact of all the policy actors on the anti-terrorist laws will be seen.
These theories will assist in conducting a deep analysis of the reasons that led to
the legislation development. The concepts of the theoretical frameworks cover
political (pressure of the international community) as well as social factors of this
development (external and internal perturbations).
Therefore, the following hypotheses can be formulated:
1. The development of the anti-terrorist legislation is influenced by the external
political factors (through international obligations);
2. The development of the anti-terrorist legislation is influenced by the internal
social factors (external and internal shocks and policy-oriented learning).
As the presented study is a comparative research three countries were chosen
for the analysis: United Kingdom, Germany and Russia. The choice of the country
cases for the analysis is explained by several reasons. First, these countries are
among the key players that lead the battle with international terrorism; they all
participate in international conventions and treaties developed by international
organizations (such as, the UN) that aim to cease terrorist threat.
Second, in all three cases the fight against terrorism was and is being led on the
domestic as well as international levels. The domestic terrorism was especially
popular in the 1990s and the 2000s: in the United Kingdom it was the attacks
committed by the Irish Republican Army (IRA), in Germany by the National
Socialist Underground (NSU) and in Russia by the Chechen terrorists. It also
shows that the chosen countries have a long-lasting history of resisting terrorism.
Therefore, it seems highly relevant to compare the approaches used by the
governments in order to combat the threat. Moreover, each country has its own
experience with the internal social factors which could have resulted in a way that
anti-terrorist legislations developed differently with various factors affecting them.
The time frame of the analysis is from the end of 1990s till 2017. Such frame is
motivated by the fact that the object of the research is the anti-terrorist legislation
and it has its roots in the 1990s and the beginning of the 2000s. The situation is

20

Sabatier P., Weible Ch. Theories of the Policy Process. The Advocacy Coalition Framework.
Innovations and Clarifications. Chapter 7. Westview Press: California. 2007. P. 189-220.
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different for each case: in the UK it is the Terrorism Act of 2000, in Germany it is
the adoption of the Penal Code in 1998 and in Russia it is the article 205
(‘Terrorist Act’) in the Penal Code, 1996, and the adoption of the Federal Law
№130-FZ on Combating terrorism in 1998.
Several methods will be used in order to conduct the research. Analysis of the
documents and cross case study are applied for the data collection procedures.
Comparison is the approach that will be applied to analyze the gathered data.
The paper is divided into 4 parts. The first chapter examines the notion of
terrorism in the scientific and legislative discourses, provides the overview of the
theoretical frameworks, states the hypotheses and the selection of cases. In the
second chapter current situation in the anti-terrorist legislation in the UK,
Germany and Russia is presented and comparative analysis is conducted. The
final part (chapters three and four) tests the hypotheses and analyses the political
and social factors of the anti-terrorist legislation development. Conclusion sums
up the results and outlines the findings.

10

WP 2018-04

Working Papers
Centre for German and European Studies

Chapter I. Definition of terrorism and theories of
legislation development through political decisionmaking
The first chapter consists of 3 sections. The first one explores the existing
definitions of terrorism in legal and scientific fields, including the gaps and
controversial points, and suggests the working definition of the paper. Second
part is dedicated to the policy decision-making theories, where the legislation
development is examined through the lenses of the theory of interdependence
and the advocacy coalition framework and the hypotheses of the research are
stated. The explanation of the research methodology concludes the first chapter
of the paper.

Section I. The Notion of Terrorism in Legal and Academic
Discourse
The first challenge that a researcher who does terrorism studies has to face is
that there is no universal definition of terrorism21. This notion is treated differently,
as there is a ‘real life implementation’ side and the side proposed by the scientific
community. The former implies the understanding of the term by organizations
and governments that deal with terrorism directly, and the latter is developed by
the terrorism study scientists. Therefore, those two understandings should be
compared and analyzed.
Nowadays there are numerous ways to define ‘terrorism’. The absence of the
definition which would be accepted worldwide aggravates the situation, as almost
each organization develops its own definition of the term. It seems relevant to
discuss the definitions that are of particular importance for the research proposed
by the international organizations (IO) and governments, and compare them in
order to suggest the working definition to the paper.
The UN still lacks generally accepted terrorism definition, as there are two main
documents that suggest its explanation: the UN General Assembly Resolution
49/60, which was issued in 1994, and the UN Security Council Resolution 1566
adopted in 2004. The former source gives an indirect definition, underlying the
following characteristics of terrorism: ‘criminal acts intended to provoke a state of
terror in the general public or a group of persons for political purposes justified by
any considerations – political, philosophical, ethnic, racial, ideological or
religious22’. The latter, which, importantly, was adopted after 9/11, defines
terrorism as ‘criminal acts, including against civilians, committed with the intent
to cause death or serious bodily injuries, or taking of hostages, with the purpose
21

Wojciechowski S. Why is it so Difficult to Define Terrorism? // Polish Political Science Yearbook.
Vol. 38. 2009. P. 59.
22

UN General Assembly Resolution A/RES/49/60 on Measures to Eliminate International
Terrorism from 9 December 1994. UN official Website [Electronic Resource]. – URL:
http://www.un.org/documents/ga/res/49/a49r060.htm (accessed: 12.03.2018).
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to provoke a state of terror in general public or group of persons, intimidate a
population or compel a government or an international organization to do or to
abstain from doing any act’23.
The European Union also has no common definition of terrorism, though the
Framework Decision on Combating Terrorism issued in 2002 states that terrorist
offences are those which ‘may seriously damage a country or an international
organization where committed with an aim of: seriously intimidating a population,
or unduly compelling a government or an international organization to perform or
abstain from performing any act, or seriously destabilizing or destroying the
fundamental political, constitutional, economic or social structures of any country
or an international organization’24.
In the United Kingdom, the definition of terrorism and terrorist act is explored in
the Terrorism Act issued in 2000. Article 1 in section 1 states that terrorism is the
‘use or threat of action where the use or thereat is designed to influence the
government or an international governmental organization to intimidate the public
or a section of the public and <…> the use or threat is made for the purpose of
advancing a political, religious, racial or ideological cause’25.
The German Penal Code provides an explanation of forming a terrorist
organization (section 129a, chapter 7 ‘Offences against public order’). It is stated
in this provision that ‘whatsoever forms of an organization whose aims or
activities are directed at the commission of murder, <…> genocide, crime against
humanity or a crime against personal liberty’26 must be considered a terrorist
organization. That means that any actions that are made in order to commit these
crimes should be called acts of terrorism.
In Russia, there are two main documents that provide an explanation of terrorism
concept. The article 3 of the Federal Law №35-FZ ‘On Counterterrorism’ states
that terrorism is ‘an ideology of violence and the pressure mechanism that affect
the process of decision-making of governmental bodies or international
organizations whereby threatening the population or other illegal actions are
undertaken’27. The Penal Code of Russia offers the definition of a terrorist act
(section IX, chapter 24 ‘Crimes against public order’ art. 205): ‘committing an
explosion, arson or other actions that intimidate the population and can lead to a

23

UN Security Council Resolution S/RES/1566 from 8 October 2004. UN official Website
[Electronic Resource]. – URL: https://www.un.org/ruleoflaw/files/n0454282.pdf (accessed:
12.03.2018).
24

EU Framework Decision on Combating Terrorism 2002/475/JHA from 13 June 2002 [Electronic
Resource].
–
URL:
http://eur-lex.europa.eu/legalcontent/EN/TXT/HTML/?uri=LEGISSUM:l33168&from=EN (accessed: 12.03.2018).
25

Terrorism
Act
200.
UK
Legislation
[Electronic
Resource].
https://www.legislation.gov.uk/ukpga/2000/11/section/1 (accessed: 12.03.2018).
German Penal Code [Electronic Resource]. – URL:
internet.de/englisch_stgb/englisch_stgb.html (accessed: 12.03.2018).
26

–

URL:

https://www.gesetze-im-

Федеральный закон «О противодействии терроризму» от 06.03.2006 № 35-ФЗ.
Справочно-правовая система «Консультант Плюс» [Электронный ресурс]. – URL:
http://www.consultant.ru/document/cons_doc_LAW_58840/ (дата обращения: 03.04.2018).
27
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person’s death or serious damage of his or her belongings or other serious
consequences in order to destabilize the governmental bodies’ actions and
decision-making process’28.
Interesting is that in the definitions provided by the UN documents the word
‘violence’ is not used at all, though both resolutions underline the fact that one of
the objectives of the terrorist act is the provocation of terror among people. This
feature is also stressed in the Russian legislation but not in the European Union
framework. One of the other distinguishing features of the Russian understanding
of the term is that only in those documents terrorist acts were named (as being
explosions and arsons), whereas in the documents of the UN and the EU they
are simply referred to as ‘criminal acts’. In the German Penal Code there is not
even an article which would define terrorist acts, only terrorist organizations and
their aims (interestingly that religious purposes are not mentioned). In the UK
definition not only the action but also the threat of the action is classified as
terrorist act. What also crucial is that the definition of the EU, unlike the Russian
and UN ones, does not put an emphasis on the threats and damages to the
human life that such actions may lead to.
The following section examines the definitions of the term in question proposed
by scientists and also tracks what issues are raised in the relevant research field.
The academic community has a problem with defining terrorism, as it also has
not introduced any that would be generally agreed upon. Having analyzed several
definitions of the term, Joshua Sinai in his article singles out the main
distinguishing features of terrorism definition and gives critique to them. For
instance, he emphasizes the importance of taking into account ‘noncombatant’
targets who are members of population or unarmed military personnel. Here,
according to the author, lies a gap that needs to be clarified, as in most cases the
definition includes not only ’noncombatant’ victims but also members of military
forces who were attacked on purpose. This ‘grey area’ may cause significant
faults in collecting statistics, as well as decision-making aimed to combat
terrorism. Also crucial is that one must distinguish international terrorism (IT) from
‘local’ one. IT implies that the attack happened ‘involving the population or the
territory of more than one country29’. Another important aspect, which the author
draws attention to, is that most of the definitions emphasize the goal of a terrorist
act to impact governmental decisions by spreading terror among society. Though
today, as Sinai claims, recent terrorist attacks proved that terrorists aim not only
at influencing the decisions and spreading horror among people but also at doing
so with as many human casualties as possible30. Therefore, he considers

Уголовный Кодекс РФ. Справочно-правовая система «Консультант Плюс» [Электронный
ресурс].
–
URL:
http://www.consultant.ru/document/cons_doc_LAW_10699/2c54dfed2e09c1236bf059a9211bb3
7b2fcbb8e1/ (дата обращения: 03.04.2018).
28

Sinai. J. How to define terrorism // Perspectives on Terrorism [Electronic Resource]. – URL:
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/33/html (accesssed:12.03.2018).
29

30

Ibid.
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terrorism to be a warfare tactic which has political motives and is implemented by
the acts of violence against all citizens, and main aim of which is to impact, hold
back and ‘cause mass casualties and physical destruction upon their targets31’.
Other scientists pay special attention to the fact that terrorism falls under the
bigger notion of human-induced insecurities (HII)32. Apart from terrorism, HII also
include organized crime. HII is usually defined as ‘insecurities resulting from
action undertaken by agents that result in damage to a third person or their
property’33. The main distinguishing feature of the human-induced insecurities
from the natural ones is that in the case of the latter, people’s responses do not
change the reaction of the nature.
When discussing terrorism, Catherine Müller and Joppe de Ree also outline its
asymmetrical nature in a way that, on the one hand, there are states, and on the
other – terrorist organizations that commit violent actions towards civilians of
those governments, trying to multiply their political powers34. According to the
authors, there are three main distinctive characteristics of terrorism that help in
setting it apart from other types of violence:
1. Terrorists target political aims;
2. While committing an act of terrorism, its participants aim to harm as many
civilians as possible;
3. The main motive of a terrorist attack is to ‘send a message’ to an audience
(most commonly, states, sometimes – civil population). That means that the
victims of an attack are ‘the side effect’ of such a message35.
Boaz Ganor identified another serious problem that lies behind the definition of
terrorism. His article examines terrorism from a totally different angle, as he points
out the necessity to detach terrorism from revolutionary violence36, which, in most
cases, is extremely hard to do. The reason for it is that in an act of terrorism two
parties are involved: those who committed it and those affected by it, so that the
former are called perpetrators and the latter – liberators and peace fighters.
However, if one studies the motives of terrorists, it turns out that the division of
roles is very often confused, as terrorist cells call themselves liberation

Sinai. J. How to define terrorism // Perspectives on Terrorism [Electronic Resource]. – URL:
http://www.terrorismanalysts.com/pt/index.php/pot/article/view/33/html (accesssed:12.03.2018).
31

Müller C., de Ree J. The Threat of Terrorism: The Perspective of a Policy-Maker // Economics
of Security Working Paper 3. Economics of Security, Berlin. 2009. 17 p.
32

33

Ibid. P. 3.

34

Ibid. P. 4.

35

Ibid. P. 4.

Ganor B. Defining Terrorism – Is one man’s terrorist another man’s fighter? / International
Institute
for
Counter-Terrorism
[Electronic
Resource].
–
URL:
https://www.ict.org.il/Article/1123/Defining-Terrorism-Is-One-Mans-Terrorist-Another-MansFreedom-Fighter (accessed: 12.03.2018).
36

14

WP 2018-04

Working Papers
Centre for German and European Studies

movements and proclaim their members to be the true freedom fighters.
Therefore, the dilemma is that for somebody, a person can be considered to be
a terrorist and for the others the same person is being treated as a liberator37.
According to Ganor’s findings, Western societies are often misguided by the
assumption that terrorism and national liberation are two separate grounds for
justifying acts of violence as in reality they come together pretty closely, and often
one organization simultaneously commits terrorist acts and is proclaimed to be a
national liberation movement38. The definition proposed by the author is, thus,
that terrorism is ‘the intentional use of, or threat to use, violence against civilians
or civilian targets, in order to attain political aims39’.
Having examined how the scholars and main actors that lead a fight with terrorism
understand the notion, we may introduce the working definition of the paper:
terrorism is a tactic of violence application in order to obtain political goals and
influence political decision-making whereby the lives of any member of society
have been taken, or any kind of bodily damage was caused, or the threat to life
and wellbeing of a population or its parts was present.
The following section examines two theories of political decision-making which
help to understand the processes of legislation development and identify the
factors that can have an impact on them.

Section II: Legislation Development as Political DecisionMaking: Theory of Interdependence and Advocacy Coalition
Framework
There can be various reasons that push the legislation development. Mainly,
these ‘drivers’ can be traced and are examined in the literature dedicated to the
policy-making processes. One of the most important mechanisms is that the
governments are required to harmonize their national laws in accordance with the
international treaties and conventions in which these states take part. However,
the question is why do the states follow the imposed rules? Do they do it
voluntarily or are they enforced to implement them? The theory of
interdependence helps to understand what drives the governments to abide by
the agreements.
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Theory of Interdependence

The question of the importance of international institutions in the world politics
was broadly researched in the second part of the 20th century as such institutions
started to emerge and their effectiveness and influence should have been
assessed. Still the debate what are the reasons of success of one organization
and the failure of the other remains open but the fact that international
organizations became one of the key players on the political arena standing side
by side with the states has long been acknowledged40.
Robert Koehane and Joseph Nye were among the first scientists who started to
treat international bodies as the competent, independent actors in the
international relations. Their book ‘Power and Interdependence: World Politics in
Transition’41, which was issued in 1977, brought the liberal concept back into the
logic of international political relations and introduced a new theory which main
aims were to give an understanding of how big politics works and how to interpret
and predict the actions of the actors under the conditions of recent political
changes.
According to a liberal perspective on the international relations, the main idea that
directed the actions of the states is that the war and military interventions are bad
for both sides as it is expensive and brings only disruption. Therefore, the optimal
way to handle international conflicts and ambiguous political situations is through
cooperation between the state parties and agreements which would find
acceptable solution and satisfy competing states. Opponents of the liberal
viewpoint are the supporters of the ideology of realism which sees the top priority
for a state as safety, which can be achieved only through the investments in the
military and expansion of the war force. The clue to the preservation of the peace
is the fear of the other states of the possible destructive war. In the realist view,
the prospect of the war is possible as each actor is trying to get more powerful,
and the only thing that would help prevent military interventions, would be not to
let one of the states become more advantageous by keeping the military
development roughly at the same level. In this perspective, that helps in keeping
the world peace and balancing the relations between the actors. The resistance
between liberalism and realism in the international relations studies lasts for
centuries as the founding fathers of the realist paradigm are Nicola Machiavelli
and Thomas Hobbes, while John Locke is considered to be the creator of the
liberal school.
Political philosophers revised the theories in the 20th century according to the new
political conditions, transforming them to neorealism and neoliberalism and
bringing them back into the scientific discourse. The novelty of the new
conception proposed by Keohane and Nye was that it was transferred from
political economy where it was used to explain the optimization of the functioning
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of the world markets42. Another important fact about the conception is that it made
an attempt to combine liberal and realist approaches, not prizing the former and
not completely rejecting the latter. Rather it tried to provide an answer to the
situations when the assumptions of realists were not enough and where that
school of thought lacked explanations43.
When the transition from economics to political science occurred, the framework
was named the theory of interdependence and the point of departure was the
idea that nowadays the political situation in the world is so complex that two or
more governments are interdependent in economic and political spheres. As the
states realize that they are dependent on one another, they also start to
understand that the path to the prosperity and wellbeing lies in cooperation and
not in the hostility between them. That also means that the build-up of the military
force and violence are perceived as being ineffective in the long-run and their
usage is being voluntarily given up in favor of negotiations and agreements44.
As it was mentioned earlier, Keohane and Nye understood political processes
through the liberal perspective and therefore, their approach states that force is
not always the best and most effective way to defend one’s interests, there is no
clear hierarchy that would explain and predict the actions of the state and that
governments are not the only subject of the international law. These statements
contradict the ideas of neorealism, although the authors emphasize that the
reality can be constructed according to the realists’ viewpoints. But under the
conditions of the globalization processes across the globe, neorealism is not able
to fully explain political decision-making which means that the supplementary
concepts should be developed. So that the theory of interdependence
complements realism by suggesting an alternative45.
In order to comprehend the complexity of the international relations, the authors
introduce the concept of interdependence defined through dependence which
means ‘a state of being determined or significantly affected by external factors
<…> interdependence means mutual dependence and is referred to situations
characterized by reciprocal effects among countries or among actors in different
countries46’. When the states depend on one another, it is implied that all of them
can get the benefit from such a form of relations but at the same time, one party
can get vulnerable from the actions of the other party. Interdependence is not
dominated in a particular field, rather it is seen in a variety of spheres (military,
political, ecological and cultural).
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The level of interdependence also varies and can either be symmetrical (when
the benefits and losses are equal for both parties because the states are at the
same development level) or asymmetrical (when one state is more dependent on
the other one). In addition, the theory does not proclaim that if the states obey
the new rules of interdependence, political conflicts are to be eliminated at their
core. On the contrary, the number of the conflicts may in fact increase but the
way how they undergo and will be resolved will be altered because military force
is not necessarily the best option to deal with such situations47.
With the further development of the theory, interdependence was complemented
with the notion of complex interdependence. To understand this concept, one
must distinguish two types of politics: high and low. The former implies the issues
related to the security and so-called national interest when the latter concentrates
on the economic, social and environmental questions. Complex interdependence
makes an attempt to integrate both aspects of politics, acknowledging the
importance of power politics and economic liberalism48.
The authors distinguished three key characteristics of the complex
interdependence. Firstly, the emphasis in international relations is laid on the
communication which happen on the level of non-governmental organizations
(NGOs) and transnational organizations. These are the new information and
ideas channels that became important, previously it was assumed that the only
significant way to accomplish something was through the interaction of the
governmental officials. Through this new form of communication, different
policies in a variety of countries are made more sensitive to each other. Secondly,
the agenda of international politics is extremely diverse and now the military
issues have lost their priority. That means that the questions of the domestic and
foreign policies are so interconnected that it is impossible to draw a line between
them. Finally, the role of the military force in resolving ambiguous political
situations decreases, making it much more effective to operate via economic and
not political mechanisms in order to achieve political goals49.
Therefore, complex interdependence enables the cooperation between the
states. Here the question of hostility and cheating among governments is posed.
Keohane and Nye accepted that these two scenarios are possible and that
sometimes the states are not so keen on working together and try to lead the
other party astray. According to the conception, international organizations (IOs)
and international law are the tools to fight the anarchy of the intergovernmental
relations and balance the situation. Through the work of the IOs, states have to
realize that they share a common interest and that it can not be achieved without
the mutual cooperation. This assumption is based on the assumption that
cheating state can lose more in the future that it can gain at the moment because
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no one would want to cooperate with such a dishonest actor. Moreover,
international organizations have special mechanisms (sanctions) to punish the
cheaters and reward those who obey by the rules50.
In order to underline the importance of the actors (other than the states) in political
decision-making, Keohane and Nye developed a scheme of possible
collaborations among: ‘states as unites; governmental subunits; international
organizations as units; subunits of international organizations; transnational
organizations as units; subunits of transnational organizations and individuals51’.
This matrix was introduced with an aim to show that decisions in big politics are
the results of the cooperation of the variety of international groups52.
The concept was then elaborated further and the following actors’ types emerged:
‘international governmental, international nongovernmental, nation-state,
governmental non-central (regional), and intrastate nongovernmental53’. All these
categories emphasize the ways how international and transnational bodies
impact the actions of the states.
The theory of interdependence is one of the most reliable frameworks that explain
why governments obey the rules that were imposed on the international level54.
Another one, stressed by Fernando Teson in his article, is the theory of consent.
According to that theory, states are relatively independent from one another and
independency in this sense means sovereignty. The basis of obligation,
therefore, is the mutual consent. The actions of the state are being dictated,
mainly, by their nation interests, however, there are some purposes that two or
more states have in common and try to achieve and the leaders understand that
they have to agree on the basic principles which would regulate the relations
between them55. Being independent, states can easily express their wishes which
would later become the basis of their dedication to the rules of the international
law56.
States are still the holders of their sovereignty, however, the reality is that there
are common principles that the governments have to follow to keep the peaceful
atmosphere at the international arena which not only means that the freedoms of
the states are restrained but also proves that interdependence tendency is real
and that the world order is now structured according to its rules.
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Teson elaborates on the notion of interdependence, adding several levels to it.
For instance, he reflects on the substantive scope of obligation which is literally
what are the spheres that the governments should agree upon and the number
of issues that should be regulated. These questions can be answered through
the interdependency degree which, in turn, defines the degree of ‘binding force
of international obligations’57: when the states are not so dependent on each
other, it can lead to a lower interest rate which is followed by less strict obligation
and vice versa, a deeper dependence level leads to a greater and stronger
commitment to the previous engagements.
However, here the problem is that, according to this viewpoint, the wealthier,
more powerful states would have the chance to abuse their allegiances to the
previously arranged treaties and conventions. Therefore, when speaking about
international commitments, one should be aware of the fact that it implies the
same loyalty level for all the actors58.
Nevertheless, there is a way to see the level of a state’s commitment to its
international obligation. Normally, when a convention or a treaty are being signed
(under the condition that they have binding power for all of the participants of the
IO), the member states should ratify a new norm, legalizing it and harmonizing
the national legislation if needed. The process of the ratification of the norm by a
government shows whether it was voluntarily or forcibly: how much time has
passed since the introduction of the norm by an international body and its
implementation to the national legislation, was it implemented partly or entirely
and whether there were some special conditions made by a state when
nationalizing new provision59.
Policy researchers should consider whether a government minded the
recommendations of a committee that analyzed a certain policy in a given
country. It is meant here that such big international organizations as the UN have
specialized committees on certain issues (for example, there is a special body
that examines the compliance with the children’s rights in the member states)
which give the concluding notes for each case which usually include some policy
recommendations). So, the scholars should see whether these recommendations
were taken seriously and the policies were changed. What must also be
considered as a crucial sign of the devotion of a state to fight a certain problem,
is when it decides to implement conventions not being a part of an organization
that proposed it.
Having analyzed the theory of interdependence, a following hypothesis can be
formulated for the empirical research:
Development of the anti-terrorist legislation is influenced by the external political
factors (through their international obligations).
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Advocacy Coalition Framework

Another hypothesis related to the factors of the legislation development is built
up due to virtue of the advocacy coalition framework (ACF). The pioneers of the
advocacy coalition framework, or coalition theory, are Paul Sabatier and Hank
Jenkins-Smith, American scientists who firstly introduced the concept in the
1990s. The idea behind the development of the framework was to fill in the gaps
in the existing academic literature in order to provide deeper understanding of the
policy processes. Particularly, the developing conception should have been of
great importance in giving a more elaborated view on how to include scientific
community as well as intergovernmental relations in analyzing policy outcomes
and emphasize the role of policy analysis in the evolutions and transformations
of the public policies60.
The logic of this framework is placed on the actors of the different groups who
can have an impact on the policy outcomes through their actions dictated by the
shared assumptions on a certain issue. Participants of a coalition can come from
different professional areas (such as legislators, officials, members of the interest
groups, representatives of public organizations, scientists and think tanks’
researchers). The core driver for the changes is the belief system which is a ‘set
of basic values, casual assumptions, and problem perceptions’61.
The general political system, where the changes occur, consists of different
subsystems within which the coalitions function. A subsystem has two distinctive
features: functional/substantive and territorial levels (an issue that unites the
actors and a physical location within which the subsystem works, respectively)62.
Creators of the framework emphasized that various levels of government are
included in the work of the subsystems, meaning not only ‘administrative
agencies, legislative committees, and interest groups but also journalists,
researchers and policy analysts who play important roles in generation,
dissemination, and evaluation of policy ideas63’.
For the ACF supporters, an information that is proven scientifically is considered
to be of great importance as it has the ability to alter the beliefs of those involved
in policy decision-making. Therefore, university scholars and policy analysts are
thought to play an essential role in that process because they can influence the
policy outcome significantly64.
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The policy subsystems within which the work of the policy-makers is organized
can be either mature or nascent. The first type of the subsystems is characterized
by the fact that there is a formed group that has an experience of impacting the
policy over the years (10 years or more) and also these societies have specialized
units or working groups in their structural institutions and public organizations
whose work is dedicated to a certain policy problem exclusively (for example, the
Special Committee for Security and Anti-Corruption of the State Duma of the
Russian Federation focuses only on these issues). In the second, nascent, type
the policy processes are more creative and the choice of the policy actors is more
liberal because their roles are not so strictly structured65.
The behavior of the members of the coalitions within their subsystems is dictated
either by stable or by dynamic exogenous factors: the former are the accustomed,
familiar perceptions towards an issue (its value, what should be done and in
which direction), the latter are caused by the changes that happen in a society
(economic crises, results of the elections)66. Important here is that if stable factors
prevail, the development of the policy is smooth, can be easily predicted, and
should be the gradual expansion of the decided upon political course. Which is
not the case for the dynamic factors when the actors have to react to the emerging
problems under the restricted time conditions. According to this scenario, severe
policy adjustments and alterations are expected.
The key concept of the ACF is common beliefs that are being shared among the
members of the coalitions. These beliefs are the basis that keeps different
members of the coalitions together, allowing them to work in a specific direction.
The proponents of the ACF distinguish three basic types of them:
1. Deep core beliefs (the so-called ‘underlying personal philosophy’ is implied
here which is the general assumptions about different life situations such as
whether something is right or wrong, how to assess the values, what should
be the priority for a case, who should make the decisions. As this type of
beliefs is located on the deep level and is a result of the childhood
socialization, the changes in the assumptions are highly unlikely);
2. Policy core beliefs (those are the principal policy assumptions, for instance,
the effective division of power between the governmental bodies,
equilibrium between the state and the market, roles of the public
representatives, significance of the policy problem. The policy-makers are
believed to have a sufficient level of knowledge about how their subsystem
functions and therefore, they might be wishing to employ the deep core
beliefs in order to elaborate policy core beliefs in their subsystem);
3. Secondary beliefs (these are technical questions: the financing of a specific
program, development and implementation of the aims of the policy, public
participation, the seriousness of an issue)67.
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According to this scheme, it is seen that major policy adjustments happen when
the policy core beliefs are shifted, whereas minor policy alterations are followed
by the revision of the secondary beliefs.
The system of beliefs is important indeed because it unites different actors among
each other, therefore, giving them political weight and enabling them to influence
a policy in one way or another. When it happens, those beliefs are being
transformed into a decision which later becomes a policy outcome68.
What complicates the framework more is that it accepts two ways of normative
reasoning: a ‘logic of appropriateness’ and a ’logic of consequences’. The former
implies that the behavior should be dictated by the existing rules which everyone
has to follow, the latter emphasizes that the maximization of the good
consequences should predict the behavior of the actors69. These two behavioral
models stand from the radically different viewpoints which can lead to a conflict
among actors who are involved in the policy processes.
Moreover, the change of the shared beliefs is a long and rather unlikely process,
one of the explanations to which is that members of the different coalitions
interpret the same information differently. That results not only in a distrust
between the coalitions but also it can lead to the ‘devil shifts’ – situations when
members of various coalitions tend to perceive the viewpoints of their opponents
as being worse, more harmful and less effective than they probably are70. That is
the reference to the prospect theory, according to which the losses are more
valuable for the actors than the gains.
The devil shift is one of the reasons that unites the policy actors into coalitions.
The other one is obvious: the need or wish for the policy to be implemented. To
achieve these goals actors, have to find allies that will share similar ideas and
work together, promoting the policy. When an effective communication between
allies has taken place, an advocacy coalition is formed71. In order to impact public
policies, members of the coalitions use various types of tools (resources). In the
latest revision of the advocacy coalition framework, Paul Sabatier and
Christopher Weible indicated several types of the resources: ‘formal legal
authority to make policy decisions, public opinion, information, mobilizable troops,
financial resources, and skillful leadership’72.
Formal legal authority implies the people who have a real political power and deal
with the policy related issues on a daily basis. This includes legislators, judges
and officials. It is also quite often the case that those people are the members of
dominant coalitions. Public opinion polls are one of the most effective ways to
impact a policy. Not only do polls help coalitions to understand which policy
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direction to choose and determine their goals but they also give the coalitions the
needed support for establishing the policy. Therefore, it is particularly important
for the coalitions to win the public over.
Information is an extremely helpful tool. It is used to boost public opinion in favor
of the desired policy. Presenting the facts about the disadvantages of the
opponents’ decisions unites the coalition’s members as well as constituency and
further promotes the wished outcome. Sometimes coalitions are in such a
desperate need for winning that they orchestrate informational throw-ins.
Mobilized troops are the members of the public (including public organizations)
who are very sensitive about an issue in question and are interested in its
resolution. Coalitions reach out for the responsible people and coordinate with
them in organizing some events (such as demonstrations or pickets) to broaden
public awareness and engage more individuals. The brilliance of this resource is
that it does not require a lot of financing as the organizations are participating
voluntarily.
Financial resources are used for maintaining other resources: if a coalition has
the money, it can facilitate the information (by ordering specialized researches)
and bring the results to the public knowledge, promoting the needed viewpoint
(by financing media campaigns). Skillful leaders are the people who are
responsible for generating a positive view on a coalition attracting new human
and financial resources to its structure. They also play a role in inspiring the
alterations as they spread the ideas among the public and engage more people
in policy decision-making73.
According to the ACF, there are two main ways of how the policy alterations
happen:
1. Policy-oriented learning (it is implied here that the information flow impacts
the policy outcomes in a way that new, available information about a certain
issue can be perceived as helpful and effective in dealing with this
questions by the policy-makers. However, major changes happen gradually
because deep core beliefs and policy core beliefs are known to be
extremely resistant to the new information which does not apply to the
secondary beliefs that can be easily altered via learning processes.
Learning goes beyond the fact the revision of the existing policies happens
because of the exploration of the new ways of handling an issue (new
strategies or programs). One of the reasons for learning can also be
previous successful practices and experiences of the other countries that
face the same problem;
2. External perturbations or shocks (these are the changing realities that can
happen regardless to the actions of the dominant coalitions. Examples are
shifts of the public opinion, regime or coalition change, economic crises,
emergence of the new social problems. These shocks push the decisionmakers to act really quick and thus can result in an overthrow of the
dominant coalition by a minor one if its strategy would seem sufficient and
73
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effective at that point of time. Due to the perturbations the policy core
beliefs can be altered as well because the attention of the public and
agendas are refocused)74.
The coalition theory has been reviewed over the years and one of the novelties
was the development of two additional paths of the policy change. Authors of the
framework distinguished internal shocks as a separate scenario, according to
which the adjustments can happen. An internal shock occurs from within policy
subsystem75, making the members of the subsystems responsible for the shock
and for the following coalition shifts. These are the crises, natural or social
disasters, scandals or failures of the previous policies. In this case, the coalition
should have known about the possible failure of a decision or should have had
information about an upcoming natural disaster, for instance, but tolerated,
permitted it to happen somehow or did not take the necessary measures to
prevent it.
The second addition was the negotiated agreements path for major policy
changes. It implies that the coalitions that have been fighting over some decision
for a long time, come to realize that they have reached the stalemate and that the
problem will not be solved if they do not find a way to satisfy both parties76.
Therefore, they start the negotiation process with an aim to find an agreement.
What is important is that the AFC did not provide any standardized ways in order
to determine whether the agreement took place and how to evaluate its influence
on the policy outcome.
The advocacy coalition framework has been used to analyze numerous policy
areas, starting with climate and ecological policies and progressing to educational
and health ones. It has also been applied to research the changes within
European political systems which shows that the conception gained popularity
quite fast and was spread across the Atlantic. The recent ACF surveys have been
conducted in the developing countries as well (South America, Africa, Asia)77.
That also shows that the framework is relevant and can be used to study different
societies as its viability was proven by the successful application of the ACF to
diverse political structures. That justifies the framework to be the right choice for
the analysis of the development of the anti-terrorist legislation in different
countries.
Due to standing points of the ACF the second hypothesis can be introduced:
The development of the anti-terrorist legislation is influenced by the internal social
factors (external and internal shocks and policy-oriented learning).
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Section III: Research Methodology and Hypotheses
Having analyzed two theoretical frameworks that explain the processes of policy
decision-making, two hypotheses related to the changes in the anti-terrorist
legislation (by the examples of the UK, Germany and Russia) have been
formulated.
According to the former, the anti-terrorist legislation development is influenced by
the external political factors through the international obligations. In accordance
with this hypothesis, I would like to analyze the influence of international
obligations on the countries, having such obligations, although in different ways.
Thus, the selected countries – the United Kingdom, Germany and Russia are
among the key players in the international fight against terrorism. They are also
the members of the international organizations which work addresses the counter
terrorist issues. Being a member of such organizations as the UN, states are
obliged to comply with the resolutions and conventions that these organizations
issue. Not only will the implementation of the relevant treaties be studied but also
the process of their enactment (when the countries adopted new norm and how
did the process go) will be analyzed as well. By doing so, it will be possible to
conclude whether states harmonized their legislations voluntarily or was it a result
of coercive actions towards a state. The behavior that dictates the states to obey
international norms is explained by the theory of interdependence.
The latter stated that the counter-terrorism legislation development was
influenced by the internal social factors within the ACF (external and internal
shocks and policy-oriented learning). As it can be derived from the theory,
external shocks are public opinion shifts and changes in socio-economic
conditions (occurrence of the new social problems and protests), whereas
internal shocks are the crises and social and natural disasters (in my case –
intensified terrorist threat). In order to understand what had the major influence
on the policy alterations and which path of change was chosen or prevailed,
competing coalitions within the parliaments will be identified and actions of their
participants will be examined. As the coalitions are identified, the traces of the
policy-oriented learning will be seen (via explanatory notes to the bills as they
state the motives). The negotiated agreement was deliberately not placed into a
separate category as the ACF does not have any standardized way to establish
whether it took place or not and the possibility of such agreement will be also
seen when the parliament coalitions are identified (whether there was a stalemate
or not).
These two hypotheses include not only social and political factors that can lead
to changes in the laws but also external (international obligations) and internal
(public opinion shifts, socio-economic conditions, intensified terrorist threat) ones.
Therefore, the analysis will be complete, will embrace the most significant
spheres of the life of the selected societies and will allow to make accurate,
scientifically proven results.
Three countries were chosen for the comparative analysis: United Kingdom,
Germany and Russia. The choice of these specific states can be explained by
several facts. Firstly, all the countries are active participants of the international
organizations which aim to eliminate the terrorist threat. Secondly, all 3 countries
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have dealt with international as well as domestic terrorism which shows that they
have to be experienced in the matter and it is important to compare the
undertaken counter terrorist measures. Finally, it is presumed that the internal
social factors are unique for each country case as each state had its own external
and internal shocks and oriented-policy learning experiences. So that the
studying of these social factors would help understand a pattern which preceded
the anti-terrorist legislation development.
In order to test the hypotheses and fulfill the objectives of the paper several
methods will be applied. The method of the data collection includes analysis of
the documents and cross case study. The method which will be used to analyze
the data is comparison.
The notion of documents must be elaborated as under the documents not only
legislative bills and international conventions are implied. Reports of the
international organizations and independent think tanks, concluding observations
of the specialized committees, reports of the independent legislation reviewers,
statements of the officials, explanatory bills and statistics (public opinion polls,
terror attacks data) are also included and, thus, will be analyzed.
As one of the aims of the research is to conduct a comparative analysis of the
anti-terrorist legislation development and see what has led to it and how this
development went, the method of comparison seems to perfectly suit in achieving
this purpose. Cross case study will help in examining the data at a surface as well
as deep level, providing a full explanation to the researched issue78. Furthermore,
case study is the original method which is used in the advocacy coalition
framework inspired researches.

Conclusions on Chapter I
In the course of the first chapter, the notion of terrorism in the legal and scientific
literature was analyzed. The existing problems with the definition were examined
(absence of the universally accepted understanding of the term) and the working
definition of the paper was introduced, which will help to identify the relevant antiterrorist legislation in all the selected countries and relevant international
organizations.
Second part of the chapter was dedicated to the theories that explain legislation
development. Two theoretical concepts were discussed in this sense: the theory
of interdependence, according to which the legislation develops due to the
international obligations that a state has, and the advocacy coalition framework,
which explains legislation development as a result of the resistance between
competing groups inside of a state.

Zainal Z. Case study as a research method. Scientific Portal ‘ResearchGate’ [Electronic
resource].
–
URL:
https://www.researchgate.net/publication/41822817_Case_study_as_a_research_method
(accessed: 24.04.2018).
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These theories allowed the hypotheses of anti-terrorist legislation development
to be formulated. The final part of the chapter elaborates on the hypotheses and
explains the methods which will be used in order to test them on the cases of the
UK, Germany and Russia (that will be done in the third chapter).
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Chapter II. Anti-terrorist legislation in the UK, Germany
and Russia: Main trends and comparative analysis
This chapter deals with the contemporary anti-terrorist legislation in the UK,
Russia and Germany. The most important counterterrorist laws are outlined and
the most crucial provisions are discussed here. Furthermore, the brief
background and the current situation in anti-terrorism legislation are provided for
each case. The development of the legislations is analyzed and the laws are
compared between each other.
As a result, the key trends of the anti-terrorist legislation development will be
identified. According to the counterterrorist legislation experts, there are three
main tendencies in the changes in the laws aimed at fighting this issue nowadays:
1. further criminalization of the terrorist acts and the actions that lead to them;
2. increase in the state surveillance of the people suspected in terrorism
activities (including the supporters of terrorist organizations);
3. changes in financial laws: the governments try to make it more problematic
(ideally – impossible) for the terrorist organizations to get the financing79.
In my analysis of the legislation development in the selected countries, I will
define whether these possible trends apply to them and which trend prevails in
which country.
In conclusion, the current situation in the legislation of the UK, Russia and
Germany will be characterized through the dominant approaches in the process
of countering terrorism in order to see which country practices which approach.
The first framework of combating terrorism is the criminal justice model where
terrorism and all related actions are perceived as being a crime. In the second
model terrorism is understood as an act of warfare and, therefore, the
governmental call must include infringement upon the individual freedoms and
military actions80.

Section I: The Case of the United Kingdom
The debate over the anti-terrorist legislation in the UK has intensified a lot since
the last year as Britain has suffered five acts of terrorism in 2017: Westminster
attack in March, Manchester Arena bombing in May, two London attacks in June
and the underground explosion in September. Theresa May, the Prime Minister
of the country, found the situation when the civil population was killed so
outrageous that she publicly declared that ‘she was prepared to rip up human
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rights laws to impose new restrictions on terror suspects’81 and even proposed
that the UK ‘must leave European Convention on Human Rights’82. However, the
recent counter terrorist legislation development occurred in 2016 (Investigatory
Powers Act).
After the analysis of the UK legislation aimed at combating terrorism, several
conclusions can be drawn (for the detailed list of the UK’s anti-terrorist act see
Table 1 in the Appendix). Since 2000 the attention of the British legislators was
shifted from dealing with domestic terrorism to international dimension of this
issue: with the implementation of the Terrorism Act 2000, the British emergency
legislation which was aimed at fighting Irish terrorism was rescinded83.
Much attention in the British legislation is laid on the financing of terrorism which
began with the issuing of the Anti-Terrorism Crime and Security Act (ACTSA) in
2001 and then was further developed in 2008 and 2010. Those norms made it
much more difficult for the terrorists to get the financing and for certain
(designated) individuals handle their accounts.
A major step in the surveillance sphere was made in 2001 when the Secretary of
State got the power to demand telecommunication companies to retain the data.
This direction has developed a lot and ended up as the permission for the security
services to demand companies to retain the data of their users (telephone and
Internet) and provide it (with the decryption tools) to them with only a request of
a senior officer and not the court order (Investigatory powers act 2016).
Since then the UK has developed its surveillance policies further with the
notification system (with the registry) introduced in 2008 being an example of this.
Then this trend was continued with the implementation of Temporary Exclusion
Orders in 2015, one of the provisions of which is to make the suspects participate
in de-radicalization programs. That also helps security services to track down
people who are involved in the terrorist activities. However, the existence of such
programs and obligation for certain people to take part in them show that the laws
aim not only to prevent the attack but also to help the person not to commit a
crime. So that the British legislation has a ‘humanitarian’ side and does not only
the punishing.
The implementation of the Terrorism Prevention and Investigation Measures
(TPIM) in 2011 also played in favor of the surveillance as it placed certain
restrictions on an individual (residence, traveling, movement etc.) and helped to
control his or her whereabouts.

May: I’ll rip up human rights laws that impede new terror legislation // The Guardian [Electronic
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All mentioned above makes the surveillance policy the prevalent trend in the
British counter terrorist legislation. Mostly, penalties for terrorist crimes include
sentencing and not the fines which is also a distinguishing feature of the British
security architecture.
Interesting is that even though the main trend in the UK legislation is
criminalization (giving more power to the security services as well as introducing
longer jail time), some mitigations of anti-terrorist laws have also been made: for
example, the Protection of Freedoms Act 2012 has revoked stop and search
powers (which means that in order to search a person or a vehicle, police officer
must get an authorization from his senior) and reduced the number of days
possible for pre-charge detention by two times from 28 to 14.
What also must be underlined is that the attitude of the officials towards terrorism
stays the same: toughening of the legislation is the number one countering
terrorism measure on the agenda of policy-makers. Especially, as according to
the Ministry of Intelligence (MI5), the UK’s Terror Threat Level continues to be
Severe since 201484.
One of the recent proposals includes increasing jail time from 10 to 15 years for
such an offence as possessing information that might be used by potential
terrorists and viewing the content of such data 85 (sec. 58 of the Terrorism Act
2000). The new measure was announced by the Home Secretary, Amber Rudd,
and was highly criticized for being inappropriate as the potential law deals with
the situation very technically and does not get to the bottom of it: it criminalizes
the fact of viewing and possessing the data and not the reasons for doing so.
Under such circumstances innocent people can be found guilty (scholars who
research terrorism, for instance)86.
Even David Andersen, who used to be British independent terror legislation
reviewer, points out in his research of the UK’s terrorist attacks of the first half of
2017 the necessity to improve the use of technology in order to investigate the
data more properly and create better possibilities for info-exchange between the
security services and social media companies87 which can lead to a new wave of
legislation toughening.
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Christopher Honeywood, analyzing how Britain balances anti-terrorism legislation
and human rights, concludes that civil society should be integrated in the legal
process88. That would prevent the legislation from encroaching upon the
individuals’ rights. He also emphasizes that the Muslim community should be
engaged in the policymaking process as well as it will ‘ensure anti-terror laws do
not foment extremism’89.
Having analyzed the contemporary anti-terrorist legislation in the UK, it is seen
that most changes occurred in the financial and surveillance fields. What is
important is that the UK laws have experienced not only criminalization but also
de-criminalization processes (f. e. revoke of stop and search regulations and
seizure of the pre-charge detention from 28 to 14 days).

Section II: The Case of Germany
Although one of the first German laws where counterterrorism was mentioned
was issued in 1976 (Act of 18 August 1976), there is no definition of terrorism in
the German legal documents (only one of the terrorist organization in the Penal
Code). The Act was later transformed to one of the sections of the Criminal Code
(N129a) and made it illegal to organize a terrorist group90.
Important about Germany is that even after 9/11 its officials did not assume that
the use of force could be a key element in the counterterrorism fight. Rather it
should have been the soft power (mainly, diplomacy and preventive measures)91.
However, Germany was on board with the UN decision to intervene in
Afghanistan in order to fight al-Qaeda and sent its troops there.
Since 2000 Germany has adopted 6 bills with the purposes of making counter
terrorist fight more effective (excluding the amendments to the Criminal Code).
Table 2 in the Appendix summarizes all the relevant German acts and their main
provisions, allowing to make several conclusions.
One of the main distinctive features in German anti-terror policy is that it took
counter terrorist steps right after the 9/11 (security packages). One of the reasons
for acting straight away was that in Germany, comparing to other European
states, it was easier to locate terrorist cells and to direct the terrorist operations92.
Germany stands out in the attempts of the policy-makers to facilitate the
cooperation and communication of the competent governmental bodies in order
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to exchange information and fight terrorism more effectively. This is being done
through common databases and joint centers. What is also important is that the
country shows its willingness to work together with the security services of other
states which shows that terrorism is perceived as a global problem by the German
government. It also implies that cooperation is understood as one of the key tools
in counter terrorism battle.
The creation of the Joint Counterterrorism Center (Gemeinsames
Terrorismusabwehrzentrum, GTAZ) in 2004 must also be touched upon as it
constitutes German counter terrorism institutional architecture. Its main aim is to
give a platform for cooperation to 40 different German agencies that are
responsible or somehow involved in fighting against Islamist terrorism. Some of
these agencies are the Federal Police, the Federal Criminal Police, Federal
Intelligence Service (as well as domestic), Federal office for Migration and
Refugees etc.
The GTAZ provides the specialized institutions with the opportunity to exchange
and share information about the Islamist terrorism without bureaucratic restrains.
Moreover, it hosts 2 intelligence analysis units and 8 working groups that develop
strategic communication processes and take part in the meetings which topics
vary from the threat assessment to de-radicalization programs and international
aspects of the issue93.
What must also be emphasized is that in 2008, the German government passed
the data retention act (Vorratsdatenspeicherungsgesetz), according to which the
data on telephone, mail, internet usage and mobile location information must be
stored for a period of 6 months (for everyone). The access to such data was given
to the security services. Important is that the law was revoked in 2010 by the
Federal Constitutional Court that ordered immediate erasure of all stored data as
well94. However, in 2015, a new data retention law was passed which required
telecommunication companies to store the users’ data on phone numbers and IP
addresses (for 10 weeks) and mobile phones location data (for 4 weeks)95.
Nevertheless, the legality of the law was litigated by the ruling of the Higher
Administrative Court in Cologne in 2017 (a few days before the data retention
had to be initiated) and since then the data is not being retained96 (as of May
2018).
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Germany is known to be a country which is highly protective of the rights of its
citizens and their privacy97. Yet again when it comes to public security (in a broad
sense) and fighting terrorism (in a narrow sense), the government gets so
desperate in its attempts to save the population that it eventually infringes upon
the freedoms that it granted people previously. But the legal system in Germany
functions so that if the police or intelligence suspect an individual, they must have
solid proofs that the person has to be monitored which includes getting an
authorized warrant.
Therefore, the tendency of toughening the surveillance policy is clearly seen but
it functions with certain constraints which shows that protection of the privacy is
of great importance and that the legislators are trying to balance these issues.
It must also be emphasized that in general German legislation has become
stricter over the years, further criminalizing terrorism related offences and
tightening the policies that deal with financing terrorist activities.
The recent influx of migrants that Germany experienced in 2015-2016,
undoubtedly played a negative role to the country’s security, opening a window
of possibility for the ISIS to recruit refugees and to train them to commit acts of
violence in the country98. Taking into account that the European Union does not
have a strict border control between the member states, tracking down the
movements of potential terrorists and unraveling their plans are particularly
difficult for the security services. However, Germany’s legal reaction regarding
that matter was in 2015, when the government established new regulations on
the national IDs with an aim to prevent foreign fighters from entering Germany
and its citizens from leaving the country to get terrorist training.
The analysis of the German anti-terrorist legislation shows that the main
emphasis of the laws is laid on the enhancement of cooperation between the
competent authorities.

Section III: The Case of Russia
Marina Zolotykh points out that Russian antiterrorist legislation takes its roots
from the first war in Chechnya (1994-1996), after which the Federal Law ‘On the
counterterrorism fight’ (FZ N 130-FZ on 25.07.1998) was issued in 1998. The aim
of the act was to create legal basis for fighting terrorism and to tackle the
problems of coordination between the regulatory bodies99. Before going into
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details of the legislation, it should be mentioned that due to the specificity of the
Russian legal system, the laws tailored to combat terrorism only establish the
legal reactions to such actions, they state the governmental bodies that are
responsible to provide measures to fight terrorism and list those measures. The
penalties for the actions anyhow related to terrorist activity are outlined in the
Penal Code of the Russian Federation (articles 205-207).
After having analyzed Russian legislation aimed at fighting terrorism (see Table
3 in the Appendix), it is seen that the laws are rather tough: mostly, penalties for
committing relevant acts include long sentences (on average from 15 to 20 years
of imprisonment) or life sentences. Fines are also imposed on the perpetrators
whether it is a person or a legal entity. Therefore, the criminalization trend of the
Russian laws is clearly seen. Russian legislation has independent laws as well
as certain articles in different bills that not only prohibit financing of terrorist
organizations but also making it more difficult and more traceable. That
corresponds to the restriction of financing terrorism legislation trend.
As it was mentioned earlier, the first law dedicated exclusively to terrorist threat
was introduced in 1998 and was revised in 2006, creating one of the most
important bodies in combating terrorism in Russia – the National Anti-Terrorist
Committee (NAC). The main aim of NAC is to coordinate and plan anti-terrorist
activities of the state authorities at the federal level, local level and the level of
the constituent entities of the Russian Federation. The committee is chaired by
the head of Federal Security Service100 (FSB). NAC is also active on the
international level as its representatives take part in the events that happen on
the global arena (plenary sessions, conferences, sittings)101.
Furthermore, Russia is adapting its legal system to the nowadays challenges of
fighting terrorism: examples for this are the recently implemented new offences
(such as international terrorism and concealment of an upcoming act of terrorism)
in 2016 and the collection of the users’ data by the carriers and internet providers.
The latter shows that the country has expanded its surveillance powers.
Interesting is that those provisions are applied for the whole population and not
single individuals who are terrorist suspects.
However, it is very important to note that the start of that trend was established
since 2014: in that year, to be more specific, on 5 May 2014 a first ‘anti-terrorist
package’ was issued (with Irina Yarovaya being among the legislators to promote
it).
The package included 3 federal laws (only one of them was introduced in a Table
3 as only that one dealt with terrorism directly, FL N130-FZ). Second law made it
illegal to transfer money anonymously as earlier it was possible. That also applied
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on doing Internet shopping: in order to buy something which price exceeds 40
000 rubles online an individual must undergo an identification procedure (Federal
Law N110-FZ on ‘Amending certain legislative acts of the Russian
Federation’)102. The final law that was included in the package (Federal Law N97FZ on ‘Amendments to the Federal Law on Information, Information technologies
and protection of the information and to certain legislative acts <….>) made
internet providers store the data about their users and the information about
receiving, sending and processing of the vocal information, texts, pictures,
sounds and e-mails (sent and received) (but not the content) that circulated via
the Web for 6 months. This provision was elaborated and criminalized further on
with the issuing of the second anti-terrorist package in 2016 and included also
the carriers.
Another provision stated that popular bloggers (with the daily viewership of 3
thousand people) must register their blogs as a media resource which obliged
them to do the proper fact-checking before publishing anything, state their real
names and e-mail address on their web-site for the government to contact
them103. It was later infamously named the Law on Bloggers.
The law was highly controversial and heavily criticized: the investigation of the
Human Rights Watch concluded that the law was against the freedom of
expression right104.
However, just a few months ago, on 29 July 2017, the provisions that made the
bloggers register and follow certain rules were revoked (by the Federal Law
N276-FZ on ‘Amendments to the federal law on information, information
technologies and protection of information’105).
In conclusion, it should be mentioned that the Russian anti-terrorist legislation is
considered to be one of the strictest and anti-democratic ones. As Zolotykh notes:
‘the main idea of Russian laws is to give more power to special services <> they
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do not lead to the decrease of the terrorism threat level, contrariwise, they lead
to the strengthening of the special services powers under the preservation of the
same safety norms’106.
The analysis of the Russian counter terrorist legislation suggests that
criminalization is the main trend which is seen not only in further criminalization
of existing offences but also in creating new ones.

Section IV: Comparison of the Anti-Terrorist Legislation in the
UK, Germany and Russia
The terrorism that the world is facing now has very distinctive features from what
we have experienced in the previous years: on the one hand, it still is
transnational but, on the other, the execution of the terrorist attacks happens
within the national contexts of the countries and are often committed by the so
called ‘lone wolfs’ (examples are the recent attacks in Europe, such as: Paris
attack in 2015, Niece attack in July 2016, Brussels attack in 2016).
Laurent Mayali and John Yoo, who conducted a comparative analysis of antiterrorist policies in the US and Europe, outline that now European states struggle
with the problem of developing their anti-terrorist laws as they try to balance tough
measures (surveillance and further abilities of the secret services) with the
constitutional freedoms and thus, have not updated their counter terrorist
strategies to successfully deal with nowadays challenges107.
However, after having analyzed the counter terrorism policies, they came to a
conclusion that criminalization of the terrorist offences does not necessarily lead
to the effective fight against terrorists because those crimes ‘and terrorists
themselves do not fit within the traditional categories of offences and crimes’108,
therefore, new criminalization waves must be well thought-out and should be
supported by other measures. Moreover, they stress that criminalization have
benefits only in the short-run as it helps to maintain and secure existing legal
systems but in the long-run, its effectiveness is very questionable both at a
deterrent level and ‘in light of the failure of current model of incarceration of
convicted extremists and terrorists’109.
The presented analysis of the main anti-terrorist legislation acts in the UK, Russia
and Germany shows that counter terrorism fight continues to be among the
priority tasks for the governments as the laws are being constantly reviewed and
altered.
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As it was mentioned in the beginning of this Chapter, there are 3 main trends in
the counterterrorist laws: criminalization, asset-freezing and surveillance
increase. All these trends can be traced in the legislations of the selected
countries which shows that the general anti-terrorist battle strategy is complex
and aims at covering all aspects of the issue. However, each case is unique: the
UK laws were mostly changed in the financial and surveillance fields, the most
alterations in German laws were made to the surveillance sphere (collecting the
data and monitoring designated people), and the main emphasis in Russian laws
is placed on the criminalization of the offences that are related to terrorism. The
Penal Code of the Russian Federation, where the penalties for such crimes are
stated, was last updated (on the matter) in the summer 2016, introducing tougher
sentences for the perpetrators (min. 10 years jail time for committing an attack)
and new offences as well (agitation to commit a terror attack and its justification
in the Internet, art. 205.2 part 2). Noticeable is that Russian penalties for terrorism
include fixated fines unlike German and British laws where fines are almost never
used as a punishment and their amounts are not stated.
The other trend that is distinctive for the Russian legislation is that the policymakers provide special security services with more power to monitor the
population’s activities in the Internet. That tendency began in 2014 and was
further developed in 2016. It must be outlined that the situation when the
government requires telecommunication companies to collect the data on their
users and give it to the intelligence unit is true for all three countries. The UK has
been developing this policy since 2001 with the recent change happening in 2016.
These two acts, so-called Yarovaya’s package and the Snooper’s Charter, indeed
share very similar features and some experts compared and drawn the
parallels110. However, the development of the data retention policy in the UK
happened gradually, preparing the society for such outcome, it was not an abrupt
process which is seen in the case of Russia. That also shows that
telecommunication sphere in Russia (phones and the Internet) was not regulated
at all until 2014.
Generally, the data retention processes in Germany started in 2002 (security
package II, biometric data). Nevertheless, the policy in this regard differs in a way
that when it was developed further with the passing of the data retention act in
2008, German Federal Constitutional Court found it conflicting with the
constitutional freedoms and revoked it 2 years later. However, in 2015 the
German security services were gained the right to monitor the citizen’s data again
via the companies that were obliged to store the relevant information. What also
must be mentioned about the digital privacy is that since 2009 German police has
the opportunity to search the suspects’ computer hard drive remotely, however,
the police needs an order to do so.

Ханова Л. «Пакет Яровой» зашуршал в Европе. Информационный портал «Life»
[Электронный
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https://life.ru/t/мнения/935227/pakiet_iarovoi_zashurshal_v_ievropie
(дата
обращения:
03.04.2018).
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This tendency when surveillance is being done in the form of data retention and
its further processing is true for all three countries. It is interesting that this kind
of the surveillance techniques is being mostly applied and not the phone tapings
and physical surveillance over the suspects. What is extremely important is that
the data retention policies are now being used for everyone and not only for the
individuals that are related to the terrorist activities. This situation not only means
that the governments suspect each citizen but also raises concerns of the human
rights defenders who consider such policies as being too strict and trespassing
the privacy of the individuals111.
Another major distinction between Germany and other studies cases and the UK
is that the Federal Republic of Germany has created the joint counterterrorism
center (2004) and a database (2006) with an aim to improve the communication
between the competent governmental bodies and eliminate the bureaucratic
restrains. Russia and the United Kingdom still lack these measures. However, in
2008 the UK has created the notification system with registry where certain types
of information are being stored (addresses, insurance numbers etc.), giving the
authorities the chance to track terrorist suspects. The Russian Federation lacks
this measure as well.
Also important is that the UK has legalized ways to restrict individual freedoms
such as movement, usage of the Internet and cell phones (firstly, through control
orders in 2005, and then via TPIM since 2011). Neither Russian nor German
legislation has such kind of tools. But since 2016 German police was granted the
right to keep the suspects under surveillance (only with the court’s permission).
What differentiates Russian counterterrorism architecture from the UK and
German ones is that there are no special measures to prevent the individuals
who have been taking terrorist training abroad from returning back home.
Germany and the UK have special provisions to avert this from happening
including the revoke of the travel documents. Both countries have enacted these
regulations in 2015. The question why Russian government has not dealt with
this problem is open, especially considering that there are Russian citizens who
are fighting in Syria and who pledged themselves to the IS112.
The other crucial difference between the UK, Russian and German anti-terrorist
laws is their direction: the UK’s legislation can be considered as being more
humane as there are temporary exclusion orders (TEOs, since 2015) one of the
purposes of which is to give a second chance to a person to normalize his or her
life, if that individual had been moving towards the terrorist path but has not acted
on it (obligatory de-radicalization programs). Russia and Germany do not have
such regulations.
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Despite the fact that the presented legislations have a lot of differences and
distinctive features, there are some similarities too. The first one is that the laws
have been developing and undergoing the update procedures intensively since
2000 with the new offences being criminalized and new measures being created.
Another similarity which is extremely important is that the UK, Germany and
Russia are using the criminal justice model in their anti-terror battle. This
approach implies that terrorism is understood as being a crime and not as an act
of warfare. That means that governments have to deal with terrorism offences
using legal instruments and not military ones. Noticeable is that the warfare model
includes such measures as infringement upon individual’s rights apart from the
military actions. However, as we have seen, all three countries have in one way
or another dealt with this problem trying to balance between taking away too
much of the rights and strengthening the legislations. The result of such balance
is that the notion of public security was broadened and the boarders of individual’s
freedoms and rights were shifted and reduced.

Conclusions on Chapter II
In the second chapter an overview of the contemporary anti-terrorist legislation in
the United Kingdom, Germany and Russia is presented and the comparison of
the cases is done. As a result, the existing legislation trends are derived. It is
seen that in all three cases legislation development occurred on 3 dimensions:
criminalization, asset-freezing and increase of surveillance. However, each
country has its own main distinctive features: for the United Kingdom it is the
humane dimension as only in this case the laws suppose de-radicalization
programs for the designated individuals. Moreover, only provisions in the UK
legislation place restrictions on the movements and residence of the designated
people and presuppose the creation of the notification systems with registry.
Germany’s emphasis is laid on the creation of the anti-terrorist data bases which
main aim is to enhance and simplify the cooperation between the competent
authorities. In the case of Russia, it is mostly criminalization of the new and
existing terrorist-related crimes.
The analysis also showed that the selected countries perceive terrorism as a
crime rather than a warforce which implies that terrorist offences should be
prosecuted as crimes.
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Chapter III. Analysis of the external political factors of
the anti-terrorist legislation development in the UK,
Germany and Russia via interdependence theory
approach.
In the course of this chapter the analysis needed for the approbation of the first
hypothesis will be conducted for each case. According to the assumption, the
development of the anti-terrorist legislation in the chosen countries was
influenced by the political factors through their international obligations (via
treaties and conventions). Discussion of results follows each section.
As the first hypothesis examines the influence of the international pressure in the
form of the impact of the legally binding documents of the international
organizations, it makes sense to state the organizations which membership
includes the UK, Germany and Russia before the actual analysis so that the same
information will not be repeated three times. Moreover, only formal, highly
influencing organizations that operate on the international level are the subject of
analysis for the paper as they have the power to issue conventions and treaties
that demand nation states to comply with them.
The organizations which will be listed here are the United Nations (UN), the
Organization for Security and Co-Operation in Europe (OSCE), the Council of
Europe (CoE) (Russia was the member of the CoE from 1996 until 2014 when
Russia’s right to vote and participation in election observation missions were
suspended due to the annexation of Crimea113, as the sanctions against Russia
continued, the country decided to suspend its participation in the CoE in 2016114),
North Atlantic Treaty Organization (NATO) (although Russia is not a member of
NATO, unlike the UK and Germany, the events aimed at enhancing cooperation
were conducted) and the Group of 20 (G-20).
In order to see whether the internationally accepted norms have in fact played a
role in the anti-terrorist legislation development in the UK, Germany and Russia,
primary sources will be analyzed: policy recommendations and reports, press
releases, governmental reports on the implementation of certain norms and
governmental documents along with documents developed by the relevant
international organizations (conventions, declarations, action plans, programs
etc.).

113

Russia Delegation Suspended from Council of Europe over Crimea // The Guardian [Electronic
resource]. – URL: https://www.theguardian.com/world/2014/apr/10/russia-suspended-councileurope-crimea-ukraine (accessed: 02.05.2018).
20 лет членства России в Совете Европы: итоги, разногласия, судьба взносов в бюджет
СЕ. Информационное агентство Росси «Тасс» [Электронный ресурс]. – URL:
http://tass.ru/politika/2691778 (дата обращения: 02.05.2018).
114

41

WP 2018-04

Working Papers
Centre for German and European Studies
The United Nations (UN)

The central role of the UN in the fight against terrorism is widely accepted115. The
UN has developed and introduced 19 Conventions and Protocols beginning from
1963 (The Tokyo Convention) which aim is to battle the terrorist threat. These
treaties, which were developed also under the supervision of the International
Atomic Energy Agency (IAEA), constitute the universal anti-terrorist legal basis116
(for the full list of the conventions see the Appendix 4). The UK, Germany and
Russia, being the member states of the United Nations, have signed and
participate in these documents. However, what is the most important for this
research is the resolutions of the Security Council of the UN which were
introduced after 9/11 as they have opened a new dimension to anti-terrorism
law117. The first Security Council resolution on the issue of terrorism is dated
1970. The resolutions are considered to be legally binding to all member states.
In the course of the presented research only three resolutions will be closely
examined: 1373 (2001), 1624 (2005), 2178 (2014). Resolution 1373 (2001) which
was adopted on 28 September 2001 stated the prevention of the terrorist
financing, encouraged the states to criminalize such offences, immediately freeze
the assets of terrorists and provide any kind of services for the suspected
individuals and/or organizations, decline the asylum for terrorist suspects (incl.
supporters) and to cooperate between each other (incl. information-sharing)118.
Paragraph 6 of the Resolution obligates the states to hand in the reports on the
implementation of the Resolution to the specialized committee.
Resolution 1624 issued on 14 September 2005 demands the member states to
criminalize the incitement to commit an act of terrorism, to prevent such behavior,
to deny the asylum to the terrorist suspects (denial of safe haven); calls upon the
cooperation and mutual work in the fight against terrorism, especially, in the
question of border control119.
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Resolution 2178 enacted on 24 September 2014 addresses the challenges
stated by the threat of the foreign terrorist fighters, proclaiming that the member
states shall prevent the transit of the designated people, and prevent terrorist
recruitment and prosecute such people or organizations; it also encourages
information exchange, mutual assistance and cooperation120.
These documents are the most important ones as the UN has established special
body, the Counter-Terrorist Committee (CTC), which is in charge of ‘monitoring,
promoting, and facilitating States’ implementation’121 of these Resolutions.
In order to do so, the Executive Directorate of the Committee makes the detailed
implementation assessment and country visits. The result of these tools (which
is open to the public) is the global implementation surveys (GIS) and the reports
of the member states. The GIS are ‘the most comprehensive analytical
documents on counter-terrorism in the UN system <…> they consider where the
progress has been made and where gaps remain122’. The main emphasis in the
presented research is laid on the reports of the countries to the CTC, where they
outline the progress by answering the committee’s questions. The GIS will not be
analyzed as they are not personalized by the countries (rather by the regions)
and, therefore, can not be helpful in the analysis.

The Organization for Security and Co-Operation in Europe (OSCE)
Although the OSCE has issued no legally binding documents that would establish
measures aimed at combating terrorism, the Organization has a special unit that
deals with terrorism. Since 2012, when the Consolidated Framework for the Fight
against Terrorism was enacted, the anti-terrorist activities of the Organization are
dictated by the framework. The activities include thematic conferences and
discussions where experts as well as representatives of the interest groups share
best practices (example: countering the use of the Internet for terrorist
purposes123, the upcoming OSCE-wide Counter-Terrorism conference tat will
take place in May 2018124). The Framework focuses also on the activities aimed
at preventing terrorist financing, promoting human rights, fighting violent
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extremism and pushing forward the implementation of the global legal antiterrorist framework (UN-issued documents: conventions, protocols and Security
Council resolutions)125.
Moreover, the Ministerial Council has adopted several documents (decisions and
official statements mostly) on its meetings that promote the fight against
terrorism. The most relevant decisions of the Council are listed below.
Right after 9/11 in the framework of the OSCE the so-called Bucharest Ministerial
Declaration was issued (which included an Action Plan to combat terrorism)
where the commitments to the UN conventions and UN Security Council
resolutions were stated among other things) (Bucharest Ministerial Council
2001).
The OSCE has issued a Charter on preventing and combating terrorism in 2002,
establishing the cooperation and coordination between member states,
commitments to the UN conventions, combating hate speech, preventing
movements of terrorist suspects, prosecution of terrorists126 (Porto Ministerial
Council 2002).
In 2003 in the framework of the OSCE the Counter-Terrorism Network (CTN) was
established with an aim to enhance the cooperation and info-exchange between
the member states, competent officials and the OSCE Action against Terrorism
Unit (ATU). The main aims of the ATU are to inform the member states of the
organization of mutual anti-terrorist trainings, to coordinate anti-terrorist activities
of the OSCE (incl. seminars, personnel trainings, and aid programs)127
(Maastricht Ministerial Council 2003).
In 2007 the program on the prevention of the terrorism was enacted during which
the parties took part in the seminars, mutual consultations thus, improving the
cooperation128 (Madrid Ministerial Council 2007).
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Then in 2012 the Declaration on strengthening good governance and combating
corruption, money-laundering and the financing of terrorism was issued129 (Dublin
Ministerial Council 2012). During the Hamburg Ministerial Council in 2016 the
Declaration on strengthening OSCE efforts to prevent and counter terrorism was
issued130.

The Council of Europe (CoE)
Among the main ideas of the Council of Europe are the protection of human
rights, promotion of democracy and political pluralism and the development of the
resolutions to the common problems that European societies have to face
(discrimination, human trafficking, corruption, terrorism131 etc.).
The CoE has adopted several Conventions which deal with terrorism:
1. European Convention on the Suppression of Terrorism (introduced on 27
January 1977, entered into force on 4 August 1978; The Convention does
not fit into the framework of the analysis and thus will not be studied,
however, all of the countries have enacted it: ratified by the UK on 24 July
1978, by Germany on 3 May 1978, by Russia 4 November 2000).
2. Council of Europe Convention on Prevention of Terrorism (introduced on 16
May 2005, entered into force on 1 June 2007, established international
cooperation on preventive measures, designated public provocation,
terrorist recruitment and training, underlined the necessity of the measures
to protect victims of terrorism, discussed extradition policies132);
3. Council of Europe Convention on Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime and on the Financing of Terrorism
(introduced on 16 May 2005, entered into force on 1 May 2008, proclaimed
establishing of a financial intelligence units, principles for international
cooperation, including assistance and bank account info requests,
obligation to confiscate instrumentalities of the execution of a crime133 etc.).
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PACE (Parliamentary Assembly of the Council of Europe) which is one of the
bodies of the CoE issues recommendations to the national governments and
conducts monitoring activities on the implementation and ratification of the
documents by the states. The latter will also be examined for each case.

The European Union (EU)
It also makes sense to discuss the measures which were undertaken in the
framework of the European Union (EU), as Germany as well as the UK (still) are
the members of the EU. Here, there are several documents that must be
discussed:
1. the Council (of the EU) Framework Decision of 13 June 2002 on combating
terrorism (2002/475/JHA) (definition to terrorism and terrorist group, the
need to take measures to secure the punishment for inciting, aiding,
abetting or attempting an act of terrorism assistance of victim134),
2. the Council Decision 2005/671/JHA of 20 September 2005 on exchange of
information and cooperation concerning terrorist offences (information
exchange within Europol and Eurojust, possibility to create joint
investigation teams135),
3. the Council Framework Decision 2008/919/JHA of 28 November 2008
amending Framework Decision 2002/475/JHA on combating terrorism
(definitions to public provocation to commit a terrorist offence, recruitment
and training, the freedom of expression must be kept, incitement of
terrorism must be made punishable136),
4. Directive (EU) 2017/541 of the European Parliament and of the Council of
15 March 2017 on combating terrorism replacing Council Framework
Decision 2002/475/JHA and amending Council Decision 2005/671/JHA
(travelling for terrorist aims, terrorism recruitment, terrorist training
(organizing or facilitating), public incitement, directing terrorist group, the
Directive entered into force on 20 April 2017 and the deadline for the
member states to implement it is 8 September 2018137).
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Therefore, it is seen that European Union has established its own legal framework
in the fight against terrorism and demands all member states to comply with it.

North Atlantic Treaty Organization (NATO)
NATO is the organization that aims at supporting democratic values all over the
globe and resolving the problems in peaceful ways138. The alliance is closely
related to the issue of terrorism as it has hosted discussions, conferences and
summits where the problem was covered and the ideas were exchanged.
However, NATO’s work goes beyond only these activities as the organization has
taken measures in order to make the fight against terrorism more effective.
Although NATO has not introduced any legally binding anti-terrorist conventions
or treaties, the Organization was the basis for the creation of Partnership Action
Plan against Terrorism (2002), Military Concept for Defense against Terrorism
(2002), Civil Emergency Action Plan (2002), Defense Against Terrorism Program
of Work (2004), Strategic Concept (2010), Policy Guidelines on Countering
Terrorism (2012), Military Concept for Counter-Terrorism (2016)139. Moreover,
NATO organizes and conducts training programs (the last one was in February
2017)140.

The Group of 20 (G-20)
The G-20 group, which was created in 1999 with an aim to tackle financial issues,
has since developed its special anti-terrorism measures141, mainly in the financial
sphere. The issues of terrorism and its prevention have been on the agendas of
almost all of the summits held within G20142. However, the Group has not enacted
any legally binding anti-terrorist documents but the official statements call upon
the commitments made on the UN level, as G-20 recognizes its central role in
this issue, and also the need for better cooperation and information exchange are
usually emphasized (for example, G20 Statement on the Fight against Terrorism
proclaimed on 16 November 2015143 after Paris attack). On its latest summit in
July 2017, the Group has also introduced an Action Plan on Countering
Terrorism, where among other issues, the problem of the internet usage for
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terrorist purposes is stated144. The G-20 has not issued any recommendations or
policy reports relating to the chosen countries so that it will not be mentioned in
the further analysis for each country separately.

Section I. International Influence: The Case of the United
Kingdom
The UN
Resolution 1373 (2001)
The United Kingdom has provided 5 reports to the CTC from 2001 till 2005 stating
the country’s efforts and achievements in order to implement the resolution. The
reports will not be discussed separately, as they represent the enactment of one
policy, so that only the main points from all of them will be listed here. After the
9/11, the UK adopted the Anti-Terrorism, Crime and Security Act 2001 (ATCSA)
which has further enhanced the Terrorism Act 2000 (TA). ATCSA has
supplemented the TA in a way that it criminalized the failure to disclose the
relevant information on terrorist financing. In order to implement the resolution in
question, the UK has even established a special Interdepartmental group145. In
addition, the UK has also adopted the Money Laundering Regulations in 2001 to
make the finance monitoring more efficient146.
In 2003 the UK has enacted a counter-terrorism assistance program in the
framework of which 63 countries all over the globe have received the aid in
improving their abilities to battle the terrorist groups. The program included
training in policing methods, revision of the anti-terrorist laws, suppressing the
financing, bomb disposal trainings etc.147 The UK has also established the
Financial Services Contact Group (GSCG) that has to build a basis for a dialog
between the financial services and law enforcement bodies and also the joint
terrorism analysis center (JTAC) which assesses the threat of terrorism148. The
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last report which was issued in 2005 underlines the implementation of the
Prevention of Terrorism Act 2005149 (enacted after London 7/7 bombings).
Absence of further reports proves that the UK has fully implemented the
resolution 1373 as the CTC has not requested any additional information.
Resolution 1624 (2005)
The United Kingdom has handed in one report on how the measures listed in the
Resolution 1624 are being implemented into the national legislation. The report
was submitted on 16 June 2006. The report states that in the section 1 of the
Terrorist Act 2006 the incitement to commit an act of terrorism is criminalized
(publishing a direct or indirect statement which would justify, call upon or glorify
a commitment of terrorist acts)150. In order to strengthen the denial of a safe
haven, the UK has adopted the Immigration, Asylum and Nationality Act 2006
which supports the practice of denying a refugee status to a terrorist suspect (sec.
54). The UK is also guided by the 1951 Geneva Convention (on the status of
refugees). The UK is participating in the EU, G-8 and the Council of Europe
initiatives of enhancing the cooperation and toughening the border control. The
report underlined the key role of the UK in establishing the European Union
Strategy for combating radicalization and recruitment to terrorism which was
adopted under the presidency of the UK of the EU in July-December 2005151.
Furthermore, the UK has created 7 working groups which work with the faith
communities in order to prevent the radicalization of congregation152.
Resolution 2178 (2014)
Despite of the fact that the Resolution was introduced in 2014, the UK has still
not submitted any reports to the CTC.

The OSCE
The OSCE has not issued any reports that would analyze whether the United
Kingdom has taken steps to harmonize its national anti-terrorist legislation with
the norms that are adopted globally and considered to be international ones.
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Nevertheless, United Kingdom is an active member of the organization which not
only shows its dedication to the measures that the organization takes but also
provide the evidence for the support for such measures by the country.

The Council of Europe (CoE)
The UK has ratified the Council of Europe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and on the Financing of
Terrorism (2005) on 27 April 2015, with the convention entering into force on 1
August the same year.
The Council of Europe Convention on Prevention of Terrorism (2005) is still not
ratified by the UK, although it was signed on 16 May 2005.
Importantly that the PACE has not issued any documents regarding the
monitoring of the relevant documents by the United Kingdom.

Obligations within the European Union
In the report from the Commission to the European Parliament and the Council
on the implementation of the Council Framework Decision 2008/919/JHA of 28
November 2008 amending Framework Decision 2002/475/JHA on combating
terrorism it is stated that the UK has criminalized the new offences153 (public
provocation, recruitment and training for terrorism). Moreover, the country
explicitly criminalized public provocation in any form (instigation or preparation of
such offences as well), dissemination and possession of the relevant information
with an aim to promote terrorism154. On the positive side stays also the
criminalization by the UK laws of both training and instructions for a terrorist
act155.

NATO
The United Kingdom has always actively participated in the events organized by
NATO and, being a member of the Alliance, supports the measures adopted by
it. A perfect example of the contribution of the UK to the organization is the new
package adopted in June 2017. According to the package, the UK is to ‘take the
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lead of NATO’s half maritime forces for a year, strengthen Maritime Patrol Aircraft
cooperation and increase the support for advising the Afghan Government (incl.
defense and security forces)156’.

Discussion of Results: The Case of the United Kingdom
The impact of the international pressure on the UK anti-terrorist legislation was
tested through the examination of the conventions and measures of the following
organizations: the UN, the OSCE, the CE, the EU, NATO and G-20.
In the case of the UK, one of the key roles of the anti-terrorist legislation
development was played by the resolutions of the Security Council of the United
Nations. The country has submitted in total 6 reports to the Counter Terrorism
Committee where the progress in the implementation of the agreed measures
were stated.
Due to the Resolution 1373 the UK has adopted several acts (ACTSA 2001, PTA
2005) making it clear that the country has abide by the international
commitments. However, the UK has continued to alter its security architecture in
the field of terrorist financing as it was the main gist of the Resolution with the
adoption of Terrorist-Asset Freezing Act 2010. Furthermore, the UK has actively
participated in cooperation programs, providing assistance to the countries in
need (2003 Counter-Terrorism Assistance Program).
In order to fulfill the commitments introduced in the Resolution 1625 (2005), the
UK has adopted a new act (Terrorism Act 2006), where the incitement to commit
an act of terrorism in any form (direct or indirect) was criminalized. The UK has
also introduced the Immigration, Asylum and Nationality Act 2006 with the aim to
make safe haven for terrorist suspects harder to get. The United Kingdom has
also reaffirmed its commitments to the mutual assistance and cooperation with
other states.
Important is that even not having reported on the implementation of the resolution
2178 (2014) which main idea was to introduce measures on preventing foreign
terrorist fighters from returning home, the UK has adopted the Counter Terrorism
and Security Act 2015 which allowed for the temporary exclusion orders (TEO)
to be issued. Under the TEO, the travel documents of a terrorist suspect may be
cancelled or revoked if a person is thought to have received terrorist training
abroad. This measure clearly corresponds to the resolution 2178. Therefore, it
can be concluded that the Security Council resolutions had a strong influence on
the counter terrorist legislation development in the UK.
The role of the Council of Europe’s conventions is rather questionable as the UK
has ratified two of three Conventions (one of them was ratified in 1978 which is
not in the time frame of the analysis). Moreover, the Convention on Laundering,
Search, Seizure and Confiscation of the Proceeds from Crime and on the
156
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Financing of Terrorism was ratified only in 2015, despite it being introduced in
2005. What makes the estimation harder is that there are no reports which would
assess the implementation of the Conventions by the country. Interestingly that
the Council of Europe Convention on Prevention of Terrorism which was issued
in 2005 and is still not enacted by the UK included such provisions as recruitment,
training, and public provocation of terrorism. Some of these provisions are
criminalized by the UK legislation: for example, Terrorism Act 2006 makes it
illegal to encourage terrorism.
Although only one report from the Commission of the European Parliament on
the implementation of the framework decisions can be openly accessed (out of
two) it is still seen that the UK has struggled to abide by the EU norms and has
specifically changed its legislation so that it would be compliable with them;
examples are: criminalization of terrorist recruitment, training and incitement.
The UK also holds the membership of such global organizations as NATO and
G-20 that also face the problem of terrorism and try to find effective ways to deal
with it. In spite of the fact that these organizations have not introduced any
conventions, they develop and execute special thematic activities (trainings,
conferences, discussions, action plans) in which the United Kingdom takes part.
Thereby it is seen that international obligations taken by the government of the
UK has had an impact on the anti-terrorist legislation of the country as the
provisions developed by the UN, EU and CoE can be traced in the laws.
Moreover, the existing reports of the organizations demonstrate that the UK has
specifically struggled to abide by the international rules and implement the norms
and it was not a coincidence.

Section II. International Influence: The Case of Germany
The UN
Resolution 1373 (2001)
Germany has submitted 4 reports to the CTC in relation to the Resolution 1373
(2 in 2002, 1 in 2003, 1 in 2004). The first report underlines the adoption of the
security packages which occurred right after 9/11 and also stresses that Germany
has cooperated with the US and the UK in order to destroy the al-Qaida
network157. Moreover, the country has issued special bill (4th Financial Market
Promotion Bill 14 November 2001), amended its Banking Act and restricted the
provisions of the Foreign Trade and Payments Act in order to comply with the
measures listed in the resolution158. In the second report Germany outlined the
fact that it amended its Money Laundering Act (obligation to report suspicious
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activities)159. Germany has also stated that it obliged the banks to hold the
relevant information and place it in the special database for the competent
authorities to access160. The final report stated the establishment of the Financial
Intelligence Unit (FIU) at the Federal Criminal Police Office. The main aim of the
FIU is to provide the integration of findings to the governmental bodies that deal
with the prosecution of financial offences161.
Resolution 1624 (2005)
The Federal Republic of Germany has provided the Counter Terrorism
Committee with one report (17 July 2006) where the achievements of the
implementation of the resolution 1624 are stated. According to the German
Criminal Code, such crimes as incitement to commit a terrorist act is being
prosecuted in accordance with the section 111 of the Penal Code – public
incitement to crime. Furthermore, as there is no definition of terrorism, it is
considered to be another variation of crimes thus a terrorist is prosecuted as other
perpetrators in accordance with section 26. German Penal Code also covers such
crimes as instructions for crimes (sec. 130a) and rewarding and approving crimes
(sec. 140(2)) which can be applied to terrorists as well162.
In order to combat safe haven to suspects, Germany is operating under the
Residency Act which section 5 allows for a denial of residence title to any person
that has glorified or incite for violence. In addition, German Joint CounterTerrorism Center has a special group which task is to assist and cooperate with
foreign authorities in order to track terrorist suspects and monitor their
movements163. Germany cooperates with other states within G-8, EU, UN and
NATO with the purpose to combat terrorist threat.
Resolution 2178 (2014)
Germany has not handed in a report to the CTC on the compliance of the German
laws with this document yet.
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The OSCE

The organization has not yet developed neither analytical reports nor papers that
would include some recommendations for the German government on the
implementation of the internationally accepted counter terrorist norms.
Nonetheless, Germany partakes in the activities organized by the OSCE and
supports the decisions made by the Ministerial Council.

The Council of Europe (CoE)
Germany ratified the Council of Europe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and on the Financing of
Terrorism (2005) on 20 June 2017 and the document entered into force on 1
October 2017.
The Council of Europe Convention on Prevention of Terrorism (2005) was ratified
by the Federal Republic of Germany on 10 June 2011 and entered into force on
1 October 2011.
Parliamentary Assembly of the Council of Europe has issued a report on
Germany regarding the progress of the Assembly’s monitoring procedure and the
periodic review of the honoring of obligations on 9 January 2017164. However, the
report did not feature the issue of terrorism.

Obligations within the European Union
In the report from the Commission to the European Parliament and the Council
on the implementation of the Council Framework Decision 2008/919/JHA of 28
November 2008 amending Framework Decision 2002/475/JHA on combating
terrorism it is stated that Germany has criminalized the new offences165 (public
provocation, recruitment and training for terrorism) and did so in the
recommended timeframe. Germany has criminalized two types of recruitment (to
commit a terrorist offence and to become a member of terrorist group), as well as
supporting such groups and attempted participation166.
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However, the report underlines that Germany has not implemented all the
measures under the Framework decision 2002167 and still lacks the measures
that would fight the ‘lone actors’168.

NATO
The commitment of Germany to NATO counter terrorism strategies remains
strong and the country has its troops serving in Afghanistan and Iraq in the
framework of organization169. However, the recent survey of the Friends of
Europe think-tank showed that more than 190 defense industry officials of the
country changed their opinion on the US being the most significant ally and think
that Germany has to concentrate on the EU mechanisms and not NATO ones170.

Discussion of Results: The Case of Germany
To examine the hypothesis several organizations where Germany is a member
were analyzed: the UN, the European Council, the EU, NATO and G-20.
The role of the UN in the anti-terrorist legislation development in Germany is
rather ambiguous. From the one hand, the country has fully cooperated in order
to implement resolution 1371 (which fights against financing terrorism). Germany
has submitted 4 reports stating its progress with the incorporation of the norms in
the resolution and as a result the country has introduced and altered several acts.
That, undoubtedly, shows the country’s eagerness to combat terrorism.
Moreover, Germany viewpoint on terrorism is that it is a global issue which can
be dealt with only through cooperation among states which also affirms the UN
ideology (Germany has cooperated with the US and the UK after 9/11).
Furthermore, Germany has developed its anti-terrorist financing policy further in
2008. On the other hand, Germany has not altered its laws in accordance with
the resolution 1624 stating that the existent legislation was sufficient enough to
combat incitement to terrorist acts. In addition to that, Germany still lacks
specialized articles on terrorism (only sec. 129 a and b on organizing a terrorist
organization in the Penal Code) and thus prosecutes terrorist and other terroristrelated offences as different types of crimes.
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What must also be underlined is that despite the fact that Germany has not yet
reported on the implementation of the resolution 2178, the situation in Germany
is close to one in the UK. Germany has taken measures to combat foreign fighters
from coming back by establishing national ID and revoke of the travel documents
preventing the terrorist or terrorist suspects from returning.
The situation with the impact of the Council of Europe Conventions in Germany
shows that the country is fully supportive of the measures as it has ratified all the
existing treaties. However, the ratification happened slowly as it took the country
12 years to enact the Convention on Laundering, Search, Seizure and
Confiscation of the Proceeds from Crime and on the Financing of Terrorism, and
6 years to implement the Convention on Prevention Terrorism. Although there
are no relevant reports by the PACE, the enactment of the documents showed
the readiness of Germany to cooperate and meant that the country has complied
with the introduced norms. This is proved by the existing German laws: for
instance, in 2015 getting terrorist training was criminalized and the financial
measures against terrorists were also implemented in 2008.
According to the one available report on the compliance of the German laws with
the European Framework Decisions, the country has taken measures in order to
implement the FD 2008/919/JHA (criminalized recruitment, incitement and
terrorist training), which shows that Council Decisions have had an impact on the
development of anti-terrorist legislation of Germany.
Germany’s participation in NATO and G-20 advocates the idea that the country
is trying to be involved in as many existing anti-terrorist activities as possible and
perceives the problem to be highly relevant.
Having analyzed policy reports and recommendations developed by the UN and
European Parliament and the occurring changes in the legislation it is seen that
international obligations have in fact caused the further development of the laws.
Even considering the fact that Germany has not implemented all the requirements
stated in the UN resolutions, the role of them cannot be undermined. One of the
strongest proofs here is that Germany has imbedded the measures listed in the
Resolution 2178 into its legislation even not having submitted the report to the
Council yet. The commitments taken in the framework of the Council of Europe
also impacted the alterations.
Thus, the conclusion can be drawn that the UN, CoE and the EU framework
decisions and directives influenced the anti-terrorist legislation development in
Germany the most.

Section III. International Influence: The Case of Russia
The United Nations
Resolution 1373 (2001)
Russia has handed in 4 reports to the Counter-Terrorist Committee from 2001 to
2006. The first report listed the measures that have been taken in accordance
with the resolution: presidential decree N 1263 ‘on the organ empowered to
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prevent the legalization of funds by criminal means (money-laundering)’ which
creates the Committee of the Russian Federation for Financial Monitoring;
amendments to the certain acts of Russia which further criminalized the founding,
management of a terrorist organization recruitment to such groups, weapons
supply. Also Russia has adopted a law on money-laundering (N 115-FZ from 7
August 2001) and the work in this direction has since proceeded. The document
provided information on the dimension of cooperation which is being done
between the Federal Security Service and law enforcement agencies (over 80).
The cooperation occurred also between other states, not only within the
competent Russian bodies171.
The second report documented that Russia has adopted a Federal Act (N 975283) in June 2002 which amended Russian Criminal Code (recruitment and training,
and financing of terrorist acts and organizations)172. The final report introduced
the newly adopted law ‘On Countering Terrorism’, elaborated on the work that is
being done by the Russian financial intelligence unit, listed the work that was
being led in order to enhance cooperation (SCO framework of cooperation 2005,
involvement in the OSCE events (annual security conference)173.
Resolution 1624 (2005)
The Russian Federation has submitted one report to the CTC (dated 30 June
2006) where the country’s procedures of the implementation of the resolution
1624 into the national legislation are stated. The country underlines its new
federal act (N 35-FZ) ‘On Counter-Terrorism’ which incriminates (among other
things) incitement to commit a terrorist act, support of the idea of terrorism and
dissemination of the relevant information. It is also underlined in the report that
Russia is taking measures in order to deny safe haven to terrorist suspects by
altering the excising federal law ‘On refugees’ (N 122-FZ) and a presidential
decree N 746 (concerning the granting of the asylum status174).
The report also lists the events that Russia is organizing or taking part in with an
aim to strengthen border control and enhance the cooperation within the states
(f. e. G-8 summits, cooperation within CIS, SCO and CSTO, co-sponsored
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workshop with Germany in the framework of the Council of Europe and OSCE in
order to battle the incitement to execute and organize terrorist acts more
effectively on 19-20 October 2006, Vienna, intentions to participate in the 2nd
international conference on terrorism and electronic media175).
Resolution 2178 (2014)
The Russian Federation has not provided the CTC with the relevant report yet.

The Organization for Security and Co-Operation in Europe (OSCE)
The OSCE has not issued any reports that would provide a deep-level analysis
of the ratification and implementation of the documents that are the part of
international anti-terrorist legal framework or recommendations on the
implementations of such norms to the country. However, the Russian Federation,
as being a member of the OSCE supports the decisions and takes part in the
activities that are being organized in the framework of the organization.

The Council of Europe (CoE)
Russia has signed the Council of Europe Convention on Laundering, Search,
Seizure and Confiscation of the Proceeds from Crime and on the Financing of
Terrorism (2005) in 2009 and ratified it on 28 September 2017. The document
entered into force on 1 January 2018.
Russia has also ratified the Council of Europe Convention on Prevention of
Terrorism (2005) on 19 May 2006, with it entering into force a year later on 1 June
2007.
PACE has issued a report on honoring of obligations and commitments by the
Russian Federation on 3 June 2005, where terrorism was stated as a burning
issue for Russia176. The report also acknowledged that the country was included
in the international fight against terrorism but it stated that the methods used by
Russia in countering terrorism is highly questionable in Europe177.
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Russia-NATO Cooperation

The events of 9/11 have intensified the work between Russia and NATO and as
a result the NATO-Russia Council was founded in May 2002 stating that counter
terrorist fight was a crucial point for the cooperation178. One of the most significant
outcomes of the Council was the creation of the Working Group on Terrorism.
The working group has issued several papers with the analysis of the terrorist
treat and practical recommendations for mutual actions and held 3 conferences
(in Norfolk, Moscow and Rome) where the platform for discussions between the
competent representatives of the governments was created179. Moreover, the
cooperation included joint exercises and trainings (f. e. Kaliningrad 2004).
Another major goal that was achieved is the NATO-Russia Action Plan on
Terrorism (developed in 2004, updated in 2010)180. These are the most important
achievements that the cooperation has caused. However, the mutual work has
been suspended since April 2014 and stays so (as for May 2018) as NATO
ministers have condemned Russian annexation of Crimea in March 2014 and
stopped any collaborations with the country181.

The Shanghai Cooperation Organization (SCO)
In the framework of the Shanghai Cooperation Organization Russia has signed
and participates in two conventions: the former is the Shanghai Convention on
Combating Terrorism, Separatism and Extremism introduced on 15 June 2001.
The Convention gave the definition to terrorism, separatism and extremism (art.
1), established mutual consultations, and opinion-sharing procedures (art. 5),
share information, cooperate in the spheres of intelligence, mutual trainings
between the parties (art. 6-8)182.
This document was enacted when the president of Russia Vladimir Putin signed
the federal law N 3-FZ on ratification of the Shanghai Convention on Combating
Terrorism, Separatism and Extremism on 10 January 2003183.
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The latter is the Convention of the Shanghai Cooperation Organization against
Terrorism issued on 16 June 2009. The purpose of the document was to
complement the previous treaty and make the anti-terrorist cooperation more
efficient. Main articles: cooperation between the competent authorities (art.6),
encouragement of the constructive dialogue between the representatives of
different religious and cultures, involvement of the NGOs in it (art. 7), measures
to combat financing of terrorism – registration of the transactions data, providing
relevant info to the competent agencies upon request (art. 8), info-sharing
between the parties upon request (art. 12), imposing sanctions against
organizations involved in supporting terrorism (art. 25)184.
The Convention was signed and ratified by the President Dmitry Medvedev on 2
October 2010185. The treaties created a legal right for the competent intelligence
and law-enforcement agencies of the Organization to cooperate between each
other. Both these documents were ratified without any additional statements from
the Russian government.

The Commonwealth of Independent States (CIS)
The Commonwealth of Independent States started to address the issue of
terrorism since 1998 with the establishment of the statutory law on the fight
against terrorism singed by the Interparliamentary Assembly of the member
nations of the CIS. Then on 4 June 1999, the Treaty on Cooperation between the
member states of the CIS in combating terrorism was signed. The treaty defined
terrorism (art. 1), established the procedures of info- and experience-sharing,
inquires, mutual operations and trainings (art. 5), mutual consultations (art. 6),
and stated the ministration order to the member states in need (art. 13-15)186.
The Treaty was ratified by Russia on 28 December 2004187.
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Another Treaty was signed on 5 October 2007 on Counteracting Legalization of
the Illegal Income (Money Laundering) and Financing of Terrorism (assets
freezing (art. 3), special measures against money laundering (art. 9), info-sharing
(art.13) request procedures (art.15)188. The Treaty was ratified on 27 December
2009189.
Also important is that since 2000, the CIS initiated several programs with an aim
to combat international terrorism: from 2000 till 2003, from 2003 till 2004, from
2005 till 2007, from 2008 till 2010, from 2011 till 2013, from 2014 till 2016, from
2017-2019. The programs included not only harmonization of the national
legislations in accordance with international treaties but also financing and
execution of mutual trainings and operations, exclusion of dissemination of
terrorist ideology190 etc.
The latest initiatives of the CIS member states in the fight against terrorism were
made in 2017: on 11 October 2017 the Council of member states enacted a
decision on the Framework of cooperation between the member states in the field
of counteraction to the income legalization (money laundering), gained illegally,
financing terrorism and distribution of the weapons of mass destruction. The
decision established a framework where the main principals, directions and forms
of cooperation, and the mechanisms of implementation of the framework were
listed191. Mainly, the framework created an information and experience sharing
field between the member states.
Furthermore, on 3 November 2017 the Council of heads of governments of the
CIS enacted an Agreement on the Information-Sharing in the framework of the
CIS in the fields of the fight against terrorism and other violent demonstrations of
extremism and their financing. The gist of the document is that it creates a legal
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basis of the info sharing between the member states (art. 2), establishes the
channels of this process (art. 6), and proclaims the creation of the specialized
data-base (art. 11)192.

The Collective Security Treaty Organization (CSTO)
In spite of the fact that article 8 of the Charter of the CSTO proclaims that the
member states are to cooperate in the fight against international terrorism and
extremism (among other issues, such as drugs trafficking, illegal migration) in the
fields of information-exchange and information security193, the organization has
not introduced a special document that would deal with terrorism exclusively yet.
Although it has issued a statement in 2015, declaring the fight and elimination of
the IS as a top priority for the organization194. Terrorism and extremism are also
placed to the nowadays’ challenges of the Strategy of collective security of the
CSTO until 2025 adopted in 2016195.

Discussion of Results: The Case of Russia
In order to evaluate the influence of the international obligations on the antiterrorist legislation, the activities and taken measures of the following
organizations where the Russian Federation is a member were analyzed: the
United Nations, the Organization for Security and Co-operation in Europe, the
Council of Europe, Russia-NATO cooperation, the Shanghai Cooperation
Organization, the Commonwealth of Independent States, the Collective Security
Treaty Organization and the Group of 20.
The UN has played an important role in the Russian anti-terrorist legislation
development. The country has given in 5 reports to the UN Counter Terrorist
Committee (CTC) from 2001 till 2006, showing its readiness to harmonize the
national laws in accordance with international norms. Having analyzed the
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content of the reports, it is seen that Russia has taken active measures in order
to implement the resolution 1373 and created a legal basis of tackling the problem
of terrorist financing and prevent it from happening. This point was proved not
only by adjustments of the Criminal Code but also by the adoption of independent
legislative acts aimed to deal with the issue in question (Federal Law N115-FZ
on money laundering).
The response to the resolution 1624 is inscribed into the Federal Law N 35-FZ
‘On Counter Terrorism’ which criminalizes the incitement to commit an act of
terrorism. The country has also altered the law on refugees in order to make it
harder for the perpetrators to get safe haven.
Unlike the UK and Germany, Russia has not taken any direct measures to
prevent foreign fighters to enter the country after receiving terrorist training. That
means that no attempts to implement the resolution 1624 from the Russian side
has been made. However, as it was discussed earlier, that problem is of
importance for Russia as it has a special contingent of its population that has
taken part in terrorist training in Syria and now participates in the war that is being
led there. Nevertheless, Russia has adopted measures in order to prevent the
dissemination of extremist ideas (incl. appeals against public order) on its
territories in the framework of the missionary activities (implemented by the
Federal Law No 374-FZ from 6 July 2016) and in 2017 Russian President signed
the law, according to which an individual who holds the dual citizenship and is
accused of committing an act of terrorism of extremism, can be deprived of
Russian citizenship196.
Like Germany, Russia has ratified all the existing Conventions developed by the
Council of Europe. The Convention on Laundering Search, Seizure and
Confiscation of the Proceeds from Crime and on the Financing of Terrorism took
12 years to be ratified, whereas the Convention on Prevention of Terrorism was
enacted 2 years after its introduction. The provisions of the conventions can be
traced in the Russian legislation: for example, terrorist training was criminalized
in 2014, agitation for terrorism in 2016.
The unusual situation with Russia is that despite the country’s readiness to
cooperate with its partners in the fight against terrorism, recent political decisions
made by the governmental elite have led to the exclusion of the country from
several international bodies which also meant that the work and projects that
were going on had been suspended: Russia was banned from the Council of
Europe in 2014 and ceased its participation in the organization in 2016, the
activities that were undertaken in the framework of Russia-NATO counter
terrorism cooperation were also suspended in 2014. Such exclusion lasts until
the present days (May 2018).
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However, Russia is still the member of other organizations (CIS, SCO, CSTO, G20) that also have taken certain measures and organized the activities with an
aim to make countering terrorism more effective. The conventions, agreements,
frameworks and measures are mostly directed to the cooperation in the field of
intelligence and practices exchange, organization of conferences and joint
training programs and mutual assistance if needed. Although signed and ratified
by the Russian government, there is no evidence that these documents have
impacted the country’s anti-terrorist legislation development but the participation
and commitment to them shows that Russia takes the issue of terrorism very
seriously and admits the fact that it can be solved only through cooperated
actions of every state.
Therefore, it can be concluded that international obligations influenced the antiterrorist legislation development and the major role in it was played by the UN
Security Council resolutions. The Council of Europe’s Conventions also impacted
Russian anti-terrorist legislation as there were reports stating the Russian
commitments to the CoE’s conventions and also the implementation of the
provisions of them are seen in the legislation of the country.
Thus, the external factors in the form of international obligations have impacted
Russian anti-terrorist legislation development with the disclaimer that in this case
two international organizations were significant: the UN and the Council of
Europe.

Conclusions on Chapter III
In the course of the third chapter the first hypothesis, according to which antiterrorist legislation development happened due to the international obligations of
the countries, was tested. For this, the documents issued by different international
organizations as well as reports produced by the specialized committees and for
them by the countries were analyzed. In the cases of the UK and Germany the
documents by the United Nations, Organization for Security and Co-operation in
Europe, European Union, Council of Europe, North Atlantic Treaty Organization
and Group of 20 were studied. For the Russian case the documents by the United
Nations, Organization for Security and Co-operation in Europe, Council of
Europe, Russia-NATO cooperation, Group of 20 as well as Shanghai
Cooperation Organization, Commonwealth of Independent States and Collective
Security Treaty Organization were examined.
As a result, it turned out that the hypothesis was fully confirmed. However, not all
the studied IOs were indeed influential in the anti-terrorist legislation
development. In the cases of the UK and Germany, the UN, EU and CoE had the
major impact, whereas for Russia the UN and CoE played the main role. Other
documents that were signed in the frameworks of the studied IOs were focused
on the cooperation enhancement and were not legally binding. Nevertheless, by
participating in them the UK, Germany and Russia showed not only their unity in
the battle against terrorism but also readiness to help one another (and other
parties of the treaties) in different fields of the counter terrorist fight (intelligence
and data sharing, mutual trainings, assistance in conducting special operations
etc.).
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Chapter IV. Analysis of the Internal Social Factors of
the Anti-Terrorist Legislation Development in the UK,
Germany and Russia within Advocacy Coalition
Framework Approach
Chapter IV studies the influence of the internal social factors on the counter
terrorist legislation development (by the examples of the UK, Germany and
Russia) through the advocacy coalition framework (ACF). To make the analysis
more comprehensive and detailed, one policy element within the more complex
anti-terrorist legislation development will be selected and then closely examined,
according to the methodology of the ACF approach.
The policy element that was chosen for the analysis is the one that concerns data
retention procedures. Such choice is explained by the fact that in each case the
latest changes in the legislation in this field occurred in this field simultaneously
in 2016: in the United Kingdom it is the Investigatory Powers Act 2016 (in the part
of the requirement for the telecommunication companies to retain and store the
user’s data for the period of one year), in Germany it is the Act to Improve AntiTerror Information Exchange in the Fight Against International Terrorism 2016 (in
the part that amends the Telecommunications Act, requiring the companies to
store personal data in order to make a phone contract), in Russia it is the Federal
Law N374-FZ on ‘Amendments on the Federal Law on countering terrorism and
certain laws of the Russian Federation with regard to the establishment of
additional measures to counter terrorism and ensure public security’ from 6 July
2016 (in the part of amending the law on ‘Communication’ which obliges the
carriers to store all the data on the activities of their clients for 3 years (its
occurrence) and for 6 months (the content of the activities).
So, the testing of the second hypothesis, according to which the development in
the anti-terrorist legislation by the example of the data retention policy was
influenced by the internal social factors is conducted here. Important to note is
that only the coalitions in the Parliaments of the chosen countries will be studied
as the scope of the research does not provide an opportunity to study all of the
possible coalitions outside of the legislative body. Furthermore, the analysis of
the parliamentary debates starts only from the stage when the legislation
novelties have received a status of a bill and not a proposal. The sample not only
makes the analysis more precise but also allows to compare three cases and see
how and whether the parliamentary coalitional cooperation works in different
political systems.
In accordance with the hypothesis two formulated in the first chapter on the basis
of the advocacy coalitions framework, the analysis will concern three factors and
mechanisms of the external and internal shocks as well as policy-oriented
learning. Here it seems necessary to briefly outline what is meant under these
terms. The ACF states that external shocks are those which occur regardless to
the actions of the dominant coalition. Such shocks include public opinion shifts
and changes in socio-economic conditions such as emergence of the new social
problems and social protests and manifestations. Internal shocks are those that
were caused by the failures of the actions of the dominant coalition: coalition was
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aware of an issue but did not take it seriously or did not do enough to prevent it
or mitigate the consequences. Examples of internal shocks are crises, natural
and social disasters. In the terms of the research, internal shocks are the terrorist
acts (which will be analyzed through their intensity of occurrence and the data on
the prevented attacks prior to the development). Under the policy-oriented
learning it is implied that the legislators could have taken a successful example
of other countries in dealing with certain problem and adapt it. Another option for
policy-oriented learning is that same approach is used to different policy fields in
one country.
Therefore, the analysis of the internal social factors is structured in this chapter
as follows: firstly, the external and internal shocks will be studied in order to see
what was the public perception towards the terrorism threat, how did the public
react on the legislation development and whether the previous attacks could have
a push role on the implementation of the new policy. Then the potential
parliamentary coalitions will be identified through the analysis of the transcripts
of parliamentary hearings and public hearings of the legislative bodies of the
countries. Moreover, this analysis will allow to trace the initial steps of the policyoriented learning as the content of parliamentary hearings (and explanatory
notes) will disclose the motives and beliefs that have driven the legislators and
the occurrence of the links between previous policy successes and/or fruitful
experiences of other societies in dealing with the problem in question. Hence,
these three aspects (external shocks, internal shocks, coalitions and policyoriented learning) will be described in each subsection dedicated to three cases
under consideration: the UK, Germany and Russia.

Section I. Internal Social Factors: The Case of the United
Kingdom
Data retention norms in the UK have underwent latest changes in 2016 with the
alterations made by the Investigatory Powers Act (IPA). One of the provisions of
the law was that communication service providers (CSP) have to retain and store
metadata on their users for 12 months. Such information includes the fact of the
occurrence of the communication and its type (calls, messages), addresses and
names of the sender and recipient, time and duration of the calls, location of the
system browser and search histories with the list of the visited sites (as the law
extends to the Internet providers as well). Moreover, the competent authorities
(intelligence units, police etc.) got the opportunity to request the CST to provide
them with this information (without the warrant197) and also with the decryption
keys to the messages.
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warrant issued by the Secretary of State which have to be also approved by Judicial
Commissioners (auth.)
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This act extended and replaced the provisions of the Data Retention and
Investigatory Powers Act 2014 (DRIPA) which created the basis for mass data
storage (Internet activities and phone records) and provided special services with
the access to the personalized users’ information198. In turn, RIPA was
introduced as the reciprocal measures to the Directive 2006/24/EC of the
European Parliament and of the Council of the European Union (passed on 15
March 2006). The Directive proclaimed the necessity to store the
telecommunication data, including the data produced in the Internet, for no less
than 6 months and no more than 2 years with the possibility to provide competent
authorities with the information, though only in restricted cases199. Important is
that in February 2018, DRIPA was repealed by the UK Court of Appeal which
based its ruling on the European Court of Justice decree that stated that the act
counteracted the EU law200.
However, the data retention policy in the UK takes its roots from the 2001 when
the Anti-Terrorism Crime and Security Act (ATCSA) was introduced. The bill
included provision, according to which the Secretary of State could request
internet providers and telephone companies to retain the users’ data. That means
that the development of the data collection policy was gradual and that the recent
changes were made not in accordance with ‘out of the blue’ principle.

External Shocks: Public Opinion Shifts, Changes in Socioeconomic Conditions
Before going into details of discussing the shifts of the public opinion in the United
Kingdom regarding the fear of the citizens of terrorism (as the increased rate of
fear could have played the role of a ringing bell to the legislators that something
must be done), it should be noted that the available data is rather poor: the public
opinion polls on the matter in question were not conducted consistently by years.
Several polling organizations in the UK (such as Survation, ComRes, Ipsos
MORI, YouGov and Populus) were searched for the data on fear of terrorism.

Carey S. The Snoopers’ Charter. Informational Portal ‘Computer World’ [Electronic Resource].
– URL: https://www.computerworlduk.com/security/draft-investigatory-powers-bill-what-youneed-know-3629116/ (accessed: 05.05.2018).
198

199

Directive 2006/24/EC of European Parliament and of the Council of 15 March 2006 / Official
Journal of the European Union [Electronic Resource].
– URL: http://eurlex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32006L0024:EN:HTML
(accessed:
05.05.2018).
Evans H. The UK Court of Appeal Ruling and What’s Next for the Investigatory Powers Act.
Informational
Portal
‘Lawfare’
[Electronic
Resource].
–
URL:
https://www.lawfareblog.com/summary-uk-court-appeal-ruling-and-whats-next-investigatorypowers-act (accessed: 05.05.2018).
200

67

WP 2018-04

Working Papers
Centre for German and European Studies

According to the available information, the percentage of the population in UK
who found terrorism to be one of the most worrying issues has had some
fluctuations over the years: in 1997 only 21% were concerned about it with the
number raising to 42% in 2003 and decreasing to 33% in 2007201 (which is
questionable as 2007 has witnessed the 7/7 London bombings).
YouGov organization came to a conclusion that in the timeframe from 2010 till
2016 public perception towards the terrorist threat has increased with 25%
believing that the threat has raised during the last 5 years in 2010 and 74% having
the same belief in 2016202. Nevertheless, only 12% thought that the chance that
they or their relatives and friends could become victims of attacks is high whereas
55% considered that chance was low203.
Furthermore, in 2015 only 35% citizens were very worried of a terrorist attack
happening on the UK soil with 43% being quite worried204. Moreover, the concern
over terrorism in 2017 has reached its second highest level in 10 years, having
29% of population viewing it as being among the top 3 most important issues205.
What is also interesting is that even though that the country has been a target for
terrorist for the past years, concerns over National Health System and Brexit won
over terrorism, landing first two places with 53% and 41% accordingly206.
However, terrorism was put on the first place in the voting for the most important
security challenges in 2015, getting 51% of votes (illegal immigration having 20%
and financial crises 16%)207.
The retrieved estimations calculated by the Eurobarometer show that in 2011,
47% of the UK population thought that terrorism was the most important security
challenge for their country208. At the same year half of the population was consent
with the attempts of the country’s authority to deal with the trend with only 19%
thinking that something more should be done209. Interesting is that the latter
parameter stayed the same for 2015, with 50% of the citizens tending to agree
with the actions of the governmental institutions against terrorism, whereas 17%
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totally agreed and only 11% totally disagreed with that210. The same indicator
decreased in 2017 when only 43% were rather agreeing with what was being
done by the competent authorities to combat terrorism with the discontent number
of people rising (22% tended to disagree, that number in 2015 was 17%)211.
The United Kingdom has faced a serious change in 2016, when the majority of
the population voted leave on the national referendum of whether the country
should stay or leave the EU (which was later named Brexit). That event truly
shocked society on its core leaving serious consequences (making the Prime
Minister David Cameron resign being on top). Therefore, it is quite
understandable that Brexit (and further issues that it caused: how the process
would go, what would happen with the economy etc.) became a first concern that
occupied the minds of the people, outshining terrorism in this context.
Moreover, 2015 also faced a new social problem, creating a serious challenge
for Europe as the migrant crisis broke. The United Kingdom, being among the top
desirable destination countries for migrants, has had some difficulties with
regulating this issue. The total number of asylum seeker applications in 2015 was
less than 40 thousand, 38 370 to be exact, which comprised only 3,1% on the EU
scale (as in total there were 1 255 640 such applications in the EU in 2015)212.
Despite the fact that on the European level the UK has received a small number
of the applications, the whole situation could have raised the awareness of the
security services and the policy-makers, so that the migrant crisis could have
been a push factor for the anti-terrorist legislation to be developed further, and
the new act could have been adopted based on the preventive measures.
It is seen from the public opinion polls data that perception towards terrorism was
steadily rising in general: from 21% worrying about terrorism in 1997 to 35% very
worried and 43% quite worried in 2015. Furthermore, in the timeframe from 2010
till 2016 the percentage of the population thinking that the terrorist threat has
increased in last 5 yes has almost tripled from 25% to 74%. The number of people
who placed terrorism being the most significant security issue has also increased
though not dramatically: form 47% in 2011 to 51% in 2015. Regarding the
contentment of the people on the actions of authorities in the terrorist fight, it
should be noted that from 2011 till 2017 the percentage of the citizens who where
rather agreeing that what was being done was enough has fallen from 50% to
43%.
The implementation of the IPA has caused serious public outcry and intense
debates about the necessity of the proposed measures. Even before the bill
became an act there were solo protests against the measure: in the day of the
3rd reading, Green party Member of Parliament of the House of Lords Jenny

210

Europeans' attitudes towards security: UK. Eurobarometer. European Commission. 2015. P.

3.
211

Europeans' attitudes towards security: UK. Eurobarometer. European Commission. 2017. P.

3.
212

Migration crisis. Seventh report of session 2016-17. Home Affairs Committee. House of Lords.
2016. P. 3.

69

WP 2018-04

Working Papers
Centre for German and European Studies

Jones read out loud the quote by Edward Snowden, hoping to block the bill213.
After the passing of the act, the online petition was created that demanded the
bill to be revoked. The petition has acquired 212,743 signatures. However, no
debate was held and it was closed on 3 May 2017214.
Furthermore, right after the bill was enacted, the protest campaign ‘Blackout UK’
has been initiated. The main idea was to ban the access to the websites operating
in the country for the whole day (12 December) so that the public awareness
would be raised215. Human rights organizations also took part in the fight against
the Act with Liberty organization issuing a legal challenge via the application to
the High Court in February 2017216.

Internal Shocks: Overview of the Terrorist Threat
The United Kingdom has been dealing with the home-grown terrorism since
1970s, when the Irish Republican Army (IRA) was created. The organization
originated from the original IRA – a military group which has its roots from the
beginning of the XX century and was founded on the soil of the Ireland with an
aim to cease British government in the country217.
The timeframe between 1970 and 2000 was named The Troubles as during those
years the ethno-nationalist conflict between the loyalists and republicans was on
its rise218. The IRA was active since 1970 till 2011 and bears responsibility for
1,977 attacks and 1,152 people219.
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The Table 4 (see the Appendix) contains detailed information about the main
terror attacks committed in the country in the analyzed timeframe.
As it is derived from the Table 4, two main groups have posed a threat to the UK’s
safety in 2000-2017: the IRA and Islamist groups. If the IRA has outlived is active
phase, at least for now, the danger of the Islamist organizations is extremely high
at the moment. Paul Burke in his analysis of the counterterrorism situation in the
UK placed the Islamist terrorism as the number one threat for the country,
outlining the fact that foreign fighters pose a serious danger for the security as
around 800 British nationals have gone to Syria and received special training with
half of them returning back220. This opinion is shared by the Max Hill, the UK
official anti-terror legislation reviewer, who stated that the threat of attacks is ‘at
its highest level since the IRS’s bombing campaign on the mainland in the 1970s
due to emergence and activities of the ISIS’221.
However, as the latest changes to the data retention policy occurred in 2016, this
year and the period preceded to it should be examined. Having analyzed relevant
attacks, it can be concluded that since 2005 (with its infamous 7/7 London
bombings) the intensity of the acts of terrorism was not that high: 7 attacks, 2 of
which was failed attempts. Interestingly, that the density of such events intensified
in 2017, after the implementation of the legislation in question, as that year solely
has witnessed 5 attacks executed by the supporters of the IS.
Nevertheless, the threat of an act of terrorism happening on the British soil has
in fact increased. This statement is proven not only by the fact that the security
services evaluate the threat to be at its severe level but also by the fact that,
according to the available data, the number of the prevented attacks has also
been rising: for instance, there were 7 prevented attacks in 2015 with the number
going up to 9 in 2016222.

Parliament Coalitions Identification and Policy-Oriented Learning
In order for the bill to become a law in the United Kingdom it has to be approved
in the 3 readings by the both House of Parliament – House of Commons and
House of Lords. The bill can be initiated in either House, at the first reading the
bill is presented and at the second one the discussion starts. Then there is a
committee stage, where the amendments are introduced and voted on and a
report with the changes is issued. Further step is the 3rd reading when Members
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of Parliament (MP) discuss the issue and vote on its final version. The crucial
condition for a bill to be transformed to an act is that two Houses have to agree
on its final version.
The Investigatory Powers Bill discussions were initiated in November 2015 when
the draft of the future law was introduced for the pre-legislative scrutiny, and the
1st reading took place on 1 March 2016 in the House of Commons when it was
presented by Secretary Theresa May, Prime Minister, Secretary Philip
Hammond, Secretary Michael Fallon, Secretary David Mundell, Secretary
Theresa Villiers, the Attorney General, Robert Buckland and Mr. John Hayes223.
The need for the further legislation development was explained by the fact that
the better data retention policy is needed and the oversight policy must be
strengthened, according to the reports submitted by independent terrorist
legislation reviewer, Royal United Services Institute and the Intelligence and
Security Committee of Parliament224.
During the discussion of the bill in the House of Commons there have been 16
sittings (conducted in general in 8 days as there were 2 sittings per day) of the
specially created Public Bill Committee in the timeframe from 24 March 2016 till
3 May 2016. The committee consisted of the MPs and several actors took part in
the debates (59 in total: independent reviewer of terrorism legislation,
representative of the Liberty HR organization, members of the International
Institute of Strategic Studies and National Crime Agency etc.). Only the main
information will be outlined in this section.
There were several types of debate parliamentary sittings: during the first two,
the MPs were discussing the bill with the anti-terrorist legation experts and former
intelligence officials, members of human rights organization, IT experts,
representatives of the specialized governmental bodies, judges, members of the
NGOs etc. in the questions-answers format. Other discussions were held only
with MPs taking part in them where certain provisions of the bill were amended
and voted on.
The most significant questions that were debated during the sittings are general
justification of the proposed measures and their necessity, definition of the
internet connection records (ICR), insurance of the privacy concerns, lawful
usage of the norms and the penalties if they are applied unlawfully, the expenses
of the implementation of the bill, compliance of the law with the EU norms and
European Convention on Human Rights.
The bill was passed in the House of Commons during its 3rd reading on 7 June
2016 (the latest amendments was brought about in the report produced by the
House and concerned the issue of unlawful exercise of the investigatory powers

223

Investigatory Powers Act. 1st reading. House of Commons. Parliament UK [Electronic
Resource].
–
URL:
https://publications.parliament.uk/pa/cm201516/cmhansrd/cm160301/debtext/1603010001.htm#16030138000007 (accessed: 14.05.2018).
224

Investigatory powers bill: Government response to pre-legislative scrutiny. Parliament UK.
March 2016. P. 9.

72

WP 2018-04

Working Papers
Centre for German and European Studies

and the punishment for such abuses of power225). The next day, on 8 June 2016,
the bill entered the House of Lords and was read out loud in the 1st reading. The
second approval stage of the bill via the House of Lords began on 8 June 2016
and lasted till 31 October 2016 during which there were 6 committee sittings (from
11 July until 12 September 2016). At that stage the specialized committee was
also created and the debates were held. However, in the debates of the House
of Lords only the committee was discussing the bill with experts and members of
the interest and public groups being excluded.
During the committee debates in the House of Lords the following questions were
mainly discussed: too much private information would be stored and the bill is too
intrusive on the individual freedoms, needlessness and disproportionality of the
data to be retained, possibility of hacking the stored data as it possessing it is
vulnerable, expensiveness of the processing of the bulk data, an issue with the
legal professional privilege (the medical info or the content of the messages and
calls between an individual and his/her attorney which would also be stored),
predictable outrageous attitude towards the bill by the public when they found out
about it; several additions were also agreed upon (f. e. restrictions in elation to
Internet connection records, additional restrictions on grant of authorities,
authorization to obtain data from an ICR226).
Having read and analyzed the parliamentary sittings in the two Houses of the UK
Parliament regarding the Investigatory Powers Bill, several conclusions can be
drawn. Firstly, the debates over the new legislation were very intense and
included different competent actors who should have a say in the matter in
question. The committee included the possible actors in the hearings so that the
members of the committee could get the full picture on the changes if the bill was
to become a law.
Secondly, the committee consisted of around 19 MPs who were not only the
representatives of the both Conservative and Labor parties’ members but also
representatives of the different regions of the country House of Commons. The
diversity of the committee is also proven by the fact that only two initiators of the
bill were included in it (Minister for Security Hayes and Solicitor General
Buckland) which resulted in the various arguments posed by the members during
the Q-A sessions and further discussions. The number of the committee
participants from the House of Lords was about 20. Therefore, the identification
of the coalitions was a rather difficult task as there were too many actors taking
art in the debate. After the analysis of the transcripts, two coalitions can be
established: coalition Pro (IT specialists, independent reviewer of terrorism
legislation, representatives of Security Services, including former officials and
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members of the both committees) and coalition Contra (human rights
organization representatives, members of the UK NGOs that are concerned
about mass surveillance, members of the both committees).
Finally, it is seen from the transcripts that a lot of competent authorities were
involved in the development of the bill as they took part in the discussions.
Moreover, it is seen that the critics and recommendations produced by the
independent legislation reviewer were also considered and the alterations to the
bill were made, according to them, as it was specifically underlined by the
speakers227.
Concerning the procession and implementation of the relevant information by the
committees (both Lords and Commons), it is seen that during their sittings the
committees were very attentive to that aspect as such discussions were held and
taken into account. For example, some of the members of the committees were
concerned with the previous unsuccessful experience of Denmark that had to put
its proposed provisions regarding the data retention policy on hold as the creation
of the databases was too expensive for the telecommunication companies. The
concerns were raised about the same situation happening in the UK228. Moreover,
the House of Lords on one of its debates emphasized that in Danish experience
there was no use for police in tracking down criminals using the data retention
measures229.
Though there were some evidence of the policy-oriented learning processes from
the other policy fields in the UK criminal practice: for example during several
debates (Houses of Commons and Lords), the point by the committees was made
that the retention of the data (through Internet connection records) was
successfully used to identify child abusers in the Net and prevent them from
committing crimes, therefore making it a good practice of fighting pedophiles 230.
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Discussion of Results: The Case of the United Kingdom
The examination of the social factors in the United Kingdom which could have led
to the anti-terrorist legislation development on implementation of the new data
retention policy has shown that there were no major preconditions for that to
happen. There were no significant and resonant terror attacks in the years
preceding the enactment of the Investigatory Powers Act. Moreover, the sudden
wave of the acts of terrorism in the UK territory broke in 2017, after the bill became
a law. The analysis of the data on the public opinion polls on the fear of the UK
citizens of the terrorist threat shows that the percentage of the people who were
worried about terrorism has doubled from 1997 till 2015 from 21% to 43%. The
number of people who thought that the terrorist threat has increased has also
raised from 25% in 2010 to 74% in 2016. That indicator could have played a role
in the counter-terrorist legislation development as it could have been interpreted
by the legislators as a call for action. However, during the parliamentary hearings
of the bill that aspect was not specifically mentioned in both Houses (Commons
and Lords). Furthermore, the percentage of the population who was agreeing with
the government on the undertaken anti-terrorist measures decreased in 2017
being only 43% (in 2015 it was 7 points higher). Though the limitation here is that
the public polls were not conducted continuously and were collected by different
organizations which had their own methods of conducting and assessing the
results.
However, the people also got the opportunity to make their opinion about the data
retention policy loud and clear as there were protests and petitions to revoke the
Act. All this supports the idea that people were not particularly happy with the
policy in question.
Concerning the emergence of the new social problems, it must be mentioned that
the UK has faced two challenges lately: the migrant crisis which peaked in 2015
and the referendum on whether to stay or leave the EU in 2016. The
consequences of the former were that the country had to take around 40 000
refugees, which however, was not such a striking number as it accounts only for
3.1% on the general European scale. The later resulted in the infamous Brexit
which also meant the occurrence of the additional problems for the new
government. The outcomes of the Brexit forced the policy-makers to address
more pressing issues at that moment (development of the plan of how the UK
would leave and on which conditions, how to regulate the issue of the EU
employees in the United Kingdom and vice versa etc.). However, the migrant
crisis could have caused the legislation to be altered based on the preventive
logic of the laws.
The analysis of the passing of the bill in the British Parliament shows that not only
the proposal was met by the intense debates but also that the participants in the
debates included the variety of actors. That allowed the legislators to get the full
picture on what the implementation of the bill would mean for the UK society,
what are the drawbacks and benefits it would have. Therefore, the Pro and Contra
coalitions consisted of well-informed experts that were given a chance to voice
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their opinions on the matter. Moreover, the transcripts of the sittings indicate that
the recommendations of the experts were indeed taken seriously and that the bill
was amended in accordance to them.
What is striking about the parliamentary debates on the anti-terrorist measures in
general and the data retention policy in particular is that the UK legislators tended
to draw parallels between the child abuse related crimes and terrorist ones in a
way that the legislators saw the preventive mechanisms similarly. Members of
the both Houses of Parliament discussed the issue viewing it from the same
angle: previous experience of the UK showed that data retention has helped the
law-enforcement authorities to catch the perpetrators and prevent them from
committing a sexual crime against a minor which meant that the same scenario
is rather likely with terrorist related crimes because if the authorities have the
power to monitor the communication produced by the criminal or a suspect, the
chances that he or she will be caught before the crime happens is much higher
(during the House of Commons debate the representative of the National society
for the prevention of cruelty against children (NSPCC) was questioned on the
matter).
Important is that such approach can be traced in the legislation itself. In the
second chapter where the overview of the anti-terrorist legislation development
was presented, such measures as the creation of the notification system with
registry and placing restrictions on the movements of the suspect or offender so
that the authorities could monitor the person (from 10 to 30 years) were
prescribed in the laws (Counter-Terrorism Act 2008 and Terrorism Prevention
and Investigation Measures Act 2011 respectively). The British laws regarding
the sexual offences against minors have similar provisions: for example, the Sex
Offenders Act 1997 (chapter 51, part 1)231 obliges the criminal to register him or
herself in the police after he or she has served the time in prison, whereas Sexual
Offences Act 2003 (part 2)232 states that a perpetrator must submit certain data
to the police after he or she is out of the places of deprivation of liberty in order
for the notification system to be created (the information includes date of birth,
insurance number, home address, passport info etc.).
That hints at the possibility of occurrence of the policy-oriented learning from the
one policy field to another as undoubtedly, the arguments during the debates and
the existing legislation attest to that.
Therefore, that factor (continuing aftermath of the migrant crisis), as well as the
increased level of terrorist threat, could have led to the legislation development
and alterations of the data retention policy in the UK. However, the number of
attacks prior to the enactment of the act did not intensified and there were no
major shifts in the public opinion polls regarding the fear of terrorism. That means
that the explanation should be found in the changes of the socio-economic
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conditions, in the migrant crisis to be more exact. And the fact that the draft of the
bill was firstly introduced to the pre-legislative scrutiny in November 2015, right in
the middle of the migrant crisis outbreak, supports that conclusion.

Section II. Internal Social Factors: The Case of Germany
The inception of the policy aimed at data retention in the Federal Republic of
Germany was acknowledged with the implementation of the Anti-Terror Database
Act 2006 which provided the security services and the police with the right to store
the data of the terrorist suspects (real evidence must be in place). According to
the law, two types of data should be stored: basic (name, address, place of birth
etc.) and extended (telecommunication connections, e-mail addresses, bank info,
possession of vehicles etc.).
The major change in the data retention policy in Germany happened in 2008
when the specialized act (Vorratsdatenspeicherungsgesetz) was passed,
according to which the information on telephone, e-mail, internet usage and
mobile device location had to be stored for 6 months by the communication
providers. The security services had the opportunity to require the access to the
information. The law was a response for the Directive 2006/24/EC of the
European Parliament and of the Council of the European Union passed on 15
March 2006. The ruling of the Federal Constitutional Court in 2010 cancelled the
law, stating that it was unconstitutional and demanded the stored data to be
deleted immediately. Then the law was reinstated in 2015 with some alterations
(e-mails were excluded), ordering the telecommunication organizations to retain
and keep the user’s data for 4 weeks (location data of the participants of mobile
phone connections and mobile internet usage) and 10 weeks (phone numbers,
duration and time of the calls, sending and receiving time of all SMS, IP
addresses and the time and duration of the Internet use). The act had to go into
force on 1 July 2017, however, on 28 June 2017 the Higher Administrative Court
of North Rhine-Westphalia (located in Cologne) ruled the act out stating that the
policy was uncompliant with the EU law. This ruling was a result of a motion by
the German communication company (Spacenet) to the Court. The verdict is still
in its pending phase, and practically nothing has happened since then as no
hearings took place. That means that as of May 2018 the legal obligation to retain
the data prescribed by 2015 law in Germany is not in force233.
The latest legislation development in the field of the data retention, which is the
subject of the analysis, happened in 2016 when the Act to Improve Anti-Terror
Information Exchange in the Fight against International Terrorism was adopted.
The law amended several acts, including the Telecommunication Act which
required telecommunication companies (carriers and Internet providers) to store
the personal information (numbers and other connection identifiers, names,
addresses, dates of birth) of a customer in order to sign a phone contract. The
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law required to store this data even if such data was not needed for operational
purposes. The information must be kept until the termination of the contractual
relationship at the end of the calendar year and can be deleted then. The carries
must create a database to keep the information and were not reimbursed for their
expenses. Moreover, the telephone communication providers must give the
stored data to the security services upon request. The law also demands the ID
checking (passports or any other valid official IDs, residence permits and
documents stating the arrival date for the non-residents) before selling of the prepaid phones.

External Shocks: Public Opinion Shifts, Changes in Socioeconomic Conditions
Unlike the case of the United Kingdom, public opinion polls in Germany regarding
the fear of the population of terrorist threat have been conducted year by year
from 1996. The latest year that was researched is 2017. Below is the Table 1 that
shows the progression of the fright of terrorism percentage of German citizens
since 2006 (10 years before the policy in question was enacted). The survey was
produced by the R+V Versicherung Foundation234.
Table 1. Fear of terrorism in Germany from 2006 till 2017
Year

Percentage

2017

71

2016

73

2015

52

2014

39

2013

43

2012

39

2011

50

2010

53

2009

46

2008

41

2007

50

2006

41
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Interesting is that the same research provides evidence, according to which
terrorism is a top concern for Germans, irrelevant to the age of the respondents:
60% placed it on top in the age group from 14 to 19 years, 70% in the age group
from 20 to 39 years, 72% in the age group from 40 to 59 years and 71% in the
age group from 70 years235.
According to the estimations conducted by the Eurobarometer, 46% of the
population tended to agree with what was being done with the terrorist threat on
the governmental level in 2011, with 22% tending to disagree. At that year, 20%
were totally content with the state and only 5% were totally unhappy with that236.
In 2015, the amount of people who were rather agreeing with the authorities
decreased by 3 points, leaving 43%. On the contrary, the number of the
disagreeing people increased by 2 points, making it 24%. Some changes
occurred also with the totally agreeing and disagreeing people, making it 19%
and 10% respectively237.
In 2017 the number of people who were rather content with the governmental
measures fell by 6 points with only 37% tending to agree with the state. The
percentage of the people who were tending to disagree, on the other hand, raised
by 6 points, making it 30%. There were no fluctuations in the group who were
totally agreeing from 2015 (19%), however, the number of totally disagreeing
people became 2 points higher, making it 12%238.
Despite the rising awareness in the public of the terrorist threat, the adoption of
the new anti-terrorist law did not calm the people down but rather had quite an
opposite effect: right on the day of the enactment of the act (8 July 2016) there
were multiple protests in front of the Bundesrat (the Federal Council) and the
Bundestag. Protestants proclaimed the new anti-terrorist package to be a
‘placebo for the fight against terrorism whereas having fatal consequences on the
civil liberties’239. Moreover, they underlined that such a crucial governmental
decision cannot be made in such a short period of time and must be discussed
further (the first reading of the bill took place on 9 June 2016, being introduced
two days prior).
However, the number of the people who were afraid of a terrorist threat almost
doubled in 10 years with 2016 experiencing the peak of the fear. What is also
important is that the fear rate raised dramatically in just a year: from 2015 to 2016
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being 52% and 73% respectively. The reasons for such sudden increase can
probably be found in the events preceding 2015 which is the outbreak of the war
in the Middle East which resulted in the migrant crisis in Europe.
In comparison to the other European countries, Germany has suffered the most
from that crisis as the country has experienced the biggest influx of migrants
among the EU states: in that year alone (2015-2016), Germany has welcomed at
least 890 000 refugees which was a result of the open door policy proclaimed by
the Chancellor Angela Merkel at the end of the summer 2015240. There were a
lot of debates on whether Chancellor has made a right call or not but the majority
of Germans (82%) felt that the reboot of the migrant policy was highly needed
with only 15% agreeing with Merkel and wanting her to continue, according to a
survey conducted by ‘Der Spiegel’ in 2016241. Dissatisfaction of the people was
also expressed by the increased cases of the attacks on the refugee homes
happening all over the country.
The failure of the open door policy has impacted the outcomes of the regional
parliament elections in Germany, taking place in 2016, as the AfD party
(Alternative for Germany) managed not only to win the seats in the Eastern and
Western German regional parliaments but also to gain victory in Berlin, getting
14% of votes242. The AfD is a controversial party known for its radical views on
the German political course in general and opposing the asylum seeker policy in
particular. Moreover, Merkel has publicly admitted her policy fiasco after her party
was defeated in Berlin state elections, stating that if it were possible and if she
new the attitude of the people, she would have handled the situation differently243.

Internal Shocks: Overview of the Terrorist Threat
The Federal Republic of Germany’s experience with battling terrorism has its
roots in 1960s when the student protests caused the creation of left-wing groups
which started to pose serious threats to the wellbeing of the society244. Those
groups included the Red Army Fraction (Rote Armee Fraktion, RAF) and the
Revolutionary Cells (Revolutionäre Zellen, RZ). The former was based in West
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Germany and were active between 1970 and 1998. They saw themselves as
‘communist, anti-imperialist ‘urban guerilla’ group engaged in armed resistance
against the fascist German state245’. Their responsibility for killing 34 people,
orchestrating bomb attacks, arsons and kidnapping was proven.
The latter, the RZ, committed their crimes between 1973 and 1995 and are
thought to have prepared nearly 300 attacks (mainly, bombs and arsons)246. After
the reunification of Germany, the RZ slowly started to fade away. The
organization is best known for hijacking an AirFrance plane in 1976.
Between 2000 and 2006, the new actor in the home-grown terrorism came into
play – the National Social Underground (Nazionalsozialistische Untergrund,
NSU), a right-wing group. Their attacks were racially motivated and even called
the ‘Döner’ or ‘Bosphorus serial murders’ as they have committed 10
assassinations of Greeks and Turks and are suspected of 14 bank robberies and
bombings247.
Table 5 summarizes the main information on the acts of terrorism committed on
the German soil since 2000 (see the Appendix). As it is seen from the Table,
Germany started to face the threat of international terrorism since 2016, when 6
attacks committed by the supporters of the ISIS happened. Important is that
before the bill was enacted (8 July 2016), there were two acts of terrorism in
February and May 2016, followed by 3 attacks in July alone. That proves that the
terrorist threat intensified indeed and that these acts could have pushed the
further anti-terrorist legislation development.
Before 2016 there only have been several NSU attacks. After having analyzed
the terrorist situation in Germany, Paul Burke and Jonas Feltes concluded that
now German society is facing a one major threat – attacks performed by lone
operators fueled by or affiliated with ISIL248. Furthermore, German security
services should track not only Middle East refugees but also radicalized German
nationals, as there have been cases when German citizens went to Syria to
receive a terrorist training and then came back249.
Another important aspect of the evaluation of the terrorist threat is the data on
the prevented terrorist attacks. According to the statement made by Holger
Münch in 2016 (the President of the Federal Criminal Police) there have been 11
attempted attacks in Germany that were successfully prevented in the last 15
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years250. Although the number may not seem so critical, Münch established that
at that moment there were 470 endangered people in Germany alone who were
on the terrorist watchlist. Therefore, the risk of the attacks continued to be very
high251.

Parliament Coalitions Identification and Policy-Oriented Learning
The following section examines how the act was discussed in the German
parliament, the Bundestag, and whether there were coalitions that battled with
each other in order for the bill to be enacted. Before the discussion, it seems
necessary to give a brief overview on the German legislative procedure in
general. As it was mentioned earlier, the bill is being debated in the Bundestag
after it was introduced either by the members of the parliamentary groups of the
Bundestag or by the Federal Government or the Bundesrat (Federal Council).
The legislative procedure of the passing of the bill in the Bundestag includes 3
readings: after the first one the competent committee(s) that will be responsible
for the bill are assigned and sometimes the debates happen at this stage as well.
The committees can ask the experts and members of the interest groups to take
part in the public hearings that could be held at that stage. The second reading
includes a debate and a voting for the bill (separately by provisions or altogether).
Third reading may include a debate but only if a parliamentary group or the
members of the parliament (min. 5%) have requested it. The final vote on the bill
concludes the 3rd reading. When a bill got the majority, it is passed to the
Bundesrat for its content. The final stage is the signing of an act by the
Chancellor, competent federal minister and the Federal President after which the
act is printed in the Federal Law Gazette252.
The bill to Improve Anti-Terror Information Exchange in the Fight against
International Terrorism was initiated on 7 June 2016 by the members of
Bundestag and was a collaboration between the CDU/CSU fraction (Christian
Democratic Union and Christian Social Union) and SPD (Social Democratic
Party) fraction. It is important to remember that the bill amended several acts and
one of the main aims was to provide a legal basis for the mutual cooperation
between German and intelligence services of other states (as previously German
laws lacked such provisions). That is why the grounding of the new law was
centered mainly on these provisions as it stated that the recent attacks (Paris
2015 and Brussels 2016) proved the necessity for better cooperation among the
competent authorities. Moreover, the document emphasized that mutual
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cooperation can provide better ability for fighting illegal migration, including the
human smuggling which in most cases is a dangerous and highly risky
procedure253.
The explanatory part that elaborated on the amendments to the
Telecommunication act underlined the absence of the obligation to verify the data
during the commencement of a telecommunication contract in the German law
which resulted in the messiness and falseness of the data that the companies
collected on their own. That could have negative and even dangerous
implications for the German citizens as the criminals took advantage of this
situation and provided the false information in the first place which meant that
innocent people were sometimes investigated for the crimes they did not commit.
The demand for the carriers to store the data was explained by the fact that such
information could be used as a starting point by the competent authorities when
they have to investigate a case254.
The first reading of the bill was accompanied by the debate where 15 members
of parliament (from different coalitions and parties) took part in. Basically there
were two opposing groups: the CDU/ CSU and SPD fractions who were
presenting the bill and underlining its benefits and necessity and Alliance 90/The
Greens and the Left party members who were questioning the provisions. The
former were represented by Thomas de Maiziere (Minister of the Interior), Uli
Groetsch, Susanne Mittag, Karl-Heinz Brunner (SPD), Stephan Mayer, Clemens
Binninger, Wolfgang Bosbach (CDU/CSU), whereas the latter were presented by
Konstantin von Notz, Irene Mihalic, Hans-Christian Stroebele (Alliance 90/The
Greens) and Frank Tempel (the Left).
Mainly, the Pro-coalition argued that the prevention is the most successful
measure in the fight against terrorism and that telecommunication companies
should make a contribution and help the authorities to conduct investigations,
eliminating the existing lawless space and setting a good example for other
European countries. The latter argument was posed in relation to the situation
when inaccurate, unverified data stepped in the way of the work of the security
services and the police, making investigations impossible to proceed with as
when the authorities traced a suspect and wanted to unravel his or her identity,
address etc. they faced a problem that the number they were tracing was
registered on some fake name. So that the problem was that there was
knowledge but it was not sufficient enough to work with. Moreover, some
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legislators underlined that the initiative to oblige the carriers to verify and store
the data were being discussed for quite a long time now (Susanne Mittag, Uli
Groetsch, Karl-Heinz Brunner (SPD), Clemens Binninger (CDU/CSU))255.
The reasons used by the Contra-coalition were centered on the fact that collecting
data and ID checking are the tools of mass surveillance and intervention of the
state to the private life of citizens. Furthermore, terrorists are mostly grown in
Europe and it is quite rarely that they happen to be refugees (Frank Tempel, the
Left)256. The Alliance 90/ The Greens supported the Left party and accused the
law of being too far-reaching and even boundless (Irene Mihalic)257.
After the 1st reading several committees were assigned to the bill: Committee on
Internal Affairs (responsible), Digital Agenda Committee, Committee on
European Union Affairs, Committee on Legal Affairs and Consumer Protection,
Committee on Economic and Energy Affairs and Foreign Affairs Committee. Also
the amendments to the Telecommunication act were changed as the transitional
period for the implementation of the ID verification obligation (for the telephone
operators) was reduced from 18 to 12 months.
Few days after the first reading, on 22 June 2016, the Committee on Internal
Affairs published its report on the draft of the bill where it was stated that the bill
was passed in all the committees during their voting with the CDU/CSU and SPD
outweighed the votes of the opposition (the Left). What is important here is that
the fraction Alliance 90/The Greens was on board with the Pro-coalition (under
the condition that the draft would be amended). The report also justified the
amendments in question as it underlined that the existing regulation of the matter
was inconsistent with the EU law and that the new provisions would allow the
security services to do their job effectively258. However, it contained the statement
by the Left party which emphasized that the new regulation regarding the prepaid phones would not improve the situation drastically as it is still possible to by
the SIM cards without any ID verification in the most EU countries259.
The 2nd and the 3rd readings took place on 24 June 2016. During the debate that
accompanied the readings, 9 members of German parliament took part in the
discussion. The arguments used by the speakers mostly resembled the ones that
were voiced during the first discussion, therefore they will not be repeated once
more. However, what is worth mentioning is that in his speech Ulli Groetsch
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(SPD) underlined that the time given to the telecommunication companies is
enough to adapt their staff for the proper conduct of the ID validation process and
to create the data storages260.
Another point that must be specified is that after the first reading the responsible
committee has hold a public hearing regarding the draft of the bill. The hearing
took place on 20 June 2016 and 6 experts were invited to participate in it:
Johannes Caspar, Hamburg Commissioner for data protection and freedom of
information; Hans-Georg Maaßen, President of the Federal Office for the
Protection of the Constitution; Holger Münch, President of the Federal Police;
Frederik Roggan, Professor in the College of police of the state of Brandenburg;
Dieter Romann, President of the Federal Police Presidium; and Andrea Voßhoff,
Federal Commissioner for data protection and freedom of information.
The new amendments to the telecommunication act were evaluated
controversially by the experts. Maaßen predicted the measure to be very
successful and helpful in the fight against terrorism261. His opinion was shared by
the President of the Federal Police, Holger Münch262. However, other experts
were not so optimistic. Voßhoff underlined that the bill not only created a new
responsibility for the telecommunication companies but also obliged them to
create a database where the huge amount of sensitive information would be kept
but whether that data would be indeed used is impossible to predict at the time
of its collection which questions the initial grounding. Thus, she suggested the
provision to be cut out of the final version of the bill263. Caspar was not so radical
in his views and acknowledged the need for the better tools for terrorism battle,
including the telecommunication sphere. He specifically outlined that the new
provisions would comply with the German legislation, quoting the ruling of the
Constitutional Court from 24 January 2012 (2-1BVR12990/05). Nevertheless, he
raised an issue of the balance between the state security on the one hand and
infringing upon individual rights and conducing mass surveillance on the other
hand264.
Furthermore, some interest groups and organizations submitted their written
evidence on the matter, supplementing the public hearing. For example, the
representatives from the National Council for the Compatibility of Legislation with
the Basic Law (German – Nationaler Normenkontrollrat) have stated that the new
provisions concerning the obligation to store and verify the data would be
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extremely costly for the telecommunication providers: it was estimated that the
companies would have to spend at least 3 million euros a year as the verification
process as well as the information databases require special equipment265.
The Bitkom, which represents more than 2,300 companies in the digital economy,
also submitted a written statement. One of the strongest arguments of Bitkom
was that prepaid card are often bought for the use of the third parties which makes
the identification process useless as the ID of the real user will not be disclosed.
Moreover, the effectiveness of the measure is doubtful and would only bring a
slight security improvement as other EU countries do not have such regulations
and the SIM cards can be easily purchased there. Also there are ways to preserve
one’s anonymity (in the Internet based services) which, considering the fact that
the WLAN connections are free, would have no effect on the terrorism fight. The
costs that would follow from the new regulations would result in the declines in
domestic sales in favor of the international competitors. Bitkom also underlined
that the adaptation period is too short and must be at least 18 months266.
Another letter was penned by the trade associations HDE (Handelsverband
Deutschland) and PVD (Prepaid Verband Deutschland). The report also
questioned the ability of the verification process to decrease terrorist threat as
there are ways to evade the regulation (by presenting fake passports or
communicating via special programs such as Skype which do not require to
present the ID upon registration). Also they stated that it is almost impossible to
collect the data on the frequent SIM cards points of sale (which is discount,
grocery stores, gas stations, kiosks etc.)267. Another company, Vatm
(Wettbewerb Verbindet), which functions in the telecommunication industry, has
also submitted a report where the inevitable rise of costs for both (companies and
customers) was predicted and inability of the new norms to be implemented in
less than 18 months was emphasized268.
Important is that even though the new provisions of the proposed bill were met
with critic from the experts and the interest groups, it was not taken seriously by
the legislators as they did not change the relevant provisions and did not discuss
the outcomes of the hearing during the debates followed by the second reading
of the bill.
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The bill was adopted in the 2nd and 3rd readings on 24 June 2016 and, having
received all the necessary signatures, entered into force on 8 July 2016.

Discussion of Results: The Case of Germany
After the analysis of the latest development of the data retention policy in
Germany it is seen that the novelty was introduced and implemented in a rather
short period of time which raised a lot of concerns not only from the side of the
public but also from the opposing parties. However, the legal procedure was
abided by and the bill became a law. The specificity of the German parliament is
that it consists of different coalitions with one holding the majority (the Great
Coalition, CDU/CSU and SPD) and others party groups trying to oppose it.
The further development of the anti-terrorist legislation was introduced by the
members of the Great Coalition whose main argument regarding the regulation
in question was that the ID verification process and data storage by the
telecommunication providers would improve the work of the security services
immensely and prevent the faulty investigations organized towards the innocent
people on the basis of the incorrect information provided by the users at the
moment of making a telecommunication contract. The Contra-coalition, which
was mostly represented by the members of the Left party argued that the bill was
too far-reaching, created a new precedent of mass surveillance and infringement
upon the individual rights and had not much to do with real terrorist battle.
Although the members of the Alliance 90/The Greens also questioned the bill and
agreed with the Left, they ended up supporting the regulations (at the stage of
the voting).
The analysis of the public hearings and parliamentary debates showed that there
were no conscious attempts of the legislators to make the policy-oriented learning
of the data retention regulations neither from other policy fields nor from the
experiences of other states. Moreover, German parliamentarians specifically
underlined that the example set by Germany (to verify the ID before selling a SIM
card) can have a positive effect on other European states which would see how
effective the measure would be and would introduce it themselves. Important is
that during the public hearing debates German legislators invited experts from
different spheres, including the interest groups, however, the remarks and
recommendations given to them were not taken into account while the
amendments were still possible: members of all the organizations that submitted
their written evidence, including some experts, advised against the new
telecommunication provisions, stating that the ID validation is too expensive
which would have negative effects on the economy and making it clear that the
transition process is impossible in less than 18 months. Nevertheless, no actions
were taken and the transition time was still reduced from 18 to 12 months.
Despite having contradictions about the bill, all the members of the discussion
(including experts) agreed with the fact that terrorism is a serious issue, that the
threat is rising all over the Europe and that the means to battle it should be
improved. That corresponds to the fact that the chances of the terrorist attacks
happening in Germany were in fact increasing, according to the estimations of
the Federal Police. Moreover, significant shifts in public opinion over the
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perception of terrorism in the years preceding the anti-terrorist legislation
development showed that the public was extremely concerned and worried about
the matter: the level of the fear raised dramatically from 2006 to 2016 from 41%
to 73% respectively with the drastic increase in just one year (2015 – 52%). 2015
has posed another crucial problem for the German society as it was the year that
brought around 1 million refugees from the war in Syria.
All mentioned above shows that the external and internal factors did play a
significant role in the anti-terrorist legislation development, meaning that public
opinion shifts, socio-economic conditions and intensified terrorist threat did in fact
cause the alterations of the counter-terrorist laws. The amendments to the
telecommunication act were among other measures proposed by the new
package. Providing the fact that the provisions regarding the ID verification
specified the documents that are to be presented for the German citizens (official
ID) and non-residents (official ID, residence permit documents, lists of arrival
etc.), it can be derived that these regulations were included into the anti-terrorist
package deliberately as an aftermath of the migrant crisis (after the huge influx
of refugees from the Middle East arrived to Germany).
Therefore, the dominant coalition enacted the bill due to the internal social factors
which are public opinion shifts, socio-economic conditions, and intensified
terrorist threat.

Section III. Internal Social Factors: The Case of Russia
Unlike the cases of the UK and Germany, Russian data retention policy has been
initiated in 2016 when the Federal Law N374-FZ on ‘Amendments on the Federal
Law on countering terrorism and certain laws of the Russian Federation with
regard to the establishment of additional measures to counter terrorism and
ensure public security’ was issued on 6 July the same year. Important to note is
that the law was introduced to the consideration by the State Duma on 7 April
2016, which means that the bill became a law extremely fast, it took only 3 months
for the bill to get the consideration in 3 readings by the members of the State
Duma, get accepted by the Federation Council of the Russian Federation and get
the presidential assent.
This bill amended the laws on ‘Communication’ and ‘Information, information
technologies and information security’ requiring the telecommunication
companies as well as Internet providers to retain and store all the data on the
activities of their clients for 3 years. The stored data includes text and voice
messages, sent pictures and videos and the information on sender and receiver.
However, the content of the messages must be kept intact for 6 months, with the
given possibility to the Federal Security Service (FSB) to request the access to
the data without any authorized warrants. In addition, FSB was granted the right
to obtain the decryption tools for the content to be made readable given to the
service by the companies voluntarily.
The law caused a big controversy in the Russian society and in January 2018
Russian Government accepted the criticism posed to it and decided to mitigate
some of the provisions: the speculations state that instead of 3 years that the data
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has to be kept, the amount of time for the storage will be reduced to 1 month269.
However, no legal action was taken and the law was not changed (as of for May
2018) and the provisions in question have to come into force on 1 July 2018.

External Shocks: Public Opinion Shifts, Changes in Socioeconomic Conditions
In order to see whether the implementation of the new law was initiated by the
growing public awareness and demand, the results of the public opinion polls
regarding the perception of terrorism and the fear of terrorist threat by the Russian
population will be presented and examined. The Table 2 below shows the
percentage of the Russians who were afraid of becoming a victims of terrorist
attacks (including the fear for their relatives) in the time frame of 10 years: from
2006 till 2016. The survey was conducted by Levada Center270.
Table 2. Perception towards terrorist threat by Russians from 2006 till 2016
Year/Response

Very afraid %

Rather Fear %

Not afraid at all %

March 2016

16

52

16

October 2015

14

44

18

September 2014

12

47

14

October 2013

20

51

9

September 2012

12

55

14

August 2011

22

51

9

July 2010

21

52

10

August 2009

19

49

12

November 2008

17

52

11

December 2007

18

49

12

August 2006

19

55

11
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It seems relevant to also present the results on the public opinion poll on the
ability of the authorities to defend the people from new acts of terrorism as it can
show whether new legislatives measures were popular among the citizens. The
data in the Table 3 was produced by Russian Public Opinion Research Center
(WCIOM) in August 2016, after the new law was adopted 271.
Table 3. The ability of Russian authorities to protect the population from new
terrorist attacks.
Year/Response

Definitely Yes

Rather Yes %

Rather No %

%

Definitely
No %

2016 (July)

21

45

21

7

2015

21

43

20

9

2014

16

52

20

3

2013

7

26

42

16

2012

8

42

32

11

2011

3

29

41

16

2010

5

32

38

15

2009

8

41

28

9

2008

16

50

19

2

2007

6

37

36

10

2006

7

33

39

12

It is seen from the Table 3 that reflects the fears of the Russian population that
generally the percentage of people who were rather afraid of the terrorist threat
varies from 44% (min. 2015) to 55% (max. 2006, 2012). Right before the
implementation of the policy the common fear was at rather high level as 52%
where afraid to become a victim of a terrorist attack. However, in the analyzed
timeframe there were no sudden rises or falls in statistics but the fact that in 7
years (out of 10) that indicator was more than a half, shows that the level of
concern in the Russian population is rather high than low which could have been
interpreted by the authorities as a call for action.
Unlike the percentage of fear in the population, the perception of the people on
the defense abilities of the authorities has suffered a major change: in 2013, 42%
of the population decided the governmental measures were not enough in the
fight against terrorism as they did not believe in the authorities’ abilities (the best
result for that parameter was in 2008 when only 19% were doubting the state).
That corresponds to the ‘rather yes’ column: it is seen that the opinion of the
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people varied dramatically – in 2013 only 26% felt that the government is fit for
protecting the people with this indicator doubling in the next year as in 2014 52%
were consent with the situation. It is interesting that July 2016 showed better
results than 2015 because the ‘rather yes’ percent increased by 2 points from 43
to 45 percent. That can mean that after the implementation of the anti-terrorist
package (incl. data retention policy) people felt that the authorities were better
equipped for the protection services. Though the increase was very small and
cannot be considered as defining in getting the public support.
As the policy was introduced and accepted in a rather short period of time, there
was no coalitional shifts as no State Duma elections were held at that time.
However, even if elections had taken place, the coalitional shift would have been
highly unlikely and United Russia would probably have had the majority of votes
(based on the previous experience as from 2003 the party holds the majority
position)272. Nevertheless, the proposed norms regarding the data retention
procedures caused a serious public outcry and intense debates which resulted in
protests and petitions against the law coming not only from the public but also
from the governmental offices.
In the expert opinion of the Council under the President of the Russian Federation
on the Development of Civil Society and Human Rights from 20 April 2016 the
mass data storage positions were designated, and it was noted that such policy
is an unprecedented attempt to infringe upon the privacy of the Russian citizens
and will be too costly to execute, notwithstanding the fact that the probability that
the stored data would be leaked or stolen is extremely high. Therefore, the
Council advised for the provisions to be eliminated from the final draft273.
Even after the passing of the bill, the debates were not over: on the next day after
the law got the Presidential assent, the petition to the President Vladimir Putin
was created on the platform Russian Public Initiative. The petition got more than
a hundred thousand votes274 but was declined by the expert group in January
2017. The similar petition was created on the platform Change.org with more than
631 thousand signatures275.
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On 26 July 2016, civil protests against the law (coordinated with the authorities)
were held in several cities: Novosibirsk, Ekaterinburg, Ufa, Kurgan and Kazan.
Uncoordinated meeting was held in St. Petersburg on that day and the protest in
Moscow were held on 9 August that year276.
On the 7 February 2017, a second expert opinion of the Council on the
development of civil society and human rights was issued, where the previous
concerns were reaffirmed and the state was advised to take the significant share
of the costs of the creation and service of the data storage. It was also noted that
these provisions restricted many constitutional rights and that they cannot be
considered to be adequate and balanced in the fight against terrorism277.
Concerning the occurrence of new social problems, it must be mentioned that
Russia has indeed faced a new challenge in the years preceding the
implementation of the new acts which was caused by the continuing war in the
Middle East. Unlike the cases of the UK and Germany, Russia did not suffer from
the influx of migrants that the war created, however, some Russian citizens have
travelled to Syria and Iraq in order to receive a terrorist training. For instance, at
the end of 2015, Ministry of the Interior and the Federal Security Service were
tracking down more that 2,8 thousand Russians that left the country for the
purpose specified above. Moreover, there were 889 reported returnees that
engaged in the criminal activities in Russia in that year alone278.

Internal Shocks: Overview of the Terrorist Threat
The Russian Federation has suffered the most from the casualties of terrorist
attacks among the European countries279. According to the estimations, more
than 3,500 people were killed in over 800 attacks since 1970280. Indeed, Russia
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has a very long and difficult history with terrorist attacks as the country has to
face the constant terrorist threat from the home-grown perpetrators from
Caucasus.
After the collapse of the Soviet Union, the Chechen separatists started a war
claiming the independence of the Chechnya region from Russia. The War in
which volunteers from Syria, Jordan, Libya, Saudi Arabia and Turkey took place
lasted from 1994 till 1996 and resulted in death of tens of thousands of people281.
The peace was fragile and did not last long as the Second Chechen War broke
in 1999 (officially, the military operation of Russia in Chechnya ended only in 2009
but the active phase of war lasted till 2000). During that war several major terrorist
attacks such as Volgodonsk and Moscow apartment bombing in 1999
happened282. In the timeframe from 2000 till 2013, 81 terrorist acts have been
committed in Russia283, with this number growing in the last 4 years. Therefore,
only major attacks since 2000 have been studied and are outlined in the Table 6
(see the Appendix).
Maksim Volkov notes that 51% of the terrorist attacks in Russia were committed
from 2008 to 2013 (mainly, in the North Caucasian region) and not during the
Second Chechen War. He also found a linear dependency of the acts of terrorism
and the level of unemployment in the Caucasus: with the majority of attacks
happening when the unemployment rate peaks284.
Therefore, as the
consequences of the economic crisis of 2008 are still here and the fact that
Russia is under international economic and political sanctions, the terrorist threat
is extremely high in Russia285.
The Table 6 showing the most significant attacks reveals that resonant acts of
terrorism happened three years before the law was adopted, meaning that there
were no big incidents in the two years that preceded the issuing of the bill.
However, the terrorist threat in Russia is rising which is proved by the increase in
statistics of the prevented terrorist attacks. For example, in 2014 the head of the
FSB has declared that 8 attacks were prevented with the number rising in the
following years: 16 in 2016 and 25 in 2017286. Therefore, this factor could have
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played a role in the adoption of the new anti-terrorist package. Important is that
this factor was not discussed by the policy-makers while the adoption of the new
bills.

Parliament Coalitions Identification and Policy-Oriented Learning
Even though that there was no demand to develop the anti-terrorist legislation
further from the public and from the situation itself (absence of external and
internal shocks respectively), the new policy was implemented anyway. That
means that the idea to enact data retention law was coming from the legislators.
This section studies the actors of the policy implementation and identifies the
possible parliament coalitions.
The bill was initiated by the members of the United Russia political party: Irina
Yarovaya, Alexey Pushkov, Nadezhda Gerasimova and the member of the
Federation Council of the Russian Federation Viktor Ozerov.
The bill was discussed 3 times on the sittings of the State Duma: on 13.05.2018
(session No 298), on 22.06.2016 (session No 309) and on 24. 06.2016 (session
No 310). Having analyzed the transcripts of the parliamentary hearings in relation
to the data retention policy, the opponents to the policy were identified.
Only 4 people openly expressed their concerns about the new policy and tried to
get certain provisions removed from the final bill. These are Aleksey Didenko
from the Liberal Democratic party of Russia (LDPR), Yuriy Sinel’schikov from the
Communist Party of the Russian Federation (KPRF), Dmitry Gudkov from the Fair
Russia fraction (Справедливая Россия) and Sergei Ivanov from United Russia.
Mainly, the concerns were expressed by Gudkov who repeatedly underlined the
points that the policy as it was at that moment would kill the business in Russia
as carriers and Internet providers did not even make such profits to cover all
expenses (as it was estimated to be 70 billion dollars for the creation of such
storages and 200 billion dollars for its service) and that the collected data would
not only include private information, infringing upon individual freedoms and
contradicting the Constitution but also that it would be impossible to protect the
collected data and it would end up in the black market287. On the latest sitting
Gudkov even tried to get rid of the relevant provisions but was not supported and
the bill was passed.
Other opponents of the law expressed such views as ineffectiveness of the mass
data storage in the anti-terror battle in the foreign experience (in particular, the
USA) and irrelevance of the measure to the terrorism countering procedures288.
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Thuswise, the two contradicting coalitions are: coalition Pro – the United Russia
represented by Yarovaya, Pushkov, Gerasomova and Ozerov and coalition
Contra – represented by Didenko, Sinel’schikov and Gudkov, the members of
different parties. Important to note is that the majority of seats in Russian lower
house of the Parliament is held by the United Russia party which makes it a
dominant coalition.
Moreover, there is a question of whether a Contra coalition could in fact have a
chance to do something as they were heavily outnumbered: only four people
openly criticized the norms which resulted in the following distribution of votes in
the 3rd reading: 287 votes for, 147 against with 1 vote abstained289.
As it was mentioned earlier, the legislation draft was first introduced to the
members of the State Duma in the beginning of April 2016. The need for the
change in that draft was motivated by the necessity to guarantee and ensure the
safety of the people from terrorist threat and also such norms would presumably
decrease the number of the relevant offences. Moreover, the norm was justified
by the fact that its implementation would not bring any additional financial
expenditures covered by the state’s budget290. The draft proposed for all of the
collected data (the occurrence of receiving, sending and processing voice or text
messages, incl. their content, as well as pictures) to be kept for 3 years.
The draft was presented to the 1st rearing without any alteration, however, the
concluding remarks of the responsible committee (in this case – Committee on
Security and Countering Corruption of the State Duma) stated in relation of the
proposed data retention norms that such measures exist in the international
foreign practice (namely, in the Italian Republic, United Kingdom, Northern
Ireland and the US). Furthermore, the proposed approach is more loyal than its
foreign variations291. The official review of the Government of the Russian
Federation agreed with the proposed norm in general but underlined the
necessity to reduce the volume of the information that is to be collected due to
the technical abilities of the carriers and Internet providers292. In addition, the legal
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opinion of the administration of the Committee (in Russian - заключение
правового управления) emphasized that the new norms must abide by the
secrecy of correspondence principle293. The bill was passed in the first reading.
For the second reading the draft was changed in a way that the amount of years
for storage of information was divided: the information about the occurrence of
the data must be kept for 3 years, whereas the content up to 6 months. Moreover,
the second draft also included videos294 (previously, they were omitted). Then the
bill was passed in the 2nd and 3rd readings on 24 June 2016 without any further
comments regarding the discussed issue and signed by the President on 6 July
2016.
In order to see whether experts and scientists took part in the discussion that
preceded the implementation of the law and whether such discussion was
initiated, the documents (reports, expert opinions and concluding remarks,
statements) produced by the Public Chamber of the Russian Federation was
examined. The Public Chamber conducts expertise on the bills that enter the
State Duma295 which should show if there were any contradiction points about
the certain law and who were they presented by. However, no documents
produced by the Council regarding the issue were found, leaving us only with the
expert opinions of the members of the Chamber. There are 6 opinions given by
Alexandr Brechalov, Artem Kirianov, Anton Tzvenkov, Al’bir Kraganov, Dmitriy
Galochkin and Maksim Grigoriev. Mostly, the members of the Chamber praised
the new anti-terrorist package, underlining its relevance, adequacy, perfect timing
and expected results296. Only one person, Grigoriev, questioned the amount of
time for the data to be stored and the ability of the carriers to do so297.

Discussion of Results: The Case of Russia
The influence of the internal factors on the development of the anti-terrorist
norms, more precisely on the data retention policy, was examined via the
mechanisms and rules proposed by the advocacy coalition framework.
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During the analysis the mechanisms that are the core drivers for the policy
changes in the ACF were tested. External shocks were tested though the analysis
of the changes in the public opinion polls, potential shifts in the coalitions and
public outcry (its occurrence, intensity). As it was seen from the public opinion
polls, no significant shifts in the attitudes of the population before the new
package was introduced and enacted happened. Even though the percentage of
people who rather feared the possibility of becoming a terrorist victim was more
than a half in 2016 (52%), the public made its perceptions towards the proposed
and later adopted policies very clear: the legislative novelties were met by
protests, meetings and petitions against its implementation. Furthermore, even
the Council under the President of the Russian Federation on the development
of civil society and human rights was against the data retention policy and advised
to remove it from the final draft and later, when the bill became a law, the Council
reaffirmed its opinion and designated the norms to be contradictive to the
Constitution. However, nothing was made about it.
Internal shocks were analyzed via the overview of the acts of terrorism committed
in the country for the last 17 years. Despite the fact that there were no major
attacks in the two years preceding the implementation of the new anti-terrorist
package, the Russian Federation was and still is the subject to the constant
terrorist threat. The significantly increased number of prevented terrorist plots
supports this idea. Therefore, that driver of the changes could have had an
impact.
As there were no public hearings in regard with the issue in question, only the
transcripts of parliamentary hearings were analyzed and thus two parliament
coalitions were identified: coalition Pro represented by the members of the United
Russia party with Irina Yarovaya being the leader and coalition Contra consisted
of members of the different parties (LDPR, KPRF, Fair Russia). Importantly, that
only 4 members of the lower house of the Russian Parliament contradicted the
norms openly, with one person (Dmitri Gudkov) trying to vote the relevant
provisions down).
The examination of the explanatory notes showed that the main motivation for
the implementation of the norms was explained by the fact that data retention
provisions exist in the foreign practice (namely, the UK, Italian Republic, the US
and Northern Ireland). As it was put by the leader of the coalition Yarovaya:
‘Russia adapts only positive and effective practices from the international
experience298’.
Important is that scientific community was not included in the discussions of the
new norms in the State Duma as no evidence of that was found. Only expert
opinions provided by the Public Chamber were given but all of them were
produced after the bill was signed by the President Putin.
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However, making a conclusion that policy-oriented learning played the main role
in the implementation of the data retention policy based solely on the fact that the
dominant parliament coalition admitted that it adapted the international practice
tools in the fight against terrorism seems inadequate. Probably there were other
coalitions involved outside of the State Duma which influenced the promotion of
that political decision. Therefore, this issue must be studied in the further
researches. What must be kept in mind, though, is that until the adoption of the
package Russia did not have specific provisions about data retention, making
that field almost unregulated and highly problematic for the investigations
conducted by the special services.
Summing up, the presence of the coalition and its actions towards the
implementation of the data retention policy is clearly seen. Nevertheless, the
drivers for the coalitional actions were not initiated by the social factors in the
form of external and internal shocks: there were no resonant and decisive acts of
terrorism and significant shifts in the public opinion preceding the enactment of
the new policy. Moreover, public was strongly against the new law and demanded
its cancellation. One of the reasons that could have played a role in the antiterrorist legislation development is the increased statistics of the prevented
terrorist attacks since 2014. The other reason that could be crucial for the matter
in question is the occurrence of the new problem which is the huge number of the
returnees from the hot spots (Syria and Iraq) who have received terrorist trainings
there. However, these issues were not specifically acknowledged during the
discussions of the bill (no statistics were given). Thus, there were some other
hidden reasons that led the coalition to choose this policy path. Therefore, the
implementation of the data retention policy in Russia was nor caused by the
internal social factors.

Conclusions on Chapter IV
The fourth chapter examined the second hypothesis of the paper, according to
which the anti-terrorist legislation development by the example of the data
retention policy was caused by the internal social factors: external and internal
shocks and policy-oriented learning. Below is the Table 4 which shows whether
the conditions of the assumption were met or not for the each researched case.
Table 4. Testing of the Second Hypothesis
Factors/
Cases

United Kingdom
Germany
Russia

External Shocks
Public
Opinion
Shifts
Yes
Yes
No

Changes
in SocioEconomic
Conditions
Yes
Yes
Yes
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Internal Shocks

PolicyOriented
Learning

No
Yes
Yes

Yes
No
Yes
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In the case of the UK, it is seen that external shocks and policy-oriented learning
had a major influence on the anti-terrorist legislation development, as there was
significant shift of the public opinion towards the perception of the increase of the
terrorist threat (from 25% in 2010 to 74% in 2016) and two new problems had
occurred that the UK society had to face: the consequences of the migrant crisis
and Brexit. If the latter could not have any important impact on the matter in
question, the former could as the country had to welcome the refugees from the
Middle East where the IS is located. That could have intensified the situation and
pushed the legislators to take actions. Regarding the policy-oriented learning, it
should be mentioned that due to the analysis of the transcripts of the
parliamentary and public hearings, the clear signs of that process were found as
legislators openly drew parallels between the new anti-terrorist policy and
measures used to fight sexual crimes against minors (as data retention was
proven successful in that case). Moreover, similar provisions in the two policy
fields were found (existence of the notification system with registry for the
perpetrators accused with sexual assaults against minors and terrorism
offences).
Despite the fact that number of the unraveled terrorist plots did in fact increase in
last years (from 7 in 2015 to 9 in 2016), there were no major acts of terrorism in
the UK prior to the implementation of the new policy, thus internal shocks were
insignificant.
The analysis of the German case has shown that external shocks had the major
impact on the implementation of the new anti-terrorist policy. In ten years the
percentage of people who were fearing terrorism increased from 41% in 2006 to
73% in 2016. Furthermore, Germany was among the countries that suffered the
most from the migrant crisis as it has received almost 1 million asylum-seeker
applications in just one year alone (2015). That means that the occurrence of this
issue was one of the decisive factors for the adoption of the policy. It must be
remembered that the new data retention regulations were included in an antiterrorist package, with one of the provisions concerning the pre-paid phones and
the necessary ID verification procedures in order to activate a phone number. It
can be suggested that these regulations were implied to make the migrant
situation more manageable and try to keep it under control.
Internal shocks also played a role in the implementation of the new anti-terrorist
package as the occurrence of the terrorist attacks intensified in 2016, with six
attacks in total in that year and two happening before the enactment of the new
law. According to the analysis of the parliamentary and public hearings, there was
no policy-oriented learning in that regard as German legislators were hoping to
be among the first countries to implement new anti-terrorist measures, setting the
example for other states.
In the case of Russia, it was proven that the influence of the external shocks on
the implementation of the new anti-terrorist package (incl. data retention policy)
is rather ambiguous. On the one hand, there were no significant public opinion
shifts as the level of feared population stayed roughly at the same level (55% in
2006 and 52% in 2016). On the other hand, the condition of the occurrence of a
new social problem was met (the number of Russian citizens who returned from
Iraq and Syria, having obtained terrorist training there has increased: 889
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returnees and 2,8 thousand people still there). The latter factor could have
impacted the development of the anti-terrorist legislation, however, this issue was
never raised during the parliamentary hearings of the bill which questions whether
it was the true intention of the policy-makers.
In spite of the fact that there were no major attacks in Russia prior to the
implementation of the new policy, the number of prevented terrorist plots has
doubled from 2014 to 2016 which could have played a role of a push-factor. Some
trails of the policy-oriented learning were also found as the coalition that lobbied
the policy has admitted that it used foreign states as an example when developing
a bill. Moreover, Russia lacked regulations concerning data retention before the
implementation of the law.
Therefore, the second hypothesis is only partly confirmed as in each analyzed
case different sets of factors have impacted the anti-terrorist legislation
development.
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Conclusion
One of the main aims of the presented research was to examine social and
political factors that could have impacted anti-terrorist legislation development. In
order to establish the factors, the literature on the policy-making processes was
analyzed and two theoretical approaches were selected: the theory of
interdependence that mainly concerned external political factors and the
advocacy coalition framework which concerned the internal social factors. These
approaches helped in formulating two hypotheses. According to the former, the
anti-terrorist legislation development was influenced by the external political
factors through the international obligations posed by the international
organizations. The latter hypothesis stated that the development of the antiterrorist legislation was influenced by the internal social factors in the form of the
external and internal shocks and policy-oriented learning processes. As the
presented research was a comparative one, three countries were chosen for the
analysis: the UK, Germany and Russia. That was done in order to compare the
cases and see which factors and where had the major influence.
However, to study the development of the anti-terrorist policies, one has to see
what the policies are and how the issue is regulated. This was done by the
analysis of the main legislative acts regarding the terrorist fight in the UK,
Germany and Russia from the end of 1990s until 2017 (presented in chapter two).
According to the most important findings of the analysis, it was seen that in all
three cases there were three main trends in the legislation development: further
criminalization of offences, restriction of the terrorist finances and increase in
surveillance. Moreover, all countries used the approach that perceived terrorismrelated offences as crimes and not a warforce, meaning that such offences must
be prosecuted as other crimes (rather than war crimes). What is also true for all
the cases is that the notion of public security was broadened which negatively
affected the previously established boundaries of individual freedoms in one way
or another (f. e. the freedom of movement).
Nevertheless, each country has its distinctive features as the emphasis was laid
differently by the policy-makers. In the case of the UK, the humane dimension of
the laws was seen as only the UK laws included de-radicalization programs.
Germany’s policy-makers prioritized the creation of the anti-terrorist databases
and improving the communication channels between the competent authorities,
redeeming them from the bureaucratic constrains. Also important is that only
German legislation does not provide a definition of terrorism. The analysis of the
Russian case showed that mostly the legislation of the country is aimed at
criminalization of the existing and new offences.
Having studied the contemporary anti-terrorist legislation for three cases, the
approbation of the first hypothesis was conducted (chapter three). In order to test
the hypothesis and establish the influence of the international obligations on the
anti-terrorist legislation development, the documents (conventions, treaties,
directives, rulings, official statements etc.) produced by different international
organizations were analyzed.
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For the cases of the UK and Germany the documents of the following IOs were
studied: United Nations, Organization for Security and Co-operation in Europe,
European Union, Council of Europe, North Atlantic Treaty Organization and
Group of 20. In Russian case the examined organizations were the United
Nations, Organization for Security and Co-operation in Europe, Council of
Europe, Russia-NATO cooperation, Group of 20 as well as Shanghai
Cooperation Organization, Commonwealth of Independent States and Collective
Security Treaty Organization.
The hypothesis was fully confirmed as international obligations did play a
significant role and thus impacted the anti-terrorist legislation development. The
most influential organizations were proven to be the UN, the EU and the CoE (for
the UK and German cases) and the UN and the CoE (for Russia). Only the
documents of these organizations caused the legislations to be developed and
changed in accordance with their regulations: not only are the documents of these
IOs legally binding but also the evidence of their impact was found in the reports
of compliance with certain norms produced by the countries to the specialized
committees, recommendation reports of the competent committees to the
countries and legislations themselves.
So that the development of the anti-terrorist legislation was seen in different
fields: the resolutions of the Security Council of the UN have caused the
strengthening of the policies that concerned with money-laundering, incitement
to commit an act of terrorism, providing safe haven and preventing foreign fighters
from entering the state. The conventions of the Council of Europe were crucial in
the adoption of the new policies regarding the criminalization of terrorist trainings
and agitation for terrorism. The framework decisions of the European Union
(which do not concern Russia) also demanded to criminalize such offences as
public provocation, recruitment and training for terrorism.
The obligations imposed by the other studied IOs concerned mainly the
enhancement of cooperation between the countries in various fields of battling
terrorism: intelligence and data sharing, mutual trainings, assistance in
conducting special operations etc. By participating in such treaties, the countries
showed that their perception towards terrorism is similar, that they acknowledge
the global threat that the terrorism is posing to all the nations and that only through
cooperation and mutual help it is possible to battle this problem.
Summing up, the influence of the political factors was proven to be highly
significant. As it was mentioned above, the hypothesis that the external political
factors (international obligations) influence the anti-terrorist legislation
development was derived from the interdependence theory. According to one of
the main ideas of the theory, the states start to cooperate with each other in order
to deal with some issues because these issues become global and pose shared
threats so that one state can no longer cope with the problem on its own. One of
the easiest and most effective ways for the governments to cooperate is through
the international organizations which develop certain norms and measures to
battle the problem which are inscribed in the conventions and treaties. Regarding
an issue of fighting terrorism, it was seen that not only do the states participate in
the international organizations which deal with terrorism but also they follow the
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rules imposed by the documents produced by the IOs and struggle to harmonize
their nation legislations with the internationally accepted norms. Therefore, it can
be concluded that the theory is adequate and works perfectly.
The second hypothesis of the paper was examined in the fourth chapter.
According to the assumption, the anti-terrorist legislation development (by the
example of the data retention policy) was caused by the internal social factors:
external and internal shocks and policy-oriented learning. Moreover, the issues
were analyzed from the advocacy coalitions framework angle which resulted in
an overview of the adoption stage of the bills. The potential coalitions and their
actors were identified through the analysis of the texts of the parliamentary and
public hearings regarding the researched issue. That analysis also allowed to not
only see how the bills were presented and discussed but also to trace the stages
of the passing of the laws (including the occurrence of the amendments made to
the drafts).
According to the findings, each of the researched social factors had a different
impact. External shocks in the form of the public opinion shifts and changes in
socio-economic conditions (occurring social problems and social protests) were
indeed influential, in particular in the cases of the UK and Germany. There,
significant rises in the public opinion polls in regard to terrorism fear had
happened and the new social problems had emerged. Namely, the crucial
problem was the migrant crisis and its consequences for both cases as the
countries had to deal with the unprecedented number of asylum-seekers from the
Middle East. That could have jeopardized the security situations and could have
been interpreted by the legislators as a call for action. This idea is supported by
the fact that new legislation (data retention policy) was enacted with an aim to
fulfill the preventive principle.
Intensified terrorist threat which constituted the internal shocks proved to matter
the most in Germany and Russia. In the case of the Federal Republic of
Germany, there were resonant acts of terrorism as well as increased number of
the prevented terrorist plots prior to the enactment of the new anti-terrorist
package. Despite the fact that there were no major terrorist attacks in Russia right
before the new law was implemented, the number of the failed attempts to commit
acts of terrorism doubled since 2014.
Regarding the parliamentary coalitions, it should be noted that the existence of
the Pro and Contra-coalitions were acknowledged in all three countries. What is
important here is that the contradictions between the coalitions and their beliefs
were mainly seen in the UK and Germany, as there the debates on the new
regulations were very intense and included the participation of the experts and
members of the interest groups (mainly, in Germany – trade unions and
telecommunication associations).
The analysis of the transcripts of the parliamentary hearings also allowed to see
whether the policy-oriented learning practices influenced the anti-terrorist
legislation development. The traces of the policy-oriented learning were seen in
the United Kingdom and Russia. As it turned out, legislators of the UK perceived
the issues of terrorism and sexual assaults against the minors similarly and some
measures taken against the former problem resembles the measures that are
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implemented to fight the latter and can be found in the laws. Russian policymakers that formed the Pro-coalition underlined the successful experiences on
the data retention procedures of other countries in the explanatory note.
Furthermore, till 2016 Russia did not have any regulations regarding the data
retention which means that the carriers and Internet providers decided for
themselves which data to store and for how long. That supports the idea that the
occurrence of the policy-oriented learning is rather likely. However, one should
take into account that probably the coalition, that had lobbied the implementation
of the law, included the members outside of the State Duma. That implies that
the issue should be researched further.
The second hypothesis was derived from the advocacy coalition framework,
according to which there are competing groups within a political system of a state
that battle with each other in order to promote their policy decisions. Shared
beliefs and views on a certain issue unite the actors in the coalitions and the
coalition that wins, gets to implement its desired policy. There are certain
mechanisms that can impact those beliefs and alter the policy views (internal and
external shocks, policy-oriented learning). As it was seen from the analysis, the
framework was also proven to be viable, however, it worked only partly. On the
one hand, competing coalitions were indeed found and their ideas and beliefs
were identified. On the other hand, not all the mechanisms were effective in
altering the coalitional views.
Thus, answering the research question of the paper (what are the social and
political factors that influenced the anti-terrorist legislation development), it must
be noted that the political factors that mattered are the international obligations,
and social factors are external and internal shocks and policy-oriented learning.
Moreover, both these factors showed their influence on the researched issue,
meaning that the anti-terrorist legislation was being developed due to social as
well as political factors.
The researched political factors had the undoubted impact on the anti-terrorist
legislation development. Since terrorism is a global issue, the measures to
combat it are being discussed on the special forums and in the frameworks of the
different international organizations, which produce treaties and conventions.
Abiding by the documents unifies the counter terrorist legislations of the member
countries in some ways. Obedience to the internationally accepted norms shows
not only the commitment of a country to fight the problem but also its
understanding of the importance of doing it together with other states, enhancing
mutual cooperation and approaching positive results.
The situation with the social factors is rather complex as it was seen that their
impact was only partly proven as different sets of factors were influential for the
anti-terrorist legislation development. The sets of factors that impacted antiterrorist legislation development the most are external shocks and policy-oriented
learning, external and internal shocks, and internal shocks and policy-oriented
learning. That can be explained by the differences of the social contexts and
backgrounds.

104

WP 2018-04

Working Papers
Centre for German and European Studies

The consequences of terrorism are extremely traumatic for the society that
experiences it. Therefore, it seems that in general social factors must play an
essential role for the policy decisions because the legislators should try to
mitigate the aftermath of the attacks and prevent them from happening again,
strengthening the defense mechanisms. So that the influence of some other
social factors that went beyond the scope of the presented analysis (f. e. the
activities of the concerned social groups (terrorist victims and their relatives etc.)
or opinions of the social psychology experts) should be studied as well.
Furthermore, there could also be other political factors that can lead to the
legislation development (different political regimes, uniqueness of the functioning
of the government and competent authorities, lobbyist practices etc.), which
should encourage further researches on the matter.
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Appendix 1
Table 1. Anti-Terrorist Acts in the United Kingdom since 2000
Name of the Most important provisions
Act/Year
Terrorism
Sec. 1: definition of terrorism (for the first time);
Act 2000
Sec. 41: a terrorist suspect could be arrested and detained without
charge for up to 48 h (with a judge warrant up to 7 days);
Sec. 44: stop and search regulations299;
Sec. 56: directing a terrorist organization (penalty: life imprisonment);
Sec. 57-58: possession and collection (respectively) of the
information that can be used for the terrorist purposes (penalty: 10
years imprisonment or a fine or both)
*Part 7 of the Act is dedicated exclusively to Northern Ireland300
The
AntiTerrorism
Crime and
Security Act
2001
(ATCSA)301

Sec. 1-2: freezing of the finances of the suspected terrorists (by
issuing an order (up for 2 years) which prohibits persons from making
funds available for other people/person)
Sec. 17-20: makes it an obligation to disclose information for criminal
investigations;
Sec. 58-81: interaction with biological or chemical weapons in any
form is illegal;
Sec. 82-88: opportunity for the Secretary of State to detain an aircraft
if there is a terrorist suspicion;
Sec. 89-95: collection of the fingerprints and photographs of the
suspects by the Police;
Sec. 102-107: Secretary of State could demand internet providers
and telephone companies to retain the data with an aim of national
security302
Prevention
Power to make control orders (CO) that last for 12 months with the
of Terrorism possibility to prolong them (indefinitely)303;
Act
2005
(PTA)

Stop and Search regulations – provision that enables the police to stop and search any vehicle
or person that is suspected in a terrorist activity; a policeman is allowed to do so without a
‘reasonable suspicion’ (auth.)
299

300

Terrorism
Act
2000.
UK
Legislation
[Electronic
Resource].
https://www.legislation.gov.uk/ukpga/2000/11/contents (accessed: 13.03.2018).

–

URL:

301

ATCSA was introduced in November 2001 and given royal assent on 14 December 2001, 3
months after 9/11 (auth.)
Anti-Terrorism, Crime and Security Act 2001. UK Legislation [Electronic Resource]. – URL:
https://www.legislation.gov.uk/ukpga/2001/24/contents (accessed: 13.03.2018).
302

Prevention of Terrorism Act 2005. UK Legislation [Electronic Resource]. – URL:
https://www.legislation.gov.uk/ukpga/2005/2/section/1/enacted (accessed: 13.03.2018).
303
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Terrorism
Act 2006305

CounterTerrorism
Act 2008

COs are imposed on those suspected in terrorist activities and may
restrict the movements and the usage of the Internet and telephone
of the suspects as well as house arrest and electronic tagging304
Sec. 1-4: encouraging terrorism (incl. dissemination of terrorist
publications; up to 7 years imprisonment);
Sec. 5-8: preparation of terrorist acts (life imprisonment) and training
for terrorism (up to 10 years imprisonment);
Sec. 9-12: possession of a radioactive devices or materials (up to life
imprisonment)306
Sec. 22-27: enabling to question terrorist suspects post-charge
Sec. 28-39: toughening of the penalties (longer sentences for those
convicted with terrorist connections);
Sec. 40-61: creation of the notification system with the registry, where
the suspects must provide the information on: date of birth, national
insurance number, home address and any other prescribed
information; after 1 year a person must re-notify the police; the period
by which notification requirements apply is from 10 to max. 30 years);
Sec. 62-73: imposing financial restrictions on the terrorist suspects
and enabling the Treasury to take actions on the money laundering
offences and financing terrorist organizations307

Terrorist
Sec. 1-9: designation of a person who is suspected in terrorism
Assetoffences by the Treasury for a period of 1 year with the ability to
Freezing Act prolong it;
2010
Sec. 11-15: prohibition to deal with (use, alter, move, allow access to
or transfer) the money owned by a designated person;
Sec. 19-23: The Treasury has a right to request the designated
person to provide the information concerning the money308
Terrorism
Sec. 1: Abolition of control orders (that were imposed by PTA in
Prevention
2005);
and
Sec. 5: the TPIM notice is made for a period of 1 year and can also
Investigation be prolonged for the same period, further prolongation is possible only
Measures
if a person has reengaged in terrorism;
Act
2011 Schedule 1: the TPIM include – restrictions on: the residence of an
(TPIM)
individual (the Secretary of State may require a suspect to live in a
specific place), on traveling (leaving or entering a specified area), on

Prevention of terrorism Act 2005 / The Guardian [Electronic Resource]. – URL:
https://www.theguardian.com/commentisfree/libertycentral/2009/jan/13/prevention-terrorism-act
(accessed: 13.03.2018).
304

305

The Terrorism Act 2006 was implemented after the London 7/7 bombings (auth.)

306

Terrorism
Act
2006.
UK
Legislation
[Electronic
Resource].
https://www.legislation.gov.uk/ukpga/2006/11/contents (accessed: 13.03.2018).
307

Counter-Terrorism Act 2008. UK Legislation [Electronic Resource].
https://www.legislation.gov.uk/ukpga/2008/28/contents (accessed: 13.03.2018).

–
–

URL:
URL:

Terrorist-Asset Freezing Act 2010. UK Legislation [Electronic Resource]. – URL:
https://www.legislation.gov.uk/ukpga/2010/38/contents (accessed: 13.03.2018).
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Protection of
Freedoms
Act 2012

Counter
Terrorism
and Security
Act 2015

Investigatory
Powers Act
2016
(socalled
‘Snooper’s
Charter’)

movement (if a person is permitted to move only in the presence of a
constable), on property (transferring or disclosing it), on possession
or usage of electronic communication devices, on association or
communication with other people, on work and studies; also the
suspect must comply with monitoring measures309
Part 4. Sec. 57-63: maximum pre-charge detention is 14 days
(previously - 28 days)
repeal of stop and search regulations (enabled by the Terrorism act
2000), now the policeman or constable must get the authorization by
a senior police officer to search the suspect or/ and his vehicle310
Sec. 1: confiscation of travel documents (for up to 30 days) from the
terrorist suspects if they are believed to leave the UK in connection
with terrorism activities;
Sec. 2-4: temporary exclusion from the UK which prohibits a suspect
from returning to the country;
Sec. 5-9: permit to return to the UK with the condition to notify the
authorities of the place of residence and movements;
Sec. 21: Home Secretary has the ability to require telecommunication
companies to retain the internet data of a suspect for a period of 12
months311 (amendments to the Data Retention and Investigatory
Powers Act 2014312)
*TEOs (temporary exclusion orders) were introduced under this act:
if a British citizen is suspected in taking a terrorist training overseas,
his travel documents are cancelled and the entrance is denied (for up
to 2 years with the renewal possibility), those people could only go
back to Britain, if they agree to participate in de-radicalization
programs and check themselves with police regularly
The Secret Services and other governmental bodies (f. e. British
Transport Police Force, Ministry of Defense, Department of Health
etc.) have the ability to request the information on the user’s data that
the telecommunication companies have to retain and store for the
period of 1 year; the information includes: browser histories and
search histories (which sites (but not the pages) were visited),
messages
Communication service providers (CSP) are to give the keys to
decrypt the content of the messages to the authorities upon request)

309

Terrorism Prevention and Investigation Measures Act 2011. UK Legislation [Electronic
Resource]. – URL: http://www.legislation.gov.uk/ukpga/2011/23/contents/enacted (accessed:
15.03.2018).
Protection of Freedoms Act 2012. UK Legislation [Electronic Resource]. – URL:
http://www.legislation.gov.uk/ukpga/2012/9/contents/enacted (accessed: 15.03.2018).
310

Counter Terrorism and Security Act 2015. UK Legislation [Electronic Resource]. – URL:
http://www.legislation.gov.uk/ukpga/2015/6/contents/enacted (accessed: 15.03.2018).
311

Data Retention and Investigatory Powers Act 2014. UK Legislation [Electronic Resource]. –
URL: http://www.legislation.gov.uk/ukpga/2014/27/contents/enacted (accessed: 15.03.2018).
312
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Sec. 61-66: The request made by the governmental body to provide
the information should only be supported by a designated senior
officer and not by a court order
Sec. 87-93: retention of relevant communication data for 12 months
(incl. the communication made in the Internet) via a ‘retention notice’
made by an authority and approved by a Judicial Commissioner (such
data includes: the sender and recipient, time and duration, type of
communication, location of the system)313

Investigatory Powers Act 2016. UK Legislation [Electronic Resource]. – URL:
http://www.legislation.gov.uk/ukpga/2016/25/contents/enacted (accessed: 15.03.2018).
313
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Table 2. Anti-Terrorist Acts in Germany since 1998

Name
of
the
Act/Year
Criminal
Code
1998
(Strafgesetzbuch
StGB)

Most important provisions
Ch. 2 Treason and endangering external national security
Sec. 89a preparation or receiving training for a serious statedamaging act of violence (penalty – 6 months to 10 years
imprisonment)
Sec.89b: establishing contacts for the purpose to commit a
violent offence endangering the state
Up to 3 years or a fine for the attempt to get the information
with this aim
Sec. 89c financing terrorism
From 6 months to 10 years jail time for financing terrorism in
any way (the same applies for the offences committed abroad)
If the offence does not have a high value, the sentence may be
reduced to 3 months to 5 years;
Sec.91: dissemination of the content that is directing how to
execute a serious violent act endangering the state (up to 3
years jail time or a fine);
Ch. 7 Offences against public order
Sec. 129a: Forming terrorist organization – membership
(and/or organization of terrorist group) is punished from 1 to 10
years imprisonment;
Imprisonment from 6 months to 5 years if serious mental or
physical harm was caused or computer sabotage, hostagetaking,
arson,
nuclear/explosion,
disruption
of
telecommunication facilities happened;
For the same offences but in case the person is a leader – the
sentence must not be less than 3 years;
Imprisonment from 1 to 10 years if the person is a leader of the
organization that caused harm to environment
Support of the organization – imprisonment from 6 months to
10 years, if the harm to the environment was done then the jail
time must not exceed 5 years or a fine;
Recruitment for terrorist organization – from 6 months to 5
years jail time;
The sentences could be mitigated if the offence is minor;
Additional measures (to an imprisonment) may be the denial to
hold public office, to vote or to be elected, a supervision order
may also be imposed;
Sec. 129b: criminal and terrorist organizations abroad – the
same measures apply for forming such an organization in a
foreign country314

Criminal Code of Germany [Electronic resource]. – URL: https://www.gesetze-iminternet.de/englisch_stgb/englisch_stgb.html#p1222 (accessed: 26.03.2018).
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Security Package I The 2 packages were the response of the German government
2001
to the 9/11 attacks in the US and, thus, are known to be
(Sicherheitspaket
emergency legislation. They amended more than 100 laws315,
I)
therefore, only the main provisions will be outlined here.
And Security
The 1st package, which was proposed 8 days after the 9/11
Package II 2002
events and approved in November 2001, held provisions on the
(Sicherheitspaket
restrictions of the rights of the religious and ideological
II)
associations, forbidding those which undermined German
constitution. That gave the government the opportunity to
counter extremist groups as their special privileges secured by
the right of assembly were repealed.
Furthermore, it made it illegal to take part in and be a member
of a terrorist organization in a foreign country, allowing the
authorities to prosecute such people in Germany (amendments
to the art. 129b of the Criminal Code) and introduced
mandatory security check of the passengers in the airports316;
The 2nd package was enabled on 1 January 2002 and
consisted of the Act of the fight against terrorism
(Terrorismusbekämpfungsgesez). The main aim of the act was
to broaden the capabilities of the security services so that they
could detect terrorist activities in early stages and prevent
them. The measures that were implemented included: getting
and storing biometric data (fingerprints, signatures) in the ID
cards to make identity checks, ensuring the info-exchange
between security and intelligence agencies, entry of the known
terrorist suspects and supporters to Germany is not to be
allowed. Also special services were enabled to require the
access to the information about financial activities,
telecommunication and travel information of the suspects that
were held by private companies and governmental
institutions317.
The packages were active only for 5 years and were prolonged
several times: in 2007 until 2011, in 2011 until 2015, and in
2015 until 2021.
The
Anti-Terror
Database Act 2006
(Gesetz
zur
Errichung
einer
standardisierten
zenrtalen

The creation of the first counter-terrorism database run by the
Federal Police where the data on the people involved in
terrorist activities (the real evidence that the person is a
suspect must be provided) should be stored (art. 2). The main
aim of the database is to improve the cooperation and infosharing between the special services (Federal Criminal Police

315

Degenhardt S. Zwei Pakete in Deutschland: Gesetze gegen den Terror. Information Agency
‘NTV’ [Electronic resource]. – URL: https://www.n-tv.de/archiv/Gesetze-gegen-den-Terrorarticle109733.html (accessed: 02.04.2018).
316

Lepsius O. Liberty, Security, and terrorism: The Legal Position in Germany // German Law
Journal. Vol. 5. N. 5. 2004. P. 439-440.
317

Lepsius. Op. cit. P. 441-442.
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Antiterrordatei von
Polizeibehörden
und
Nachrichtendienst
en von Bund und
Ländern,
Antiterrordateigese
tz – ATDG)

Act Supplementing
the Act to Fight
Money Laundering
and
Terrorist
Financing
2008
(Geldwäschebekä
mpfungsergänzun
gsgesetz)

Act
on
the
Prosecution of the
Preparation
of
Serious
Violent
Acts Endangering
the State 2009

Office, Federal Police Department, Local Criminal Police
Offices, Federal and Local Constitutional Protection
authorities, Military and Federal Intelligence Services and
Customs Criminal Office) (art. 1).
There are 2 types of data to be stored: basic (the name,
gender, date and place of birth, current and former nationalities
and addresses, special physical characteristics, spoken
languages,
photographs)
and
extended
one
(telecommunication connections, addresses of e-mails, bank
information, vehicles, marital status, information on religious
affiliation, educational background, driving and flying permits,
movement information). The extended data is stored when the
authorities have solid proofs that the suspect is constantly (and
not occasionally) involved in terrorist activities (art. 3)318
This Act amended the German Money Laundering Prevention
Act, the Banking Act and the Insurance Supervisory Act,
making it harder to support terrorism financially and to do the
money laundering319.
The key amendments were: the key data on account holder (for
example, name, account number etc.) became now accessible
to the BaFin (Federal Financial Supervisory Authority) through
a creation of the data retrieval system, financial institutions got
the responsibility to monitor the customers’ activities, finding
deviations in the customer’s behavior and reporting them, the
services that host payment providers have to ensure that the
user’s information is complete (name, address, account
number) in order to complete any cashless payment, financial
and non-financial businesses (estate agents) have to write
reports and hand them in to the Financial Intelligence Unit, if
they have a suspicion that the case have something to do with
terrorism, and BaFin got the right to freeze assets of the
terrorist suspects, if it has sufficient proofs320
The act on the Prosecution developed the provisions of the
German Criminal Code on terrorism further, enlarging art. 89a
(preparation of an act of violent subversion), art. 89b
(establishing contacts and taking preliminary measures to

The Anti-Terror Database Act 2006 (in German). Legislation online [Electronic resource]. –
URL: http://www.legislationline.org/topics/country/28/topic/5 (accessed: 02.04.2018).
318

Gesetz zur Ergänzung der Bekämpfung der Geldwäsche und der Terrorismusfinanzierung
vom 13 August 2008. Bundesanzeiger Verlag [Electronic resource]. – URL:
https://www.bgbl.de/xaver/bgbl/start.xav?start=//*%5B@attr_id=%27bgbl108s1690.pdf%27%5D
#__bgbl__%2F%2F*%5B%40attr_id%3D%27bgbl108s1690.pdf%27%5D__1522747423856
(accessed: 02.04.2018).
319

320

Profiles on Counter-Terrorist Capacity: Germany. Committee of Experts on Terrorism
(CODEXTER). Council of Europe. 2016. P. 8-9.
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Act to Amend the
Federal Criminal
Police Office Act
2009
(Bundeskriminala
mtgesetz)
Act to Amend the
Crime Preparation
of a Serious
Violent Offence
Endangering the
State 2015
(Gesetz zur
Änderung der
Vorbereitung von
schweren
staatsgefährdende
n Gewalttaten) and
Act to Amend the
Act on Identity
Cards and
Introduce a
Substitute Identity
Card and to
Amend the
Passport Act 2015
(Gesetz zur
Änderung des
Personalausweisg
esetzes zur
Einfüruhng eines

execute a violent subversion act) and art. 91 (instructions on
committing such an act)321
The act on Federal Criminal Police allowed the police to make
a remote search of a computer’s hard drive of a suspect (under
strict conditions with the requirement of the order). This data
can be collected and stored322
The 1st act criminalized traveling outside Germany with the
purpose to get terrorist training (penalty – from 6 months to 10
years jail time) (art.2) and changed section 89c (art.1) of the
Penal Code (financing terrorism) making it illegal to finance
terrorism with any purpose not only with an aim to prepare an
act of violence323
The 2nd act (art.1-2) establishes national ID card and travel
documents restrictions on the foreign fighters: the national id
card of the terrorist suspect or supporter can be revoked and
replaced on the temporary one (which will be active for up to 3
years and states that the person is not allowed to travel outside
Germany)324

321

Burke P., Feltes J. Counterterrorism overview: Germany. European Research Council
[Electronic Resource]. – URL: http://counterterrorismethics.com/the-counter-terrorismlandscape-in-germany/ (accessed: 25.03.2018).
Im Namen der Sicherheit: Sicherheitsmassnahmen in Deutschland. Informational portal ‘ARD’
[Electronic resource]. – URL: https://www.tagesschau.de/inland/sicherheitsgesetze108.html
(accessed: 02.04.2018).
322

Gesetz zur Änderung der Verfolgung der Vorbereitung von schweren staatsgefährdenden
Gewalttaten von 12 Juni 2015. Bundesanzeiger Verlag [Electronic resource]. – URL:
https://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanzeiger_BGBl&jumpTo=bgbl115s092
6.pdf#__bgbl__%2F%2F*%5B%40attr_id%3D%27bgbl115s0926.pdf%27%5D__152258555076
8 (accessed: 02.04.2018).
323

Gesetz zur Änderung des Persnalausweisgesetzes zur Einführung eines ErsatzPersonalauusweises und zur Änderung des Passgesetzes von 20 Juni 2015. Bundesanzeiger
Verlag
[Electronic
resource].
–
URL:
https://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanzeiger_BGBl&jumpTo=bgbl115s097
0.pdf#__bgbl__%2F%2F*%5B%40attr_id%3D%27bgbl115s0970.pdf%27%5D__152258743202
6 (accessed: 02.04.2018).
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ErsatzPersonalausweis
und zur Änderung
des Passgesetzes)
Act to Improve
Anti-Terror
Information
Exchange in the
Fight against
International
Terrorism 2016
(Gesetz zum
besseren
Informationsaustau
sch bei der
Bekämpfung des
Internationalen
Terrorismus)

The presented act amends the following acts:
The Act on the Federal Office for the Protection of the
Constitution (BfV) (art. 1-2): the BfV has the right to create or
take part in the databases with the foreign security and
intelligence agencies with an aim to investigate
committed/attempted illegal actions if such investigation is
crucial for the public security in Germany and falls to the
jurisdiction of the BfV; in order to participate in the database,
the Federal Ministry of the Interior has to give its permission;
the neighboring states, EU and NATO member states are
implied to develop such kind of communication with;
Also the min. age of an individual whose data can be saved,
changed or anyhow used by the BfV was lowered from 14 to
16 years;
The Telecommunications Act (art. 9): such personal data as
address, birth date and name has to be stored by the
telecommunications companies before a phone contract can
be made; pre-paid phones can only be purchased if the id
checking took place;
The Federal Police Act (art. 3): undercover police officers are
allowed to get the information before an actual crime took
place; a court order is required when an operation involves
keeping a specific person under surveillance or searching
someone’s apartment325

325Gesetz

zum besseren Informationsaustausch bei der Bekämpfung des internationalen
Terrorismus von 26 Juli 2016. Bundesanzeiger Verlag [Electronic resource]. – URL:
https://www.bgbl.de/xaver/bgbl/start.xav?startbk=Bundesanzeiger_BGBl&jumpTo=bgbl116s181
8.pdf#__bgbl__%2F%2F*%5B%40attr_id%3D%27bgbl116s1818.pdf%27%5D__152259507047
5 (accessed: 02.04.2018).
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Table 3. Anti-Terrorist Acts in Russia since 1996
Name
of
the
Act/Year
Penal Code of the
Russian
Federation N63FZ from 13 June
1996

Federal
Law
N130-FZ on ‘On
measures
to
combat terrorism’
from 25 July 1998

Federal
N115-FZ

Most important provisions
Ch. 24 Crimes against public order
Art. 205-207: people who commit terrorist actions are to be
sentenced from 10 to 20 years (depending on a degree of the
offence) (art.205); persuasion or recruitment to commit terrorist
act or arming or training for this purpose-fine up to 500000
rubles or/and from 3 years to 20 years imprisonment (205.1);
public appeals to commit acts of terrorism – fine up to 300000
rubles or imprisonment from 5 to 7 years (205.2); terrorist
training – imprisonment from 15 years to life-imprisonment
(205.3); organization of a terrorist act - imprisonment from 15
years to life-imprisonment and a fine up to 1 million rubles,
participation in the act – imprisonment from 15 to 20 years with
a fine up to 500000 rubles (205.4); Organization of activities of
a terrorist organization – from 15 to 20 years imprisonment with
or without a fine up to 1 million rubles, freedom restriction from
1 to 2 years or life imprisonment (205.5) concealment of an
upcoming act of terror – fine up to 100000 rubles or working on
probation up to 1 year (205.6); taking hostages – from 5 to 10
years imprisonment or from 6 to 15 with the maximum of 20
years (206); false terrorist act alert – fine from 200000 to 1,5
million rubles or imprisonment from 3 to 10 years (207)326
Art. 3: definition of terrorism, (international) terrorist activity and
an act of terrorism
Art. 5: aims of counterterrorist fight
Art. 14: negotiations with terrorists (is applicable, if there was a
chance that it would help;
Art. 21: exemption from liability for inflicting harm on terrorist
during a counter-terrorist operation
Art. 23-25: responsibility for committing an act of terrorism327
(the penalties were not stated)
It must be mentioned that this law has lost its force by an
enactment of the Federal Law N35-FZ on Counter Terrorism
from 6 March 2006

Law Art. 3: definitions on financing terrorism, legalization of profits
on and money laundering

Уголовный Кодекс РФ. Справочно-правовая система «Консультант Плюс» [Электронный
ресурс].
–
URL:
http://www.consultant.ru/document/cons_doc_LAW_10699/2c54dfed2e09c1236bf059a9211bb3
7b2fcbb8e1/ (дата обращения: 03.04.2018).
326

Федеральный закон от 25 июля 1998 г. № 130-ФЗ «О борьбе с терроризмом».
Информационно-правовой
портал
«Гарант»
[Электронный
ресурс].
–
URL:
http://ivo.garant.ru/#%2Fcompare%2F12112507%2F4000862%2Ftab%2F0%2Fparagraph%2F
9928%3A1 (дата обращения: 03.04.2018).
327
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‘Counteracting the
legalization (and
laundering) of the
illegally
gained
profits
and
financing
terrorism’ from 7
August 2001

Federal Law N35FZ on ‘Counter
Terrorism’ from 6
March 2006

Art. 4: measures aimed at fighting terrorism financing and
money laundering (mainly, obligatory control)
Art. 6: all money operations are a matter of obligatory control if
the total amount of money which the operation is made on
exceeds 600000 rubles (incl. operations with other belongings,
f. e. vehicle) – operations made via cash (obligation purchasing)
or bank transit (deposits opening)
Art. 10: cooperation with other governments in the form of
information exchange and legal help
Art. 12: extradition of individuals who are on the terrorists
watchlists and/or are requested to be transited to other states328
Art. 2: main principles of combating terrorism with the priority
given to terrorism prevention and protection of human rights
Art. 4: international cooperation
Art. 5.2: local governmental bodies bear the responsibility to
develop and enact the preventive measures against terrorism
Art. 12: execution of counter-terrorist operation
Art. 16: negotiations with terrorists
Art. 22: legality to harm a terrorist329
Ratification of the Council of Europe Convention on the
Prevention of Terrorism’ signed by the Russian Federation
representative on 16 May 2005 on the territory of the Russian
Federation330

Federal Law N56FZ on ‘Ratification
of the Council of
Europe
convention on the
Prevention
of
Terrorism’ from 20
April 2006
Federal
Law Amendments to the Federal Law N35-FZ on ‘Combating
N208-FZ
on terrorism’ from 6 March 2006: definition of the antiterrorist
‘Amending certain security of the object (or a certain territory)331
legislative acts of
the
Russian
Federation
on

Федеральный закон «О противодействии легализации (отмыванию) доходов,
полученных преступным путем, и финансированию терроризма» от 07.08.2001№ 115-ФЗ
(последняя редакция). Справочно-правовая система «Консультант Плюс» [Электронный
ресурс]. – URL: http://www.consultant.ru/document/cons_doc_LAW_32834/ (дата обращения:
03.04.2018).
328

Федеральный закон «О противодействии терроризму» от 06.03.2006 № 35-ФЗ.
Справочно-правовая система «Консультант Плюс» [Электронный ресурс]. – URL:
http://www.consultant.ru/document/cons_doc_LAW_58840/ (дата обращения: 03.04.2018).
329

Федеральный закон от 20 апреля 2006 г. №56-ФЗ О ратификации Конвенции Совета
Европы о предупреждении терроризма // Российская газета [Электронный ресурс]. – URL:
https://rg.ru/2006/04/25/terrorizm-konvencia-dok.html (дата обращения: 03.04.2018).
330

Федеральный закон «О внесении изменений в отдельные акты РФ по вопросам антитеррористической защищенности объектов» от 23 июля 2013 № 208-ФЗ. Информационный
портал
«Право»
[Электронный
ресурс].
–
URL:
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102167022 (дата обращения: 03.04.2018).
331
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issues
of
antiterrorism
security of objects’
from 23 July 2013
Federal
Law
N130-FZ
on
‘Amending certain
legislative acts of
the
Russian
Federation’ from 5
May 2014

Federal
Law
N374-FZ
on
‘Amendments on
the
FZ
on
countering
terrorism
and
certain laws of the
Russian
Federation
with
regard to the
establishment of
additional
measures
to
counter terrorism
and ensure public

Further criminalization of the anti-terrorist legislation (of the
relevant articles of the Penal Code): toughening of the penalties
for committing acts of terrorism (art. 2): assisting terrorist
activities, art.205.1 (the amount of years of imprisonment was
transferred from 8 to 10);
for terrorist training the penalty is from 15 to 20 years
imprisonment with the freedom restriction for 1 to 2 years or life
imprisonment, art. 205.3;
Organization of a terrorist group or/ and participation in it,
penalty- from 15 to 20 years imprisonment or a fine up to 1
million rubles, and freedom restriction or a life imprisonment, art.
205.4;
Organization of activities of a terrorist organization, penalty –
from 15 to 20 years imprisonment with or without a fine up to 1
million rubles, freedom restriction from 1 to 2 years or life
imprisonment, 205.5;
Art. 5: amendment of the Russian Federation Code of
Administrative Offences, new article 15.27.1 ‘Financial Aid to
terrorism’, penalty – administrative fine for legal entities from 10
to 60 million rubles332
Federal Law N375-FZ:
Amendment of the Penal Code of Russia: new article N361: an
act of international terrorism (part 1: committing an act of
terrorism outside of Russia but with an aim to hurt Russian
citizens or interests of the country, penalty- imprisonment from
10 to 20 years or a life-imprisonment; part 2: financing of such
acts, recruitment or training, penalty-imprisonment from 8 to 20
years with or without a fine from 300000 to 700000 rubles or lifeimprisonment)333,
Toughening of the penalties for such criminal offence as
committing an act of terrorism (art. 205-207 of the Criminal
Code: from minimal 8 to 10 years Imprisonment or from 10 to
12 years (if the offence was committed by a group of people and
has led to human’s death),
Amendment of the Penal Code of Russia: new article N205.6:
concealment of an upcoming act of terror,

Федеральный закон от 5 мая 2014 г. № 130-ФЗ «О внесении изменений в отдельные
законодательные акты РФ» Информационно-правовой портал «Гарант» [Электронный
ресурс]. – URL: http://base.garant.ru/70648880/ (дата обращения: 03.04.2018).
332

Уголовный Кодекс РФ. Справочно-правовая система «Консультант Плюс» [Электронный
ресурс].
–
URL:
http://www.consultant.ru/document/cons_doc_LAW_10699/2c54dfed2e09c1236bf059a9211bb3
7b2fcbb8e1/ (дата обращения: 03.04.2018).
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security’ from 6
July 2016 and
Federal
Law
N375-FZ
on
‘Amendments to
the Penal Code of
the
Russian
Federation
and
the
Code
of
Criminal
Procedure of the
Russian
Federation
with
regard to the
establishment of
additional
measures
to
counter terrorism
and ensure public
security’ from 6
July 2016
(so-called
Yarovaya’s
package)

Definition of ‘financing terrorism’ (art. 205.1),
New part of an article: Agitation to commit terrorist acts or its
justification in the Internet (art.205.2 part2),
Amendment of the article 208: organization of an illegal armed
group (formation of such group inside or outside of Russia),
Minimal age that draws legal consequences is lowered to 14
years334
Federal Law N374-FZ:
Amendment to the federal law N40-FZ on Federal Security
Service (the FSB is entitled to receive informational systems
and databases (incl. remote control) from the governmental
bodies on the voluntary basis in order to complete the aims of
the Service (art.2),
The postal services have a right to use special measures (x-ray)
in order not to let the sending of illegal objects and substances
(art.9),
Amendments to the law on ‘Communication’ (the carriers are
obliged to store all the data on the activities of their clients for 3
years (such data includes: voice and text messages, pictures
and videos). It this case, the carriers have to keep the data
about the fact that any of these interactions happened but the
content of these activities has to be stored for 6 months; also
the carriers have to provide an access to such data, and
information about the users and services that they received for
the competent services upon request (art. 13),
The same norms apply for the Internet providers (art.15)
Furthermore, the carriers and Internet providers have to give the
Special Services any relevant information on how to use the
data (the decryption keys)335.

Federal
Law Ratification of the Convention (that was introduced by the
N183-FZ
on Council of Europe on 16 May 2005)336
‘Ratification of the

Федеральный закон «О внесении изменений в ФЗ О противодействию терроризму и
отдельные законодательные акты РФ в части установления дополнительных мер
противодействия терроризму и обеспечения общественной безопасности» от 06.07.2016
№ 374-ФЗ (последняя редакция) Справочно-правовая система «Консультант Плюс»
[Электронный ресурс]. – URL: http://www.consultant.ru/document/cons_doc_LAW_201078/
(дата обращения: 03.04.2018).
334

335

Там же.

Федеральный закон от 26 июля 2017 №183-ФЗ «О ратификации Конвенции Совета
Европы об отмывании, выявлении, изъятии и конфискации доходов от преступной
деятельности и о финансировании терроризма. Информационно-правовой портал
«Гарант» [Electronic resource]. – URL: http://www.garant.ru/products/ipo/prime/doc/71630184/
(дата обращения: 18.03.2018).
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The List of the International Counterterrorism Treaties

There are numerous conventions and treaties which aim is to battle international
terrorism as almost every international organization that somehow deals with
safety implements its own legal framework to battle the terrorist threat. Here is
the list of the international anti-terrorism treaties which were developed and
established under the supervision of the organization of the United Nations and
the International Atomic Energy Agency (IAEA) and are considered as universal
ones337.
1. The Convention on Offences and Certain Other Acts Committed on Board
Aircrafts (The Tokyo Convention) 1963
2. The Convention for the Suppression of Unlawful Seizure of Aircraft 1970
3. The Convention for the Suppression of Unlawful Acts against the Safety of
Civil Aviation 1971
4. The Convention on the Prevention and Punishment of Crimes against
Internationally Protected Persons, including Diplomatic Agents 1973
5. The International Convention against the Taking of Hostages 1979
6. The Convention on the Physical Protection of Nuclear Material 1980
7. The Convention for the Suppression of Unlawful Acts against the Safety of
Maritime Navigation 1988
8. The Protocol to the Convention for the Suppression of Unlawful Acts
against the Safety of Fixed Platforms Located on the Continental Shelf 1988
9. The Protocol for the Suppression of Unlawful Acts of Violence at Airports
Serving International Civil Aviation (supplementary to the 1971 Convention
for the Suppression of Unlawful Acts against the Safety of Civil Aviation)
1988
10. The Convention on the Making of Plastic Explosives for the Purpose of
Detection 1991
11. The International Convention for the Suppression of Terrorist Bombings
1997
12. The International Convention for the Suppression of Financing Terrorism
1999
13. Amendments to the Convention on the Physical Protection of Nuclear
Material 2005
14. The Protocol to the Convention for the Suppression of Unlawful Acts
against the Safety of Maritime Navigation 2005
15. The Protocol to the Protocol for the Suppression of Unlawful Acts against
the Safety of Fixed Platforms located on the Continental Shelf 2005
16. The Convention on the Suppression of Unlawful Acts Relating to
International Civil Aviation 2010
17. The Protocol Supplementary to the Convention for the Suppression of
Unlawful Seizure of Aircraft 2010

O’Donell D. International treaties against terrorism and the use of terrorism during armed
conflict and by armed forces // International Review of the Red Cross. Vol. 88 N. 864. 2006. P.854856.
337
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18. The Protocol to Amend the Convention on Offences and Certain Acts
Committed on Board Aircraft 2014
19. The International Convention for the Suppression of Acts of Nuclear
Terrorism 2005
The main idea of these conventions and protocols is to include the offence in
question (the matter of a certain convention) into the domestic legal systems of
the member states, criminalizing the offence all over the Globe, so that the
perpetrators would be punished. By doing so, the ‘universal jurisdiction’ for those
offences is being created, meaning that the courts are given the power to
prosecute such crimes, ‘including jurisdiction based on: territoriality, nationality of
the offender and the victims and the presence of a suspect in the territory of the
state338’.

338

O’Donnel. Op. cit. P.856-857.
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Table 4. Main acts of terrorism in the UK since 2000
Year and Place
2001: 04.03 Car bomb,
London
03.08 Car bomb,
London
04.11 Car bomb,
Birmingham

2005:
07.07
Central
London bombings
21.07
London
transport system (failed)

2007: 29.06 Car bombs,
London (failed)
30.06
Glasgow
International Airport attack
2008: 22.05 Exeter café
bombing (failed)

Main information (what happened + who took the
responsibility, if applicable)
In March, the BBC Television Centre was bombed but
only the infrastructure was damaged339;
On 3 August, a car bomb was detonated in west
London leaving 7 people injured340;
On 4 November, explosives were placed in a car near
the railway station in Birmingham and the bomb was
detonated but no one was hurt341
The responsibility in all 3 cases was taken by the IRA
During the 7/7 attack, three bombs were detonated in
the London underground killing in total 39 people and
one bomb exploded on a double-decker bus, killing 13
people, later investigation proved that al-Qaida
coordinated the attack;
On 21 July, terrorists created and placed bombs in 4
locations in London underground (3) and a bus (1) but
the bombs did not detonate due to technical
problems342
Al-Qaida took the responsibility for both attacks; firstly,
the members of the group tried to detonate 2 car bombs
in central London but this attempt failed due to technical
problem; after a few days, the same group drove a car
into the entrance of the Glasgow airport leaving 5
people injured and one of the attackers killed343
An attacker (Muslim convert) attempted to detonate the
bomb in a café but ended up hurting himself344

Timeline: London bomb attacks // BBC News [Electronic Resource]. – URL:
http://news.bbc.co.uk/2/hi/uk_news/1201270.stm (accessed: 15.03.2018).
339

Car bombers rock west London // BBC News [Electronic Resource]. – URL:
http://news.bbc.co.uk/2/hi/uk/1471284.stm (accessed: 15.03.2018).
340

341

Bomb blast in Birmingham // BBC News [Electronic Resource].
http://news.bbc.co.uk/2/hi/uk_news/england/1636919.stm (accessed: 15.03.2018).

–

URL:

July 7, 2005 London bombings, Fast facts // CNN news [Electronic Resource]. – URL:
https://edition.cnn.com/2013/11/06/world/europe/july-7-2005-london-bombings-fastfacts/index.html (accessed: 15.03.2018).
342

UK terror attacks since 11 September 2001 // The Guardian [Electronic Resource]. – URL:
https://www.theguardian.com/uk-news/2017/mar/22/uk-terror-attacks-since-11-september-2001
(accessed: 19.03.2018).
343

344

Ibid.
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2009: 09.03 Massereene
barracks shooting, Antrim,
Northern Ireland
2013: 22.05 Lee Rigby
murder, South London
2015: 05.12 London tube
knife attack
2016: 16.06 Murder of the
Labor
MP
Jo
Cox,
Yorkshire
2017: 22.03 Westminster
Bridge attack, London
22.05 Manchester
Arena bombing
03.06
London
bridge
and
Borough
Market attack
19.06
Mosque
attack, London
15.09 London train
blast

The Real IRA members shot 2 soldiers who were to
leave soon thereafter for Afghanistan345
An Islamist attacked and stabbed an off-duty officer,
proclaiming the vengeance for the Muslims killed by the
British Armed Forces346
A terrorist stabbed 3 people in Leytonstone
underground station while shouting ‘This is for Syria’347
The Member of Parliament was shot by a rightwing
extremist ahead of Brexit referendum; Jo Cox
supported the idea of the UK to stay in the EU and had
liberal views on migrants348
In the course of Westminster attack, ISIS-inspired
British citizen firstly moved down the crown on
Westminster bridge and then moved to the Parliament
where he stabbed a police officer and attacked the
pedestrians leaving 5 people dead and 50 injured;
In a Manchester arena bombing, 22 people were killed
while leaving the concert., the responsibility was
claimed by the ISIS;
3 terrorists drove a van into the crowd and then started
stabbing passers-by, leaving 8 people killed and 40
injured on 3 June, the responsibility was also claimed
by the ISIS;
11 people were seriously injured and 1 murdered, when
a van was driven into pedestrians who were leaving a
pray in a Mosque on 19 June;
On 15 September a bomb detonated on a train during
the morning rush hour at Parsons Green station,
injuring more than 25 people349.

345

Soldiers shot dead outside Antrim Barracks by Real IRA gunman // The Telegraph [Electronic
Resource]. – URL: https://www.telegraph.co.uk/news/uknews/northernireland/4961513/Soldiersshot-dead-outside-Antrim-Barracks-by-Real-IRA-gunman-named.html (accessed: 19.03.2018).
346

Lee Rigby: Memorial to murdered soldier unveiled in his hometown // The Independent
[Electronic Resource]. – URL: http://www.independent.co.uk/news/uk/home-news/lee-rigbymemorial-to-murdered-soldier-unveiled-in-his-hometown-10142183.html
(accessed:
19.03.2018).
UK terror attacks since 11 September 2001 // The Guardian [Electronic Resource]. – URL:
https://www.theguardian.com/uk-news/2017/mar/22/uk-terror-attacks-since-11-september-2001
(accessed: 19.03.2018).
347

348

Far-right terrorist Th. Mair jailed for life for Jo Cox murder // The Guardian [Electronic
Resource]. – URL: https://www.theguardian.com/uk-news/2016/nov/23/thomas-mair-foundguilty-of-jo-cox-murder (accessed: 19.03.2018).
349

Jason H. The London train explosion is the latest of 5 terror incidents in 2017 in the UK // CNN
News [Electronic Resource]. – URL: https://edition.cnn.com/2017/09/15/world/uk-terror-events2017/index.html (accessed: 19.03.2018).
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Table 5. Main acts of terrorism in Germany since 2000
Year and Place

Main information (what happened + who took the
responsibility, if applicable)
2004: 09.06, Cologne
A nail bomb was detonated in the shopping street of
bombing
Cologne, critically injuring 1 person and hurting 17, the
responsibility was claimed by the German neo-Nazi
group ‘NSU’ (Nationalsozialistischer Untergrund)350
2007: 25.04 Police officer NSU orchestrated an attack on the patrol car, terrorists
murder, Heilbronn
got into the car and killed a policewoman and seriously
injured her colleague351
2011: 02.03 Frankfurt
A terrorist from Kosovo shot 2 US airmen at Frankfurt
airport shooting
airport and injured other 2 people352
2015: 18.09 Police officer Terrorist linked to al-Qaeda stabbed a policewoman in
stabbing, Berlin
West Berlin and was killed, seriously injuring the
woman353
2016: 26.02 Police officer In February a radicalized 15-year-old girl stabbed a
stabbing, Hanover
police officer in the railway station in Hanover which
10.05 Crowd
left him seriously injured, she pledged herself to ISIS,
stabbing, Grafing, Bavaria which made it the first attack orchestrated by the
18.07 train attack,
terrorist organization354,
Wurzburg
In May a mentally unstable man, armed with a knife,
22.07 Munich
attacked the crowd at a train station in Grafing (near
shooting
Munich), one passage was murdered and several
24.07 Machete
others hurt,
attack, Reutlingen, and
In July a 17-year-old Afghan refugee who was linked
Ansbach bombing
to the ISIS attacked people in the train with an axe and
19.12 Christmas
a knife, injuring 19 individuals,
market attack, Berlin
On 22 July a gunman A. Sonobly murdered 9 people,
he was inspired by a Norwegian neo-Nazi A. Breivik,

Cologne bombing 2004 // The New York Times [Electronic Resource]. – URL:
https://www.nytimes.com/2004/06/10/world/nail-bomb-in-a-turkish-area-in-cologne-hurts-17.html
(accessed: 25.03.2018).
350

Tremko N. Germany’s hunt for the murderer known as ‘the woman without a face’ // The
Guardian
[Electronic
Resource].
–
URL:
https://www.theguardian.com/lifeandstyle/2008/nov/09/germany-serial-killer
(accessed:
25.03.2018).
351

352

Frankfurt airport shooting: 2 killed in attack on US military bus // The Guardian [Electronic
Resource]. – URL: https://www.theguardian.com/world/2011/mar/02/frankfurt-airport-shooting
(accessed: 25.03.2018).
353

Foster A. Terrorism in Germany: Past terror attacks and plots // Sunday Express [Electronic
Resource]. – URL: https://www.express.co.uk/news/world/652765/Terrorist-attacks-GermanyTerrorism-Foiled-plots-Threat-Security-Islamic-State-ISIS (accessed: 25.03.2018).
Dearden L. Teenage girl jailed for stabbing police officer in Germany’s first ISIS-commissioned
attack
//
The
Independent
[Electronic
Resource].
–
URL:
https://www.independent.co.uk/news/world/europe/germany-terror-attack-isis-islamic-statehanover-train-station-police-officer-safia-s-15-teenage-a7551116.html (accessed: 25.03.2018).
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2017: 28.07 Knife attack,
Hamburg

On 24 July a Syrian refugee stabbed a pregnant
woman and injured 2 others before he was run over by
a car. On the same day, a suicide bomber blew
himself during a music fest in Ansbach, wounding 12
people,
In December
an ISIS pledged terrorist mowed down the crowd in a
Christmas market in Berlin, wounding 50 and killing 12
people355
A radicalized Islamic terrorist attacked the crowd near
a market in Hamburg, murdering 1 person and hurting
5 others356

355

Foster A. Terrorism in Germany: Past terror attacks and plots // Sunday Express [Electronic
Resource]. – URL: https://www.express.co.uk/news/world/652765/Terrorist-attacks-GermanyTerrorism-Foiled-plots-Threat-Security-Islamic-State-ISIS (accessed: 25.03.2018).
356

Eddy M. Suspect in Hamburg attack was known to German Police // The New York Times
[Electronic Resource]. – URL: https://www.nytimes.com/2017/07/29/world/europe/germanyhamburg-attacker-radicalized.html (accessed: 25.03.2018).
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Table 6. Main acts of terrorism in Russia since 2000
Year and Place

Main information (what happened + who took the
responsibility, if applicable)
2002: 23-26 October,
A group of terrorists took 916 people hostage
Dubrovka hostage-taking,
during a musical in one of the Moscow’s cultural
Moscow
centers; in the course of the liberation operation,
officially, 130 people died and more than 700 were
injured357
2004: 06.02 metro-bombing,
During a terrorist act in metro, a suicide bomber
Moscow
from the North Caucasus detonated a bomb in the
24.08 planes bombing Moscow’s underground, killing 41 people and
01.09 hostage-taking
injuring more than 250 people;
in a school, Beslan
In August two airplanes that flew from Moscow to
Volgograd and Sochi were exploded by suicidebombers, killing 89 people in total, responsibility
was taken by an armed group ‘Brigady Islambuly’
led by Sh. Basaev;
On the 1st September terrorists took 1128 people
(mainly, children) hostage in a school in North
Osetia, where they were held for 3 days, in the
course of the liberation operation, 333 people were
killed (incl.186 children) and 783 injured,
responsibility was claimed by Sh. Basaev358
2010: 29.03 Metro explosions, two bombs were detonated in Moscow
Moscow
underground during morning rush hours,
murdering 41 people and injuring 88, responsibility
was taken by D. Umarov, the leader of a terrorist
group ‘Kavkazskiy Emirat’359
2011: 24.01 Domodedovo
A bomb exploded inside of the building of
airport bombing, Moscow
Domodedovo airport, 37 people died, 170 were
injured, D. Umarov claimed the responsibility360
2013: 21.10 Bus bombing,
In October a suicide bomber detonated a bomb in
Volgograd
the bus, murdering 6 people and injuring 37361
29-30.12 Explosion on During a railway station explosion, 18 people were
the railway station and
killed and 45 injured,
trolleybus bombing,
Volgograd
Кондак Д. Самые масштабные теракты в России при Путине. Клуб читателей «Гордон»
[Electronic Resource]. – URL: http://gordonua.com/news/worldnews/vzryvy-domov-nord-ostbeslan-i-drugie-samye-masshtabnye-terakty-v-rossii-pri-putine-181642.html
(accessed:
25.03.2018).
357

358

Ibid.

359

Ibid.

360

Ibid.

Взрыв в Волгограде 21.10.2013 // Фонтанка [Electronic Resource].
http://www.fontanka.ru/2013/10/22/069/ (дата обращения: 25.03.2018).
361
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2017: 03.04 Metro-bombing,
St. Petersburg

On the next day, an attack that killed 16 people
and injured 25 happened on the bus362
A terrorist attack happened in the underground,
murdering 14 people and injuring 50, the
responsibility was never claimed which caused
several speculations including the involvement of
the elites363.

Кондак Д. Самые масштабные теракты в России при Путине. Клуб читателей «Гордон»
[Electronic Resource]. – URL: http://gordonua.com/news/worldnews/vzryvy-domov-nord-ostbeslan-i-drugie-samye-masshtabnye-terakty-v-rossii-pri-putine-181642.html
(accessed:
25.03.2018).
362

363

Там же.
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